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BBEJIEHUE

HNudopmaruzanus 00pa3zoBaTeIbHOTO mpolecca  —  3TO
MCIIOJIh30BaHNE HOBBIX MH(MOPMAIIMOHHO-KOMMYHHUKAITMOHHBIX TEXHOJIOTHIA
JUIsL peaNu3aluu Lelield pa3BUBAIOUIEr0 OOy4YEHHs, OPUEHTHPOBAHHOIO HA
JUYHOCTh, YTO CIOCOOCTBYET MOBBIMICHUIO 3()(PEKTUBHOCTH W KauecTBa
o0pa3oBaTeNnbHOTO Mpollecca Ha Bcex YpoBHsX. [loaToMy, B yclioBUAX
COBpPEMEHHBIX TpeOOBaHMM, yidyuinas IMpoiecc OOyYeHHs, BOIPOC
dbopMHpOBaHUsA JIMYHOCTH, COOTBETCTBYIOIEH 3ampocaM  OOIIECTBa,
npuoOpeTaeT Bce Oouiblliee 3HAYEHHME C TOYKU 3pPEHUS TMOCTOSHHOTO
NOBBIIIEHUS 3)PEKTUBHOCTU TPUMEHEHUSI.

[Ipenmer  «H(DOPMALIMIOHHO-KOMMYHUKAIIMOHHBIE  TEXHOJOTHUI
aBisieTcs  oOsi3aTeNbHBIM IS BCeX  OOpa3oBaTEIbHBIX  IPOTPaAMM.
NudpopmanimoHHO-KOMMYHUKAIIMOHHBIE ~ TEXHOJOTUM — 3TO  00JacTh
TEXHUYECKOM W HAy4YHOM JEATEIbHOCTH, MCCIEAYIOIas MPOLECCH
BOCIIpUSITHS, Tiepenayd, oO0pabdOTKH, XpaHEHWs, Iepelayd, COo3JaHus,
BHEJPECHUS U UCIOJIb30BaHUsI MHGOPMAIIUM U TEXHOJIOTUM BO Bcex cepax
KU3HU  oOmiecTBa. ODTOT KypCc HampaBieH Ha  (QopMHupoBaHHUE
npoecCHOHaNbHBIX 3HAHUH M HABBIKOB, HEOOXOJMMBIX JJIi OCBOCHUS
CIEUHAIBHOCTH, W TOAJIEPKUBAET KYpPCAaHTOB B OCBOCHHWM 3HAHUU U
HaBBIKOB MO HCIOJIb30BAHUIO COBPEMEHHBIX IPOTPAMMHBIX CpPEICTB B
JAHHOM TIPeAMETHOM 00JIacTH.

Bo Bpemss wusydyeHHss Kypca KypCaHThl JOJDKHBI HAayYHThCS
pa3zpabaTbiBaTh 3(PPEKTUBHBIC AJITOPUTMBI PEIICHUS HAYYHO-TEXHUYECKUX
3a/lad  C UCIOJb30BaHUEM S3BIKOB MPOTPAMMHUPOBAHUS U METOJIOB
MaTeMaTU4YeCKOoro MW UU(PPOBOro MOACIUPOBAHUS: H3y4aTh OCHOBBI
KOMITbIOTEPHOU IpaUKH, TPOSKTUPOBAHKUE 0a3 TaHHBIX, a TAK)KE padoTaTh C
OCHOBHBIMU MOHATHUSIMU CETEBBIX TexXHONOru 1 HTEpHETA.

Cognepkanue Kypca: Haluube NPOQPECCHOHATBHBIX U JIMYHBIX
KOMIETEHIIUM, KOTOpPhI€ NTal0T BO3MOKHOCTh KYpPCaHTaM CaMOCTOSITEIIbHO
oOydarbcsi B pa3nuuHbIX cdepax mnpodeccuoHaTbHOW, HAYYHOH U
MPAKTUYECKOM JIESITENIbHOCTH, a TAaKXE HCIOJIb30BaTh COBPEMEHHBIE
MH()OPMAITMOHHO-KOMMYHUKAITMOHHBIC ~ TEXHOJIOTMM  JUJISl  JOCTHKEHUS
apyrux 1eneid. Kpome mpakTHdecKkux —1enei, Kypc CIOCOOCTBYeT
PACHIMPEHUIO KPYro30pa KypCaHTOB U TMOBBIIICHUIO WX OOMIEH KyJIbTYPHI U
3HAHUM.

[leas kypca: ¢GopMupoBaHUE Yy KYpPCAaHTOB MPOQPECCHOHAIBHBIX U
JUYHBIX KOMIETEHIIUM, KOTOPhIE IMO3BOJISIIOT HCIOJIB30BaTh COBPEMEHHBIC
MH()OPMAIIMOHHO-KOMMYHHUKAIITMOHHBIE TEXHOJIOTUU B PA3JIMYHBIX 00JACTAX
npodeCCUOHANILHONW, HAyYHOW M TPAKTHUUYECKON JEATEIbHOCTH, a TaKkKe
CIIOCOOCTBYIOT PAaCIIMPEHUI0 UX KPYro30opa, MOBBIIMICHUIO O0IIEH KYJIbTYpbl
1 00pa3oBaHUsI.



INTRODUCTION

The informatization of the educational process aims to enhance the
effectiveness and quality of all levels of education and upbringing through
the use of new information and communication technologies. It implements
the goals of developing teaching and individualized education. Therefore,
the effectiveness of continuous application regarding the formation of an
individual in accordance with societal demands is increasing as we improve
the educational process.

The subject "Information and Communication Technologies” is
designed for all educational programs. Information and communication
technologies are a field of technical and scientific activities that study the
processes of receiving, transmitting, processing, storing, communicating,
creating, integrating, and using information and technologies in all areas of
societal life. This subject aims to develop professional knowledge and skills
necessary for mastering a specialty and to support students in acquiring
knowledge and skills to use modern software tools in their field.

During the course, students should learn to create effective
algorithms for solving scientific and technical problems in mathematical and
digital modeling using programming languages. They will learn the
fundamentals of computer graphics, database design, and work with the
basic concepts of networking technologies and the Internet.

Course Content

The course provides students with the professional and personal
competencies that enable them to independently acquire knowledge in
various fields of professional, scientific, and practical activities and for other
purposes using modern information and communication technologies. In
addition to practical objectives, the course aims to expand students' horizons
and enhance their general culture and knowledge through educational and
developmental goals.

Objectives

The objective of the course is to equip students with professional and
personal competencies that allow them to utilize modern information and
communication technologies for self-education and other purposes across
various fields of professional, scientific, and practical activities. Along with
practical aims, the course also seeks to broaden students' perspectives and
enrich their general culture and knowledge.



1. TEMA.Poas UKT B KiII0OYEBBIX CEKTOpPax pa3BUTUA 00LIeCTBA.
Cranpaprel UKT
CerogHsi OCHOBHOU Ipo0OsIeMOil SBISIETCSI Ka4eCTBO 0O0pa3oBaHus, U
3¢ (PEKTUBHBIM  CMOCOOOM  TIOBBIMICHHUS ATOTO  KAadyecTBa  SBIACTCA
IPUMEHEHUE Pa3IMYHbBIX MHMOPMAITMOHHBIX TEXHOJIOTUI B
oOpazoBarenbHOil cucteMe. dopmupoBanre HUHGOPMAIIMOHHON KYJIbTYpPbI
Cpend MOJIOACKH, KOTOpasl sBJsieTCs OyAylIIMMHU YjieHaMud oOOIlecTBa,
SBJISIETCS BaXHEWINIEW 3amadei, crosimied mepen ooOmecTBoM. [Iporece
OoOy4eHHs] C HCIOJb30BAHUEM KOMIIBIOTEPOB W WHTEPAKTUBHBIX CPEACTB
CIIOCOOCTBYET PAa3BUTHUIO CHOCOOHOCTH CTYACHTOB MBICIUTH IO-HOBOMY,
BBISIBJISIT CUCTEMHBIC CBSI3U M 3aKOHOMEPHOCTH, YTO, B CBOIO OUYEpE[lb,
OTKpBIBAET NMyTH K (POPMHUPOBAHUIO UX MPO(YECCHOHATBLHOTO MOTEHIMANA.
OcHoBHOE TpeOoBaHKe HH(HOPMALIMOHHOTO O0IIECTBAa — 3TO MPEAOCTABICHUE
CTylAeHTaM 0a30BbIX 3HAHUW WH(OOPMAIIMOHHOW KYJIbTYphl, pPa3BUTHE
JIOTUYECKOTO U CTPYKTYPUPOBAHHOTO MBIIUICHUS, (OPMUPOBAHUE HABHIKOB
WCTONB30BaHUA  MH(MOPMALIMOHHBIX  TEXHOJIOTMH  Kak  CpelCTBa
CaMOpPa3BUTHUA U UX peaM3allii, a TAKXKE aJanTaius K UHPOpMaIMOHHOMY
oOuiecTBy. BmecTe ¢ 0011ecTBOM MEHSIIOTCS U T'OCYJAapCTBEHHBIE OPIaHbI,
MIOCKOJIbKY MX OCHOBHAs 3ajjada — YJIOBJIECTBOPEHHE TPEOOBAHUI TpaxkaaH,
U OTO HEBO3MOXKHO 0€3 u3MeHeHHil. B3auMOOTHOIIEHHS MEXIy
rocyJapCTBOM M OOIIECTBOM JOJKHBI OCYIIECTBIATHCS HA BCEX YPOBHSX:
roCyapCTBO-TpaXx/JaHe, TOCyIapcTBO-OM3HEC, FOCYAapCTBO-TOCYAAPCTBO, a
YCIYTM JAOJIKHBI MPEIOCTaBISIThCA, HACKOJIBKO 3TO BO3MOYHO, B OJHOM
MECTE, Ha €IMHOM DJIEKTPOHHOM IOPTaje — 4Yepe3 NMOPTAI SIEKTPOHHOIO

IIPABUTENIbCTBA.
OCHOBHYIO POJIb B pa3BUTHH MH(GOPMALIMOHHOTIO OOIIECTBA UTPAIOT
MEKJIYHApOJHBIE  CTaHAAPTBHI. Crammapr  —  3TO  JOKYMEHT,

YCTAHABJIMBAIOIIMN  TpeOOBaHUS, XapaKTEPUCTUKH, WHCTPYKIUH WU
OMHUCAHUsI, KOTOpPhIE MOTYT OBITh HCIOJIB30BaHbl IS MaTepUaliOB,
MPOAYKTOB, TIPOLIECCOB U YCIYr, COOTBETCTBYIOIIMX 3TUM IEJSM.
CranmapTel MOTYT OBITh HCHOJB30BAHBI TaKXKE IS  TOIIEPIKKH
MIPOMBIIUICHHOW WJIM WHHOBAIIMOHHOW MOJUTUKHU, HATIPUMED, JI1 OCBOCHHS
HOBBIX TexHOJorud. MHPpOpMaMOHHO-KOMMYHUKAIIMOHHBIE TEXHOJIOTHH
(MKT) — »9TO COBOKYIIHOCTh METOJOB U CIOCOOOB TMOHMCKa, cOopa,
XpaHeHusi, o0paboTku, oOecreueHrus M pachpoCTpaHeHUs HHQPOPMAIIUU.
Cormacao cranmapry ISO/IEC 38500:2008, ompenenstoTcss pecypchl,
HeoOxonuMble aig cOopa, oOpaOOTKHM, XpaHEHHs U PacCHpPOCTPAHEHUS
uHpopMaIMK, SBISIONIMECS YacThi0 WHOOPMALIMOHHBIX TexHOJorui. B
Kazaxcrane CYILIECTBYET MHOKECTBO rOCYJIapCTBEHHBIX u
MEXIOCYy/IapCTBEHHbIX  CTaHAAPTOB B  00JacTh  MH(DOpPMAIMOHHBIX
TexHonorui. Jlna manpHeimero passutus obmiectBa MKT Bosmaraercs
Oonblas OTBETCTBEHHOCTb. OddexTuBHOE roCyJapCTBEHHOE
peryianpoBanve HHHOBauuoHHOro paszsutusd MWKT sBusgercs ocHoBou



NOBBIIICHUST 3(P(GEKTUBHOCTH M KOHKYPEHTOCIIOCOOHOCTH HAIlMOHAIBHOM
skoHOMUKH Ka3zaxcrana. TexHuueckne KOMHTETHI MO CTaHIAPTU3ALUU
pa3pabaThlBalOT  HalMOHAJbHBIE, MPEABAPUTEIbHBIE  HAIMOHAJBHBIE,
MEXIYyHAPOJHbIE, PErMOHAJIBHBIE W MEKIOCYJApPCTBEHHBIE CTaHAAPTHI U
y4yacTBYIOT B HX (QopmupoBanuu. B Ka3zaxcrane Takxke CymecTBYIOT
HallMOHAJbHBIE CTaHAApThl B obOmactu Smart city u cradgaptel [SO,
Bimrouas ISO/IEC  27031:2011, koTopblii OMUCHIBACT KOHILEMIUU U
IOPUHLUIIBI TOTOBHOCTH K HempepbelBHOCTH OusHeca B oOnactu UKT wu
COJEPKUT METOAMKU M mpouecchl st obecrieueHus: roroBHocty UKT k
HENPEPBIBHOCTH OM3HECa J1H000 OpraHUu3altH.

Croucok  crangaproB PK B oOmactu  MHGpOPMALIMOHHO-
KOMMYHUKAIIMOHHBIX TEXHOJIOTHI

Cnucok cranaapros PK B UKT

1-Tabmuma

HaunmeHoBaHue CcTaHaapra

Pa3paborka CT PK «MH(popmaninoHHbIe TEXHOIOTUH, S3bIKU
MIpOrpaMMHUPOBaHUs, UX cpeia U UHTeP(PErChl TporpaMMHOTO 00eCTIeUeHuUS.
Pactmmpenue 6ubmorexkun C++ u pyHKIMY CHEHATBbHON MaTeMaTHYeCKON
MOAJICPKKI.

Pazpabotka CT PK «udopmarmonnsie Texnonoruu. Bzanmoercreue
OTKpBITHIX cucteM. Yacth 1. Cuctema paspenieHus uAeHTU(PUKATOPOB
00BEKTOBY.

Pazpabotka CT PK «Mudopmarmonnsie Texnonoruu. Bzanmoseiicreue
OTKpPHBITHIX cucteM. Yacts 2. [Iponenypsl 11 pabodyero areHTCTBa CUCTEMBI
paspenieHus HAeHTU(PUKATOPOB OOBEKTOBY.

Pazpabotka CT PK «MupopmarrionHble TexHonoruu. OneHka
porpaMMHBbIX poAykToB. Yacts 3. IIporecc s pa3paboTUUKOBY.

Pa3pabotka CT PK «Pa3pabotka cuctem u nporpamm. TpeGoBaHus K
3aKa34MKaM U MOCTABIIMKAM JOKYMEHTALUU.

Pazpabotka CT PK «ubopmarimoHHbIe TEXHOIOTHH. SI3BIKH
MPOrPaMMHUPOBAHUS, UX CPella U CUCTEMHBIE TPOTrPAMMHBIE HHTEP(EHCHI.
Pacmupenue 6nbmuorexu C. Yacth 2. OyHKIIUN AUHAMUYECKOTO BBIJICIICHHS.

Pazpabotka CT PK «Mudopmarmonnsie Texnonoruu. Co3gaHue CUCTEM
U TIporpaMMHOro obecrieueHus. PekomeHaaum mo TpeGoBaHMsIM K
BO3MOXKHOCTSIM HH)KCHEPHOT'O HHCTPYMECHTAY.

Pazpabotka CT PK «MH(popMaimoHHbIE TEXHOIOTUU. AHAIN3
JIOCTYITHOCTH JIJIS1 JIULL C OTPaHUYEHHBIMU BO3MOKHOCTSIMH. YacTh 1. O630p
nOTPeOHOCTEH MOTb30BaTENCI.

Pazpabotka CT PK «KauectBo opurmansHoit nadopmaruu PK.
IpaBua mpenocTaBieHus: HHGOPMAIIMOHHBIX TEXHOJIOTHH JUTS CepTHRUKAIINY.




Pa3paborka CT PK «MH(bopManinoHHBIE TEXHOJIOTUH.
0 WHpOopMannOHHO-BBIYHUCITUTEIBHBIC CUCTEMBI. JTalbl ¥ CTAINU )KU3HEHHOTO
IIUKJIA, BUJIBI U KOMIUICKTBI JOKYMEHTAITHI.

Pazpabotka CT PK «Cucremsr 06paboTku nHDOpMaIuu.
1 JlokyMeHTaIus moab30BaTelis U HHPOPMAITUS O MAKeTax MOTPEOUTEIbCKOTO
IPOTPAMMHOTO 00ECTICUCHHSI.

Pa3paborka CT PK «Mu(bopManinoHHbIE TEXHOJIOTUU. PYKOBOACTBO 110
2 npuUMeHeHHUIo rocyaapctBennoro crangapra MCO/M3K 12207» (ITpouecc
YKU3HEHHOTO IIMKJIA TPOTrPAMMHBIX CPEJICTB).

Pazpaborka CT PK «MupopmaronHsie TexHonoruu. PykoBoacTBo mo
3 YIIPABJICHUIO TOKYMEHTAIMEH MPOTPaMMHOT0 00eCcTIedeHuUs.

Pazpabotka BeOG-cTaHIapTOB /71 rOCyIapCcTBEHHBIX opranoB PK.

4
Paspaborka CT PK «JlocTylmHOCTh HHTEPHET-PECYPCOB TSI JIIOJICH C
5 OTpaHUYEHHBIMU BO3MOYKHOCTSIMI.
Pazpabotka CT PK «MHTEpHET-pECYpChl, HHTEPHET-MOPTAIIBL.
6 Omnpenenenus U TEXHUYECKUE TPEOOBAHUS.
Pazpabotka CT PK «Pekomenyemast mpakTuka 1mo pazpaboTke
7 MOOWJIBHBIX BEO-TIPUIIOKCHHIN.
Pa3paborka CT PK «TpebGoBaHus k 6€301MacHOCTH BEO-TIPUIIOKEHUHT
8 roCy/IapCTBEHHBIX opranoB PK».
Pa3paborka CT PK «MH(popManimoHHBIE TEXHOJIOTUN. METObI
9 obecrnieueHus 6e30macHOCTH. PyKoBOACTBO MO BHEPEHUIO CUCTEMBI YIIPABICHUS

MH(}OPMalMOHHON 6€30MaCHOCTHIO.

Pazpabotka CT PK «MudopmaiimoHHbie TEXHOJIOTHH. METObI 1
0 cpencTBa obecrieueHrs 6e30macHOCTH. MeHeKMEHT HHPOPMAITHOHHON
6e3onacHocTh. M3mepenuey.

Pazpabotka CT PK «MH(popmaloHHbIE TEXHOIOTUU. MeTo bl

1 obecrieuenus 0e3onacHocTu. CTpyKTypa obecrnedeHnsi KOH(QUIESHITUATEHOCTH.
Pazpabotka CT PK «MH(popmanoHHbIE TEXHOIOTUU. MeTOAbI U
2 cpencTBa obecrnieueHus 6ezonacHoCTH. OleHKa 0€30IacHOCTH IEHCTBYIOIINX
CUCTEM.

1.1. Onpenenenune HWKT. IIpeamer HUKT wu ero meianm
Uro Ttakoe wuHGOpMAIMOHHO-KOMMYHUKanoHHble TexHonorun (UKT) wu
KaKOBbl UX BO3MOXHOCTH B coBpeMeHHOM mupe? Tepmun «UKT» wyacto
HCHOJIB3YETCS U1 OMUCAHUS MCIIOJIB30BaHUSI KOMIIBIOTEPOB U WHTEPHETA.
Nuorma «MKT» cBsi3aHO € caMbiIMH  CJIOXKHBIMU W JOPOTHUMH
KOMIIBIOTEPHBIMU TEXHOJIOTUSIMHU, & B JPYTUX CIy4asX — C TPAAUIMOHHBIMU
TEXHOJIOTHUSMH, TAKUMH KaK pajnio, TeJIeBUACHUE U Teae(OHUsI, KOTOPhIE MbI
paccmorpuMm  panee. Onpenenenne WKT cunmpHO  Bapeupyercs B
3aBUCUMOCTH OT KOHTeKcTa M yciioBuil npumenenus. Ponb UKT oObruno
pa3zaeIsieTcsl Ha JBa HAPABJICHUSA:

. UKT kak MOpOU3BOACTBEHHBIH CEKTOpP. OTOT  MOAXO
MOAPa3yMEeBaET MOJUTUKY YCHJICHUS W/WIW Pa3BUTHs OTPACIEH, CBSI3aHHBIX
¢ UKT;




o  UKT xak cpenctro pazsutus (MKT) u kaTanuzatop conuanbHO-
SKOHOMHUYECKOTO Pa3BUTHUA. DTOT MOAXOJ MPEAIOJIaraeT MPUHATHE OOIIen
CTpAaTeruy, KOTOpas OKa3blBAET BJIUSHUE Ha MHOXECTBO CEKTOpPOB
HSKOHOMUKH C HEIbI0 UX TOTHOW WH(OPMAIIMOHHON HACHIIIICHHOCTH.

[Ipeamer WKT wHampaBneH Ha ¢GOpMHpOBAaHHWE VY  CTYICHTOB
OTMpEJIEIICHHOT0O MHMPOBO33pEHMsSI B 00JacTH MHPOPMALMOHHON cdepbl U
COBpPEeMEHHOM HMHGOPMAIIMOHHON KYJIBTYpbl, TO €CThb Ha oO0ydeHue
nmpodeCCUOHAILHOMY HCIIOJIb30BaHUI0 HHpOpMaIuu: cOopy, 00padoTke,
nepenaye U xpa"eHuro. lLlenp o0OydeHus 3akioyaeTcss B TOM, YTOOBI
CTYJIEHTbI  TpuoOpenu  MHPOPMAIMOHHBIE U KOMMYHHKATHBHBIE
KOMIIETEHIIMM Il UCIIOJIb30BAaHUS COBPEMEHHBIX HMH(POPMALMOHHBIX
TEXHOJIOTUA B PA3NHMYHBIX O00JacTSIX MNPOPECCUOHANBHONW, HAy4YHOU U
MPaKTUYECKOM JESATENbHOCTH, a TAKXKE ISl CAMOOOPa30BaHUs U JOCTUKEHUS
apyrux uneneid. Kpome mnpakTHyeckod Uenu, Kypc TakXKe CIOCOOCTBYET
PaCHIMPEHHIO KPYro3opa CTYJEHTOB U IMOBBIIMICHUIO UX OOLIEH KyJIbTYPHI U
YPOBHSI OTBETCTBEHHOCTH. Llenpro 3TOro mpenmera sBISIETCS MOJATOTOBKA
BBICOKOKBUIU(DUIIMPOBAHHBIX ~ CHEUUAIMCTOB, YMEIOIIMX  MPUMEHATH
COBpEMEHHBbIE  MH(POPMAIMOHHO-KOMMYHUKALIMOHHBIE  TEXHOJOTUU B
npo¢eccuoHaIbHON chepe U MOBCETHEBHOM )KU3HH.

3agaum:

o IloaroroBka KOHKYpPEHTOCIOCOOHBIX CIIELUATNCTOB;

o  OcBoeHHE HOBBIX TEXHOJIOTHI O0yUCHHUS,;

o OO0ecneuenue dhdexTUBHOCTH  y4yeOHOro  mporecca C
MCIIOJIb30BaHUEM MH()OPMAIMOHHO-KOMMYHHUKAI[MOHHBIX TEXHOJIOTHI;

« Bocnuranue BcecTOpOHHE Pa3BUTOW JIMYHOCTH, CIIOCOOHOM Ha
JOJKHOM YPOBHE HCIOJIb30BaTh KOMITBIOTEPHBIE HHCTPYMEHTBI B CBOEH
NEeSATEIbHOCTH, COOTBETCTBYIOIIECH TPEOOBAHUSIM COBPEMEHHOTO OOIIECTBA.

1.2. Csa3p mexay UKT u nocrukenmem mesieid ToicauyeneTHel
AeKJIapanum
Cesi3p  Mexnay HMHPOPMAIMOHHO-KOMMYHUKAIIMOHHBIMU — TE€XHOJIOTHSIMU
(UKT) u uenssmu Teicsuenetnerd aexiapauuu (TJIM), xoTs u He Bceraa
OUYEeBHJHA, BCE K€ CYIIECTBYET, U €€ CO3[JaHUE M HCCIEI0BaHUE TPeOyIoT
ompeneneHHbIXx ycunuil. OCHOBHOM 3ajmadeil  siBisieTcsa  yriryOJjeHue
Bo3MOxHOcTer mnpumeHenuss WKT nmnga  cTumynupoBaHus COLHAIBHO-
JKOHOMHYECKOro  pas3BuTusi, a Takke BHeapenue UKT-cucrem,
HalpaBJICHHBIX HA CTUMYJIMPOBAaHUE PA3BUTHS B PsA€ COLHAIBHBIX
CEKTOPOB.

TeicsiueneTHsis  Aekiapanus  Obula  npuHsATa [ eHepaabHOMU
Accambneeit OOH 8 centsi6ps 2000 roga. B Heii rocynapera-unenst OOH
00s3a1MCh TOCTUYb II€JIe Pa3BUTHS THICAYEIETHS B TaKUX OOJACTAX, Kak
MUp M 0€30MacHOCTb, pa3BUTHE, 3alllUTa OKPYKAIOIIEW Cpejbl, IMpaBa
YeJI0BEKA, IEMOKPATUs U YIPABICHUE, 3allUTA YSI3BUMBIX TPYIIIT HACEIEHUS,
ynoBieTBopeHue norpednocteit Appuku, ykperenne OOH. Hekotopsie u3



ATUX 1eNell ObUTH chOPMYIMPOBAHBI ¢ KOHKPETHBIMH YHUCIAMH U CPOKaMH
(ocHoBHBIM cpokoM siBisieTca 2015 u 2020 roner). ['eHepanbHbIl ceKpeTaphb
OOH perynsipHO OTYUTHIBAETCA O XOE UX BBIITOJHEHHUS.

KT sBIAIOTCA HEOTHEMIIEMOW YacCThIO 3THX LI€JIEd U MOTYT OBITh
UCIOJIb30BaHbl KaK HaMpsMylo, JJisi 0OECIeueHUs CBA3M C KOHEUHBIMU
MOJIb30BATEJISIMU, TaK W KOCBEHHO, C I1IE€JIbI0 pPa3pabOTKU MOJUTUKH,
UHQPACTPYKTYPhl, BCIIOMOTATEIbHBIX CHUCTEM MU KOHTEHTAa, YTO B CBOIO
o4depe/lb JOJKHO MPUHECTH MOJIb3y KOHEYHBIM MOJIb30BATEIISIM.

1.3. CoBpemennas ucropusi Kazaxcrana B KOHTEKCTe MHPOBBIX
HCTOPHYECKHUX NPoLECCOB
CoBpemenHas wucrtopus KazaxcTaHa Hepa3pbIBHO CBsI3aHA C MUPOBBIMHU
HCTOPUYECKUMH MpoueccaMu. GopMUPOBAHUE UCTOPUYECKOTO CO3HAHMS —
ATO MPOLECC MOHUMAaHUS U PA3BUTHUS OCHOB HAllMOHAIBHOW WIEHTUYHOCTH,
KYJbTYPbI U TOCYJJaPCTBEHHOT'O YCTPOMCTBA.

Jransbl ucropun Kazaxcrana:

1. Ilepmom HezaBucumoctH: [IpoBo3riamieHne HE3aBUCUMOCTH
Kazaxcrana B 1991 rogy crano ucTtopuuecKuM MOMEHTOM, KOTOPBIN MPUIAl
HOBBIM HMMITYJIbC TOJUTUYECKOMY, HKOHOMHYECKOMY M COLHMAIBHOMY
pazBuTuio crpanbl. [locne mosmydyeHuss He3aBucuMocTH — Kaszaxcrad
CTPEMWJICS 3aHATh CBOE MECTO HAa MEKIYHAPOJAHOU apeHe.

2. TI'moGammzamms:  HaTerpammss  KazaxctaHa B~ MHPOBYIO
SKOHOMUKY, IIPUBJICYCHHE MHOCTPAHHBIX MHBECTULUN U COTPYIHUYECTBO C
MEXKIYHApOIHBIMH  OpPraHM3alMsIMU  CTaJld  BaXHBIMU  ACHEKTaMU
COBPEMEHHOU HCTOPUHU.

3.  Kynbrypa u uneHTHYHOCTB: PONb KymbTypBI, SI3bIKA, TPATUIIA
Y HAIlMOHAJIbHBIX LEHHOCTEH B (DOPMUPOBAHMM HMCTOPUUECKOTO CO3HAHUS
Benuka. MHoronanumoHanbHoe oOmecTtBo KazaxcraHa aeMOHCTpUpYET
MHOT'OTPAHHOCTh UCTOPUYECKOTO CO3HAHMSL.

Konuenuust ¢opmMupoBaHusi HMCTOPUYECKOr0 CO3HAHHUS B
Ka3saxcrane:

1. MHUcropuueckoe oOpa3oBaHHe: OO0yuenue MOJIOACKH
HAallMOHAJIBHOW WCTOpPUM, KYJIbTYpE H TpPaguUUsIM YEpPe3 CHCTEMY
HUCTOPUUYECKOTO 00pa30BaHMUSI.

2. HWccnenmoBanus u myOnukamuu: [logmepka HCTOPUUIECKUX
UCCIICIOBAaHUM, OTKPBITUE apXWBOB U  MYOJUKALUS HCTOPUUYECKUX
JOKYMEHTOB JIJISl PA3BUTHSI HCTOPUYECKOTO CO3HAHUS.

3.  MexnyHaponHoe coTpyaHuuectBo: Yyactue Kazaxcrana B
MEXAYHAPOJHBIX HAYYHBIX TMPOEKTAX W KOH(MEpEeHIUsX C LENbI0
VCCJIEIOBAHUS Y PACIIPOCTPAHEHNS 3HAHUN O CBOCU UCTOPHUH.

4. HanuonanbHas upeosnorusi: Ponb HallMOHAIBLHOM MIIEOTOTHU B
(GbOopMHpPOBAHUK HCTOPUYECKOTO CO3HAHMS, HAINPABICHHOW Ha MOBBILICHUE
€IUHCTBA HapO/1a, MaTPUOTU3Ma U TOPAOCTH 3a CBOKO CTPaHy.



3akioueHue
NudpopmanmonHo-koMmyHukauonusie  texHojmoruun  (MKT)  wurparor
BOXHYIO POJIb B Pa3BUTHH OOIIECTBA, OKAa3bIBasl BIMSHHUE HA Takue Chepsl,
Kak oOpa3oBaHue, 3paBOOXPAHEHHUE, YKOHOMUKA, COLMAJIbHBIE OTHOIIICHUS
u rocyaapctBeHHoe yrpasieHue. Buenpenue KT B aTu obnactu ynmydinaer
KaueCTBO JKM3HU JIIOJIeH, TOBbIMAET 3(P(HEKTUBHOCTE M CIIOCOOCTBYET
NPOJBUKEHNIO MHHOBAIMOHHBIX uaeil. Cranmaptel UKT urparoT BaxkHYIO
pOJIb B 00€CTICUEHUN HAJICKHOCTH ATUX CUCTEM, yIydlllas UX UHTETPAIUIO U
6e3omnacHocTh. B Oyaymem passutue UKT u BHeApeHHE HOBBIX MHHOBAIIUI
U CTaHAapTOB OYyIyT CMOCOOCTBOBaTh KAaYECTBEHHOMY M YCTOMYHUBOMY
pa3BUTHIO OOIIIECTRA.

KoHTpoJibHBIE BONIPOCHI:

1. Kak UKT BnusitoT Ha pa3ButHe oluiecTna?

2. B yeM 3aKIIF0YAETCS BAXXHOCTH dbopmupoBaHus
nH(popmManmoHHoO KyJnbTypbl? Kakue 3agaun cTaBUT cucTeMa 0Opa30BaHHUs
JUISL pa3BUTHUSL MHPOPMAITMOHHOUN KYJIBTYPBI CPEAN MOJIOJEHKHN ?

3. Kakywo pomnp wurpator crangaptei UKT wu wmexmyHapomHbie
crangaptel? OOcynutre BakHOCTh cTanmapta ISO/IEC 38500:2008 s
ctepnt UKT.

4. Kakum o6pazom HKT wmoryt comeiicTBOBaTh JOCTHKEHHIO
neneit TeicauenetHeit aexnapamuu? KakoBwel cmocoOsl yuactuss UKT B
IOCTYDKEHHUHU DTHUX Lejei?

5. B dyem 3akimodaeTcs CBS3b MEXIYy COBPEMCHHOM HCTOpPHCH
KazaxcTtana m mMupoBbIMU HCTOpUYECKMMH TMpoueccamu? Kakoe 3HaueHue
HMMEET MEPUO]I HE3ABUCUMOCTH JIJISI Pa3BUTHUSL CTPAHBI?

6. Kakwme crparermueckwe WHHUIMATHBBI  CYIIECTBYIOT B
Kazaxcrane nnst doopmupoBaHusi uctropuyeckoro cosHanus? KakoBa posb
HCTOPUYECKOT0 00pa30BaHUs U MEXKIYHAPOAHOTO COTPYAHUYECTBA?

7. Kak MCIOJIb30BAHUE KOMITBIOTEPHBIX CpEICTB u
WHTEPaKTHUBHBIX TEXHOJOTUN MOMOTAET M3MEHUTH mpoliecc o0ydeHus? Kak
Pa3BUBAETCS CITOCOOHOCTH CTY/ICHTOB BBISIBIISITh CHCTEMHBIE CBSI3H?

8. Kakyo ponp HKT wurpaioT B COIMAIBHO-3KOHOMUYECKOM
pazButun? KakoBbl Bo3MoxkHOCTH ucnoib3oBaHus UKT B skoHOMHYECKOM
cekrope?

9. Kak opradpl mpaBomopsaKka W TOCYJapCTBEHHBIE OPTaHBI
Kazaxcrtana wmoryt wucnoss3oBate HMKT? B yemM BaXKHOCTb pa3BUTHSA
AJIEKTPOHHBIX TOCYJaPCTBEHHBIX YCIYT?

10. Kakyro pojib UrparoT HallMOHAJIbHAS HMJACOJIOTHS M KYJbTypa B
dbopMupoBaHUU HCTOpUYECKOro co3HaHus? KakoBa poiap uCTOpUU U
KyJIbTYpPhl B MHOTOHAIIMOHAJILHOM oO1ecTBe Kazaxcrana?

JlaGopaTopHbie padoThI:
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o  Brruncnenue npou3BOAUTEILHOCTH KOMITBIOTEPHOM CHCTEMBI:
CKOpOCTh, 3((HEKTUBHOCTH, JHEPronoTpediacHue, 3akoH Ampaana, Bpems
LITY.

TeMbI caMOCTOSATEIBLHBIX PAOOT CTYIEHTOB:

o Pa3pabotka O10K-cxemMbl pabOTBI KOMITBIOTEPHBIX YCTPOMWCTB.
Oran 1

I'toccapuii mo reme:

1.  HudpopMannoHHO-KOMMYHUKAIIMOHHBIE TEXHOJIOTUH (UKT) —
COBOKYITHOCTh TEXHOJIOTUH W HWHCTPYMEHTOB [uii cOopa, oOpabOTKH, XpaHEHUs,
nepefayd W pacnpocTpaHeHus: HMHpopMmauuu. Bkirodaer KoOMIbIOTEpbl, MOOUIIbHBIE
YCTPOHCTBA, HHTEPHET, MPOTPAMMHOE OOECTICYCHHE U CPEJICTBA CBS3H.

2.  TelcaueneTHsiss Jeknapauus — JOKYMEHT, MNpuUHATHIM ['eHepanbHOM
Accambnieeit OOH B 2000 romy, B KOTOPOM TrocyAapcTBa-wieHbl 00S3aUCh AOCTHYB
Lesiel pa3BUTHUS B TaKUX 00J1acTAX, KaK pa3BUTHE, IIPaBa YeI0BEKa, MUP U O€30I1aCHOCTb.

3.  Hcropmueckoe  CO3HaHHWE —  BOCHPHUATHE  HAIMH,  KYJIBTYPHI,
rOCYJapCTBEHHON MPHUHAJICKHOCTH M HAIMOHAJIBHOW HMJIEHTHUYHOCTH, OCHOBAHHOE Ha
WCTOPHYECKOM OIIBITE ¥ 3HAHUSX.

4.  He3aBMCHMOCTh — HaJM4YHUE IOJIHOTO MOJIUTUYECKOIO U 3KOHOMUYECKOIO
CYBEpPEHUTETa TOCYJapCTBa, YTO HAUYalo peain30BhIBaThCs B KazaxcraHe ¢ MomeHTa
oOpeTeHus He3aBUCUMOCTH B 1991 roxy.

5. T'mobGamm3anms — nmporecc HHTETPALUU TOCYIaPCTB U O€3Tr0CYIapCTBEHHBIX
OpraHu3alyii B MUPOBOW SKOHOMMKE, IOJIUTUKE, KYIbTYpPE

6.  HamumonanbHas UIEHTHYHOCTH

. HanuonaneHas MaeHTUYHOCTH: YyBCTBO TNPHHAUIEKHOCTH YEJIOBEKA K
CBOEMY HAI[MHOHAILHOMY MPOUCXOXKICHHIO, KYJIbTYPE, TPAAUILIUSAM H S3BIKY.

7. Wudbopmaruzanus

. WNudopmaruzanms: IIpouecc 3¢ (HeKTUBHOTO HCITOJIB30BaHUs
MH(GOPMAIIMOHHBIX PECYpCOB M JIaHHBIX B OOIIeCTBE, B pe3yibTare KOTOPOro
MOBBITIIAETCS MH(POPMAIIMOHHAS KYJIbTypa U Ka4ecTBO 00IIecTBa.

8.  DKoHOMHMYECKOE pa3BUTHE

. OkoHOMHYeckoe pa3Butue: CHCTeMHBIE JEHCTBUS H  IPOTPAMMBL,
CMOCOOCTBYIOIIME POCTY M YIYUIIEHUIO SKOHOMHKH.

9.  HMHubopMmarmoHHBIE 1 KOMMYHHKAIIHOHHBIE KOMITETCHIIUN

. WNudopmanoHHble 1 KOMMYHUKAIIMOHHBIE KoMmneTeHUUH: CIoCOOHOCTb
yenoBeka 3(P(EKTUBHO HCIONb30BaTh HMH(DOPMAIIMOHHBIE TEXHOJIOIMH, OO0paldaThIBAThH
MH(POPMAIIHIO U BECTH KOMMYHHKAIIHIO.

10. ConmambHO-?PKOHOMHYECKOE Pa3BUTHE

. ConumanabHO-3KOHOMUYECKOE pa3BUTHE: VIHTEHCHBHBIM pPOCT SKOHOMHMKH U
yIy4IICHNE COIMAbHBIX YCIOBHM, TIOBBIIIICHHE KA4eCTBA KU3HH JIIOJIEH.

11. KoHKypeHTOCIOCOOHOCTh

. KonkypenrocnocodbHocTs: CiocOOHOCTh TPOTUBOCTOSTH KOHKYPEHIIMH Ha
pBIHKE, TOKa3aTellb YKOHOMHUYECKOH 3((EeKTHBHOCTH TOCYAapCTBA, MPEANPHUITUS WU
WH/IMBUYyTBHON JTMYHOCTH.

12.  MexayHapoaHoe COTPYIHHUYECTBO

. MexnyHapogHoe  COTPYIHHMYECTBO:  B3ammopeicTBue  cTpaH U
MEXIyHApOAHBIX OpraHu3aIyii, obOecrneuynBaomnee ooMeH HHpOpMaIuei, pecypcaMu u
OIIBITOM.

13. Hcropuueckue uccieaoBaHus
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. Hctopuueckne wuccnenoBanus: HM3ydeHue UCTOpUYECKHX (AKTOB H
COOBITHM, NMOHMMaHUE B HCTOPUUYECKOM KOHTEKCTE, Ipouecc cOopa JOKYMEHTOB MU

uHpOpMaLuu.
14. HammoHanbHas UAEOIOTUS
. Harmmonanenast wumeonorusi: Cucrema, oOTpaxkawlnas KyJIbTypHBIC,

MOJUTUYECKHE U COIMAJIbHBIC ICHHOCTH HAIMH, HAIIPAaBJICHHAs HAa YKPEIJICHUE SIMHCTBA
Hapo/a, MaTpUOTH3MAa U HAIMOHAIBHOM TOPIOCTH.

15. Cucrema oOpazoBanus

. Cucrema oOpa3zoBanus: COBOKYIHOCTh MEXaHM3MOB M CTPYKTYD,
UCTIOJIB3YEMBIX IS IPEIOCTABICHUS MOJIOJIC)KU 3HAHUI U HABBIKOB.

2-TEMA. BBejenne B KOMIbIOTEPHbIE CHCTEMBI. APXUTEKTYypa
KOMIIbIOTEPHBIX CHCTEM

2.1 O030p KOMIIBIOTEPHBIX CHCTEM
KomneroTepHas cucrema — 3TO KOMIUIEKC allapaTHBIX CPEJCTB U
IPOrpaMMHOTr0 o0ecriedeHusl, MpeIHa3HAYCHHbIX JIJIs1 00paboTKU U
XpaHEeHUs aHHbIX. KOMIIbIOTEpHBIE CUCTEMBI MTPEIHA3HAYEHBI JIJI5
00paboTKH, XpaHEHUs, IEpe/lay U MOJydeHUs UHPOpMAIIUU Ha Pa3TMUHbIX
ypoBHsAX. K HIM OTHOCSTCS yCTPOMCTBA OT MUKPO-KOMITBIOTEPOB 110
KpynHbIX cucteM. OCHOBHas 3a/1aua KOMIBIOTEPHBIX CUCTEM —
BBHITIOJTHEHUE 3a/1a4, 00paboTka nH(OpMalUK U Mepeiada pe3yabTara
MOJIb30BATENIO.

2.2 IBOJIIOLUA KOMIIbIOTEPHBIX cucTeM
Hcroprsi KOMIBIOTEPHBIX CUCTEM ACIUTCS Ha TPU OCHOBHBIX 3Tara:

1. [lepBeie  kommbrorepsl  (1940-1950  rr.):  IlepBbie
AJIEKTPOHHBIE  BBIUMUCIUTENIBHBIE  MAalIMHBI  ObUIM  KPYNHBIMH U
UCIIOJIb30BAJIMCH JJIS BBIMOJHEHHS pAacu€TOB U MOACYETOB. [Ipumepsl Takux
kommbioTepoB: ENTAC, UNIVAC.

2. MuHu-KoMIIbIOTEPBl U MUKpOdJeKkTponuka (1960-1970 rr.):
CHWXeHHe pa3MepOB U CTOMMOCTH KOMIIBIOTEPOB IO3BOJIWIIO IIMPOKO
HCIIOJIb30BaTh UX B OpraHU3alluu 1 Ou3Hece.

3. [Tepconanbubie koMmmbtoTepbl (1980-1990 rr.): IlosiBnenue
Takux yctporcts, kak IBM PC u Apple Macintosh, cnenano kommbroTeps
JOCTYIHBIMU JJIs1 UHAUBUIYaIbHBIX MMOJb30BaTECH.

4, HoBple TexHosorun u »3mnoxa wuHTepHera (2000 r. —
HacTosilee BpeMsi): B 3ToT mepuoa pa3BuBaroTCS MOOUIIbHBIE YCTPOMCTBA,
IUTAHIIETHI, OOJaYHbIE BBHIYMCICHHUS M TEXHOJOTUU pPabOThl C OOJBLIIMMU
JTAHHBIMU.

2.3 ApXUTEKTYypa M KOMIIOHEHTHl KOMILIOTEPHBLIX CHCTEM
ApPXUTEKTypa KOMIIBIOTEPHBIX CUCTEM BKIIFOUAET HECKOJBKO YPOBHEM:

o Cucremnas apxurtektypa: OOmias opraHuzanus KOMIIBIOTEpa,
B3aUMO/IEHICTBUE KOMIIOHEHTOB BHYTPU CUCTEMBI.
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o  IIpoueccop (I1): OcHOBHOI BEIYMCIUTENBHBIN OJIOK, KOTOPHIii
BBIIIOJIHSIET BCE OIEpaIiu.

o  Omneparusnas namsats (OIDK): YerpoiicTBo, KOTOpOE BpEMEHHO
XpaHUT UHPOPMAIIHIO, YCKOPSIsl 00pabOTKy JaHHBIX MEXKIY MPOIIECCOPOM H
YCTPOMCTBAMH XPAHECHMUS.

«  YcrpoiicTBa XpaHEHUA JaHHBIX: YcerporicTBa TS
JOJITOBPEMEHHOIO XpaHEeHUs MHPopMmanuu (kecTkue nucku, SSD, ¢remi-
HAKOITUTEH).

« YcrpoiictBa  BBOAa-BeiBoma:  (Cpencrsa  CBA3M  MEXKIY
I0JIb30BATENIEM U KOMIIBIOTEPOM (KJIaBHATypa, MOHUTOP, IPUHTED).

24 IIpuMmeneHue KOMIIBIOTEPHBIX cUCTEM
KommbroTepHble cHCTEMBI IIUPOKO MCHOIB3YIOTCS B PA3JIMUHBIX 00JIaCTAX, B
TOM YHUCJIE:

o  busnec: YnpasneHue, BBIYUCICHUS, aHAJTUTHKA.

OO6paszoBanue: Y4yeOHbIe MaTEpHUAIIbI, OHJIANH-KYPCBHI.
Menuuuna: XpaHeHue JaHHbIX, TUarHOCTHYECKUE CUCTEMBI.
Hayxka: HccnenoBanus, CUMyJIsILIUY.

ExxenneBHble onepanuu: MoOWIbHbIE TPUIOKEHUS,, THTEPHET-

CEPBUCHI.

2.5 IlpeacraBjieHue [JAaHHBIX B KOMIBIOTEPHBIX CHCTEMAax
JlaHHbIE B KOMITBIOTEPHBIX CHCTEMAaxX MPEJICTABICHbI JIBYMSI OCHOBHBIMH
crocodamu:

o  butel u GaiiTel: JlanHble 3anuchiBatOTCs B OuHapHoi dhopme (0 u
1).

o«  ®opmaTtel maHHBIX: TEKCTOBBIE, YWCIOBBIC, Tpaduueckue —
TUTIBI  JAHHBIX, HWCIIONB3yeMbIC JUIA TPEJACTaBICHUS HWH(POPMAIIHH.
Hanpumep, texctel npencrtasiensl B ¢popmare ASCII, uzobpaxkeHuss — B
dbopmaTax JPEG 7M1 PNG.
D¢ hexTuBHOCTL O00pa0OTKU M XPaHEHUS] JAaHHBIX B KOMITBIOTEPHBIX
CUCTEMax HEMOCPEJACTBEHHO BIHUSAET HAa TMOJb30BATEILCKUM ONBIT U
06e30macHOCTh HH(POPMAIIHUH.

3akiroueHue
Kommbrorepusie CHUCTEMBI SIBJISIFOTCS OCHOBOU COBPEMEHHOI'0
uHopmarmoHHoro  obmiecTBa. VX  apXWTeKTypa Y KOMIIOHEHTHI
pazpabotanbl s A(G(PEeKTUBHONW pabOTBl B  PA3NIHUYHBIX  OOJACTIX
npuMeHeHus. Pa3BUTHE KOMMBIOTEPHBIX TEXHOJOTHM HW3MEHSET MHOTHUE
acmeKkThl MH()OPMAIMOHHOTO OOIIECTBA, OKa3bIBas BIUSHUE HE TOJIBKO Ha
TEXHOJIOTUYECKHE, HO M Ha COIMaJbHBbIC, YKOHOMHYECKUE M KYJBTYPHBIC
U3MCHCHHUS.

KoHTpoJibHBIE BONIPOCHI

1. Onpegenure 3Ha4€HUE KOMITBIOTEPHBIX CUCTEM.

2. OOecreubTe COOTBETCTBUE HMCTOPUYECKUX OTANOB Pa3BUTHS
KOMITBIOTEPHBIX CHCTEM.
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3.  Ompenenute XapaKTePUCTUKY KOMITBIOTEPHBIX CHCTEM.

4. Tlepeuncnute GQYHKOUM W BO3MOXKHOCTH KOMITHIOTEPHBIX
CHCTEM.

5. VYkaxwute 00JaCTU MPUMEHEHUS KOMIIBIOTEPHBIX CUCTEM.

6. IlepeBeaute CIIOCOOBI MPECTABICHUS JTAaHHBIX B
KOMIIBIOTEPHBIX CUCTEMAaX.

7. OnpenenuTe BIUSHUE KOMITBIOTEPHBIX CHUCTEM U 00pPabOTKHU
JAHHBIX Ha XpaHEHHE UHOOPMAIIUH.

8. CKOIBKO OCHOBHBIX CIOCOOOB TpPEJCTABIICHUS JaHHBIX B
KOMITBIOTEPHBIX CUCTEMAaX CYIIECTBYET U KaKHE 3TO CIIOCOOBI?

9. B kakmx o00macTIX HAa CETONHANIHUN JIeHb IIHPOKO
MIPUMEHSIOTCS] KOMITbIOTEPHBIE CUCTEMbI?

10. PacckaxuTe 0 ypOBHSX apXUTEKTYPhl KOMITBIOTEPHBIX CHCTEM.

JlaGopaTopHbIe TEeMBI:
OrnpeneneHue CBOMCTB OoNepallMoOHHON cucTeMbl. PaboTa ¢ daiinamu u
KaTajJoraMHu.

Tema camocTosiTe1bHON PA0OTHI CTY/ICHTA:
CocragieHue 0JI0K-CXeMbl pa0OThl KOMITBIOTEPHBIX YCTPOUCTB. DT1am 2.

I'noccapuii mo reme:

1. KomnbloTepHas cucremMa

. Komnbrotepnas cucrema: Kommiekc anmapaTtHbiXx (YCTPOWCTB) H
MPOrpaMMHBIX (ITporpamMM) KOMIIOHEHTOB, HCIIOJIB3YEMBIX i 00paOOTKH, XpaHEHUs U
nepenayy JaHHBIX.

2.  DJaeKTpOHHAs BHIYMCIMTEIbHAS MAIIMHA

. DJNeKTpOHHAsi BbIUMCIUTENbHA MamuHa: OOIlee Ha3BaHUE NEPBBIX
KOMIIBIOTEPOB, MCIIONb30BABIIUXCS JUIsl pacyeToB M BbluucieHuil, Hanpumep, ENIAC,
UNIVAC.

3. MuHH-KOMOBIOTEP

. Munu-komnberoTep: BplunciurensHass cucrema, nosiBupmasics B 1960-
1970 rr., npenHa3HayeHHast JUIsl HAyKU U OM3HEca, OTian4Yaiach OOJBIIMMH pa3MepaMu U
BBICOKOH LIEHOM.

4.  MMuKpO3IJIEKTPOHHUKA

. Muxkpoanektponuka: Ilpomecc yMeHbIIEHHMsS pa3MepOB U CTOUMOCTH
KOMITBIOTEPOB, YTO CIIOCOOCTBOBAJIO UX IIUPOKOMY PACIIPOCTPAHEHHUIO.

5. Ilepconanbhblii komnbioTep (IIK)

. [lepconanbnblii  kommnbproTep: KoMmproTep, mnpeaHa3Ha4YeHHBIA IS
MHIMBUYAIILHOTO UCIOIBb30BaHus, HarpuMep, IBM PC, Apple Macintosh.

6. HoBble TexHOTOTHH

. HoBble TtexHonoruu: Pa3BuTHe MOOWIBHBIX YCTPOMCTB, IIJIaHIIETOB,
00JIauHBIX BBIUMCICHUH U TEXHOJIOTHH pabOThl C OOJIBIIUMU JaHHBIMH.

7.  CucTeMHasi apXMTeKTypa

. Cucremnas  apxutektypa: OOmas opraHusanus KOMIIbIOTEpa H
B3alMO/JICIICTBE KOMIIOHEHTOB CUCTEMBI.

8.  IIpomeccop (III)

. [Tpoueccop (LIIT): OCHOBHO# BBIYMCIUTENBHBIN OJIOK, BHITOTHSIONINIA BCE
ollepalyy B KOMIIBIOTEpE.
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9.  OmneparusHas namathb (OITK)

. OmnepatuBHas namste (OIDK): YcrpoiicTBO miii BpEMEHHOTO XpaHECHHS
JTAHHBIX MEXKIY MPOLIECCOPOM M YCTPOHCTBAMU XPAaHEHHUS, YCKOPSET 00pabOTKy JaHHBIX.

10. VYcrpoiicTBa XpaHeHHsI TaHHBIX

. YerpoiictBa XpaHEHMS JaHHBIX: YCTPOMCTBA I JIOJITOBPEMEHHOIO
XpaHeHus: ”HGOpMaIUH, TAKUE KaK jkecTKue Aucku, SSD, ¢ueni-Hakonurenu.

11. VYcrpoiicTBa BBOAA-BBIBOJA

. YcrpoiictBa BBOAa-BhiBoAa: CpeAcTBa CBS3M MEXIY IOJb30BaTElIeM U
KOMIIBIOTEPOM, HallpUMeEp, KJIaBUaTypa, MOHUTOP, IIPUHTED.

12. TIlpeacraBiieHHe TaHHBIX

. [IpencraBnenne nanHbiX: CrocoObl XpaHeHUS W OOpaOOTKH NaHHBIX B
KOMITBIOTEPHBIX CHCTEMax, HallpuMep, OUTHI U OANTHI.

13. BuThI 1 6aiTHI

. butel u Gaiitel: EAMHUIBI TaHHBIX, KOTOPBIE 3aMHCHIBAIOTCA B OMHAPHOM
Buje (0 u 1), 6GuT — HauMeHblIas €IMHULA JAHHBIX, OalT — 8 OuT.

14, ®opmaTtbl JTaHHBIX

. @®opmatel AaHHBIX: THITBI JaHHBIX, MCIOJB3YyEeMbIE Ul NPEICTaBICHUS
unpopmanuu, Hanpumep, TekcT B popmate ASCII, nzobpaxenus B dopmare JPEG wiu
PNG.

15. OOaacTu npuMeHeHHUs

. Obnactu npumeHeHus:: OnucaHue TOro, Kak KOMIIBIOTEPHBIE CHUCTEMBbI
UCIONIL3YIOTCS B PA3IMUHBIX CEKTOpax, TaKMX Kak OusHec, oOpa3oBaHHe, MEIHIIMHA,
HaykKa.

16. HudpopmauuoHHasi 6e30MaACHOCTH

. WNupopmanronHas 6e3onmacHOCTh: MeXaHU3MBI 3alllUThl KOMITBIOTEPHBIX
JTAHHBIX U UH(OpPMAIMK OT HECAHKLIMOHUPOBAHHOI'O JI0CTYTIA.

17. Cucrema

. Cuctema: Kommuieke (QyHKIIMOHAIBHBIX KOMIIOHEHTOB KOMIIbIOTEpA,
KOTOpBIE B3aUMOJICHCTBYIOT MEXAYy co00il M pabOTaIOT JJis BBIIOJHEHHS] KOHKPETHBIX
3ajau.

3-TEMA. IIporpammHoe ob0ecneyeHue. OnepanuoHHbIe
cucrembl. [Iporpammuoe odecnneyenue. OnepanmoHHbIe CUCTEMBI

[Iporpammuoe oOecnieuenue (Software) — 310 HabOp mporpamm u
JAHHBIX,  TpEeAHA3HAYEHHBIX 1  3(PQPEKTHBHOTO  WCIOJIB30BAHUS
anmapaTHBIX CPEJCTB KOMIBIOTEPHON CHCTEMBl M BBIOJTHEHUS Pa3IAYHBIX
3amau. [Iporpammuoe oOecreuenue pacmupser  GyHKIHOHATBHBIC
BO3MOXHOCTH KOMITBIOTEPA W MPETOCTABISICT MOJIB30BATENI0 CPEACTBA IS
pEIICHUS pa3IMYHbIX 3a/1a4.

3.1 IlporpamMHoOe o0ecnieueHne. Buabl, e U XapakTepUCTUKH
NMPOrpaMMHOro odecrnevyeHusl.

Buabsl nporpaMMHOro odecneyeHust:

1. CucteMHOe mporpaMMHoe odecrevyeHue:

o Omnepanonnble cuctembl: [IporpaMmbl, NpeaHa3HAUYECHHbIE IS
yIpaBJICHUs annapaTHbIMU CPEJICTBAMH KoMITbioTepa (Hanpumep, Windows,
Linux, macOS).
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o [paiiBeppl: [IporpaMmbl, KOTOpPbIE YCTAHABIMBAIOT CBS3b MEXKIY
arnapaTHBIMU CPEJICTBAMU U OTIEPAIMOHHON CUCTEMOM.

2. lIpuknagHoe NporpaMMHoe odecrnevyeHue:

o Odwucnpie makeTsl: TeKCTOBBIC PEIAKTOPHI, TAOIUILI (HATIPUMED,
Microsoft Office, Google Docs).

o I'paduueckue pegakropsl: Photoshop, GIMP.

o Maremarunueckue Bprunciienusi: MATLAB, Mathematica.

3. MHCcTpyMeEHTHI /151 pa3padoTKu:
S3b1ku nporpammupoBanusi: Python, Java, C++.
WNurerpupoBannbie cpensl paspabotku (IDE): Visual Studio,

o

o

Eclipse.

ean u XxapaKTepUCTUKH:

o ABromaTuzauusg 3agady, oOpaOOTKa MJAaHHBIX, XpaHEHHUE W
M3BJIEYEHUE HHPOpMAITUH.

o OOecneueHre MOJB30BATEIBCKOr0 HHTEp(ENica U yInpaBiIeHHUE
paboTOM CUCTEMBI.

o  OOneruyenne B3aMMOJCUCTBUS C allllapaTHBIMU CPEIACTBAMH
KOMIIBIOTEPA.

3.2 OcHOBHbBIC TOHSATHSI ONEPALMOHHBLIX CHCTEM. JBOJIOLUA
OINEePalMOHHBIX CHCTEM

Omnepanuonnas cucrema (OC) — 3T0 mporpamMmHOe oOecredueHue,
KOTOpOE 00ecIleynBaeT B3aUMOICUCTBIE MEXY anmapaTHbIMUA CPEICTBAMU
KOMIIBIOTEpA W NPUKIAOHBIMU TporpamMmamu. OnepanuoHHas cUcTeMa
yOpaBiseT anmapaTHBIMU  pecypcamu, KOOPAMHUPYET TMPOLECChl U
MPE0CTABIISET MOJIB30BATEILCKUI HHTEP(EC.

OcHoBHbBIE PYHKIIUM ONIEPAITUOHHOM CUCTEMBbI:

e«  Ymnpanenue mnpoueccamu: KOHTpoabp 3a  BBIOJHEHHEM
MPOIIECCOB.

e  Ympapnenue namsaThio: DPGHEKTUBHOE HCIOIB30BAHUE MAMSITH
Y TUHAMHYECKOE pacIpeieICHUE MaMsTH.

e  YmnpasieHue daiinoBoi CHUCTEMOMU: Coxpanenue,
CTPYKTYPUPOBAHHE U 3aIIuTa (haityios.

e  VYmpaBieHue YCTpoWCTBamMH: YTpaBieHUE TMepupepuitHbIMU
YCTPOMCTBAMM, TAKUMH KaK IPUHTEPHI U CKAHEPHI.

IBOJIIOIHSA ONEPANUOHHBIX CUCTEM:

o Pannue onepaumoHnnie cucrembl (1940-1950-e rr.):
[Iporpammbl  myist paboOTBl ¢  OJHHMM TOJIb30BATENEM, MCIOJIB3YIOLINE
MEXaHU3MbI MYJIbTUITPOTPAMMHUPOBAHUSI.

o«  Mmuoronoiab3oBarejbckue cucrembl (1960-1970-e rr.):
PazButne cucrem tuna UNIX, obecniedynBaronux BO3MOKHOCTh pa3IeICHUS
peECypCoB.

o I'padmueckmnii monb3oBareabcknii unTepgeiic (1980-1990-e
rr.): [losiBnenue rpapuueckux unrepdeiico B Windows u MacOS.
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e MoOuniabHble onepanumoHHbie cucrembl (2000 r. —
HacTosimee Bpems): I[losBmenne Android, i0OS, dYTo yBeTUYMIO
MOTPEOHOCTH B OMEPAIMOHHBIX CUCTEMAX NI MOOMIIBHBIX YCTPOUCTB.

3.3 OcHoBHBIE KOHLICNIHMHU OIePALUOHHBIX CHCTEM.
Kiaaccupukanusi onepanuoHHbIX CUCTEM

OcHOBHBbIE KOHIENIHU ONEePANMOHHBIX CHCTEM:

¢ MHOropyHKIHOHATBHOCTD: Bo3MokHOCTB BBITIOJIHEHUSA
HECKOJIbKUX (DYHKIIMIA OJHOBPEMEHHO.

o VYmpasnenue pecypcamu: OOecneueHue OanaHca MEXIy
pecypcamu (aMsTh, BpeMs Mpoiieccopa).

o be3onmacHoCTh M 3ammra: 3alMTa JAHHBIX U PECYPCOB OT
HECAHKIIMOHUPOBAHHOTO JIOCTYIIA.

Kaaccudukanus onepanuoHHbIX CUCTEM:

o CepBepublie omnepamumoHHble cucrembl: Windows Server,
Linux Server.

e  OnepaunoHnbie CUCTEMbI NI NMEePCOHAIBHBIX
komnblOTepoB: Windows, macOS, nuctpuOytuBbl Linux (Hampumep,
Ubuntu, Fedora).

. MooOuibHble omepamHoHHbIe cucTtembl: Android, 10S,
Windows Phone.

o Bcerpoennnie cucrembl: Ilporpammbl st cienupuyecKux
GyHKIMA W yCTPOWCTB (Hampumep, Ui aBTOMOOWJIEH WM OBITOBOM
TEXHUKH ).

3.4 Knaccupukanus HACTOJbHBIX MPUJI0KEHUMN

HacTtonbHble NpUiioKeHuss — 3TO MPOrPaMMbl, yCTaHABIMBaEMbIE Ha
KOMIBIOTEP TOJIb30BATENs, KOTOPHIE MO3BOJISIIOT BBIMOJHSITh Pa3IUYHbIC
3agaun. OCHOBHBIEC BUJIbl HACTOJBHBIX MPUIIOKECHUM:

1. TexkcroBble  mpoueccopbl:  PenakTupoBaHuWE  TEKCTOB
(manpumep, Microsoft Word, LibreOffice Writer).

2. TabdanuHble mpoueccopbl: YIpaBlICHHE JaHHBIMU B BUJE
tabsmir (Harpumep, Microsoft Excel, Google Sheets).

3. I'paduueckne pemakropbli: OOpaboTka wu300paKeHUN W
rpadguueckux nmpoektoB (Hanpumep, Adobe Photoshop, CorelDRAW).

4, Bpay3zepsbr: Tlouck wHboOpMamm B WHTEpPHETE M MPOCMOTP
BeO-caiitoB (Harpumep, Google Chrome, Mozilla Firefox).

5. MyabTHMeauHbIC NMPUJIOKeHUs1: PenakTupoBanue 3Byka u
Bujieo (Hampumep, Adobe Premiere Pro, Audacity).

3aki0ueHue

[IporpammHOe oOecrieueHre U OTNEPAIMOHHBIE CUCTEMBI SIBIISIOTCS
OCHOBHBIMU (DYHKIIMOHAJILHBIMH 3JIEMEHTaMHU KOMITbIOTEPOB. VX 3BOIIIOIMS
U KkjaccuuKalus HampaBieHbl Ha  YJIOBIETBOPEHHE MOTpeOHOCTEH
NOJIb30BATENIEM, YTO YETKO JEMOHCTPUPYET POJIb  MPOTPAMMHOTO
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oOecrieueHuss B obOmiecTBe. Kaxkaplii 3Tanm pa3BUTUS NPUHOCHI HOBBIE
TEXHOJIOTHH U MOJAXO/IbI, OTKPHIBAsl MOJIB30BATEISIM OO0JIbIIIE BO3MOKHOCTEH.
KoHTpoJibHbIE BONPOCHI:

1.  UYro Ttakoe mporpamMmHOe oOecrieueHIe U KaKue ero OCHOBHBIE
KOMIIOHEHTBI?

2. B uem paszmuuMe MeXay CHCTEMHBIM IPOTPAMMHBIM
o0ecrieueHrneM U MPUKIIAAHBIM IPOrpaMMHBIM oOecriedueHreM?

3. Kakue OCHOBHbIE (YHKIIMM BBINOJHIET OIlEpalMOHHas
cucrema?

4. Kak npoucxoauna 3BOJIIOLNSA ONEPALMOHHBIX CUCTEM, KaKue
ATaIlbl OHA BKJIKOYAET?

S. CpaBHHTE  CEpBEpHbIE  OINEpPALMOHHBIE  CUCTEMBI U
ONEepPalMOHHBIE CUCTEMBI JJIsl IEPCOHAIBHBIX KOMIIBIOTEPOB.

6. JUis  4yero  HeEoOXOAMMBI  JpailBeppl W  KAaK  OHH
B3aMMOJICHCTBYIOT C ONIEPAIMOHHON CUCTEMON?

7. [IpuBenuTe  mpuMepsl  NPHUKIAJAHOIO  MPOrPAMMHOIO
o0ecIeyeHus U ero OCHOBHbIE (DYHKIUH.

8. Kakue (akrtopsl cBsi3aHbl C  Pa3sBUTUEM  MOOMIIBHBIX
ONEPaLlMOHHBIX CUCTEM?

9. Kak peamusyrorca ¢yHKiuu O€30MaCHOCTH M 3allUThl B

OTEpaIMOHHON cucteme?

10. Ha3zoBuTe OCHOBHBIC THIIBI HACTOJBHBIX TNPHIOKEHUNH U
OTUIITMTE 00JIACTH UX TPUMCHECHHUS.

JlaGopaTopHbie TeMbI:

OmnpeneneHue TpeOOBAHUM NI CO3MAHUST «yIOOHOTO HUHTEpdeicar
BeO-caiirta.

TeMbl 17151 CAMOCTOSATEJIbHOM PadOThHI CTY/ICHTOB:

CtpykTypupoBaHue, aHaJIu3 U cOOp MaHHBIX B MpodeccuoHaIbLHON
cpene (co3ganue 06a3bl JaHHbIX) — 1-if aTarm.

I'noccapuii mo reme::

1. TIIporpammHoe o0ecmeyeHHe — 3TO Ha0Op MporpaMMm U JaHHBIX,
NpeaHa3HAUYCHHBIX  JIA 3(1)(1)GKTI/IBHOFO HCIIOJIB30BAaHUA  allllapaTHBIX CPEACTB U
BBITIOJIHCHUA 3a1a4.

2. CucreMHOe MporpaMMHoe ofecriedeHne — TPOTPAMMBI IS YIIPABICHUS
arrapaTHbIMU CPEACTBAMHU, TAKHNEC KAK OIICPALMOHHBIC CUCTEMBI U npaﬁBepLI.

3. Onepanumonnasi cucrema (OC) — mporpammHOoe oOecrieueHue,
O6CCHC‘II/IBaIOH.ICC BBaHMOHCﬁCTBHC MCKAY almnapaTHbIMHU CPEACTBAMU U IMPUKIAAHBIMU
IIporpaMMamu.

4. JlpaiiBep — TmporpamMma, KOTOpasi yCTaHaBIMBACT CBS3b MEXIY
anmnapaTHbIMM CPEJCTBAMHU U ONIEPALIMOHHON CUCTEMOI.

5. IlpukiaagHoe mporpaMMHoe olecrieyeHHMe —  TPOrpaMMBbl  JJIS
BBIITOJIHEHUS 3a1a4 HOHBSOBaTeHeﬁ, TaKHM€ KaK TCKCTOBBIC PEAAKTOPLI U rpa(bnqecxne
pPEoaKTOPBL.

6. OducHble nakeTbl — HAOOpP MPOrpamMM JIJIsl BBIMIOJHEHUS OPUCHBIX 3a71a4,
Hanpumep, Microsoft Office mim Google Docs.
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7. SI3bIKH NPOrpaMMHPOBAHMS — S3bIKH, UCIOJNb3yeMbIC JUISI HAIHCAHUS
nporpamm, Takue kak Python, Java, C++.

8. HuterpupoBanHasi cpega paspadorku (IDE) — naGop MHCTpYMEHTOB
JUIsl HAIIUCAHUSL, TECTUPOBAHMS U OTJIAIKU IPOTrPAMM.

9. VYmnpapieHue mpoueccaMu — OJHa U3 QYHKUUN ONEPAMOHHONW CHCTEMBI,
KOHTPOJIMPYIOLIAs BBIIOJHEHHUE IPOLIECCOB.

10. YnpaBiaenue namatbio — Qynkuus OC, obecneunBaromas 3QGeKTHBHOE
UCIOJIb30BAHUE MTAMSATH.

11. daiinoBas cucremMa — MEXaHU3M JJISl XPAHEHUs, CTPYKTYPbl M 3aLUThHI
naHHbIX. OC yrmpaBisieT opranu3amueit ¢panios.

12. YnpaBinenue ycrpoiictBamu — ¢yukuus OC, obecneunBaromas
yIipaBiieHHe nepudepuifHbIMU yCTPOICTBaMuU, TAKUMHU KaK IPUHTEPHI U CKAHEPHI.

13. MHOromo/ib30BaTe/ib.CKHe CHCTEeMbl — CHCTEMBI, IO3BOJISIOIINE
HECKOJIbKUM  I10JIb30BAaTEIsIM OJHOBPEMEHHO HCIOJb30BATh PECYpChl KOMIIbIOTEpa
(manpumep, UNIX).

14. T'paduueckuii moJb30BaTeJIbCKUIE HHTepdeiic — wuHTEpdEiic ¢
rpadUyeCKUMU JIEMEHTaMH JIJIsl B3aUMO/IEUCTBHUS C TI0JIb30BATENIEM.

15. MoOuiibHbIe ONepalHOHHbIE CHCTeMbl — OIEpAI[MIOHHBIE CUCTEMbI JJIS
MOOMJIBHBIX YCTPOWCTB, Takue kak Android, i0S.

16. CepBepublie omepaunuoHHble cucreMbl — OC, mpenHa3HaueHHbIC IS
cepBepoB, Takue kak Windows Server, Linux Server.

17. OnepaunoHHbIE CHCTEMBI JJIs1 MEPCOHAIBHBIX KOMNIbIOTEPOB — OC myis
WCIIOJIb30BAaHUS Ha TICPCOHATLHBIX KOMIIbIOTEpax, Harpumep, Windows, macOS, Linux.

18. BerpoeHHble cHCTeMbl —  CHEIUATU3UPOBAHHBIE  CHUCTEMBl IS
KOHKPETHBIX YCTPOUCTB (Hampumep, JJisi aBTOMOOUIICH M OBITOBOW TEXHHUKH).

19. HacroqbHbIe NPHJIOKEHM — TPOrPaMMBbl, YCTaHaBJIMBaeMble Ha
KOMITBIOTEPHI II0JIb30BATENEH JUIsl BHIIOJHEHUS PAa3JIMYHBIX 33/1a4.

20. TekcToBbIe MPOLECCOPbI — IPOrpaMMbl Ul PEAAKTUPOBAHUS TEKCTOB,
takue kak Microsoft Word.

21. TaGau4HbIe MPoLIEeCcCOPbl — IIPOrpamMMbl AJist pabOThI ¢ TAOIUIIAMU, TaKUe
kak Microsoft Excel.

22. I'pajguyeckne pegakTopbl — MPOTrPaMMBbI Il 00pabOTKU M300paskeHHi,
takue kak Adobe Photoshop.

23. Bpay3epbsl — mporpammsl Ui NOUCKa MH(QOPMAIMK B UHTEPHETE, TaKue
kak Google Chrome.

24. MyabTUMeIHiiHbIe NMPUJIOKEHUS] — TPOTrPaMMBbl IS PEAAKTHUPOBAHUS
3ByKa U BUJeo, Takue kak Adobe Premiere Pro, Audacity.

4-TEMA. B3aumojeiicTBHe YejIOBEeKa M KOMIIbIOTEpa.

4.1 UHCTPyMEHT B3aMMOAECHCTBHA YeJI0BEeKA U KOMIIBIOTEpPa:
M0JIb30BaTeJIbCKUI HHTep(eic.

FO03a0uauTn uHTepdeicosB.
[Tonb3oBatensckuit  unTepdeiic (Ul) — »a1o uHTEpdelc, KOTOpPHIi
obecieunBaer oOMeH  uWHGOpPMAlUEW  MEXIy  IOJib30oBaTelieM |
KOMIIBIOTEPOM WJIM MPOTrpaMMHOM cuctemoi. HO3a0unutu mHTepdeiica —
3TO XapaKTEpUCTHKA, OIMUCHIBAIOLIAsl, HACKOJBKO JETKO, 3((EKTUBHO U
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MPOJYKTUBHO MOJb30BATEIN MOTIYT B3aUMOJEHCTBOBATH C HHTEPPECOM.
HO3abunmutnn  ompenenser moib3oBarenbckuii  ombIT  (UX), TO ecTh
B3aMMO/ICICTBHE MOJIB30BATENS C MHTEP(EICOM U €ro BIEUaTICHUs OT 3TOTO
B3aMMOJECHUCTBUA.

HO3a0unutu BKITIOYAET CIIETYIONINE aCTIEKThI:

e YnodcrBo: uHTepdeiic AoMKEH ObITh MOHATHBIM M JIETKUM B
UCIIOJIb30BaHUMU.

e DddekTUBHOCTB: MMOIH30BATEIb JOHKEH OBITH B COCTOSIHUU
OBICTPO U A(H(PEKTUBHO BHITOJIHATH HEOOXOIUMBIC 3a/1a9H.

o OOecneyenne: HEOOXOAMMO TPEJOCTABICHUE MOICPIKKH
ITOJIB30BATENIO NP UCIIOJIB30BAHUU CHCTEMBI, HAIIPUMEDP, Y€pe3 CIPABKy U
PYKOBOJCTBO.

o 3amomuHaemocTh: uHTepdelic  JODKEH  oOecrneduBaTh
BO3MOKHOCTh 3allOMHUHAHHS TOJb30BATEIbCKUX JIEUCTBUM M 3JIEMEHTOB,
HaIpuMmep, KOP3UHbI MOKYTIOK.

4.2 Tunbl wuHTepdeiicoB: HHTEpPelic KOMAHIHOM CTPOKH,
TEKCTOBbIH HHTep(elic, rpadpuyecknii HHTEPPeiic.

1. HNuTepdeiic komananou crpoku (CLI):

o  Ilomp3oBarenb BBOAUT KOMaH bl B TEKCTOBOM (popMarTe.

o  Cucrema BBIIOJHAET ACHCTBUSA B COOTBETCTBUU C KOMaHIOM.

o  IlpeumymectBa: BBICOKass CKOPOCTb, TIOJHBIM KOHTPOJIb;
HEJOCTaTKH: CIIOKHOCTh B OCBOCHUHU U UCIIOJIb30BAHUU.

2. TexcroBblii maTepdeiic (Text User Interface, TUI):

o  llomp3oBarenn B3aUMOAEHCTBYIOT C TEKCTOBBIMH MEHIO U
AJIEMEHTAMM.

o  Hcmonesyercs B psie npuinoxkenuit (Hanpumep, MS-DOS).

o  IlpeuMmymiecTBa: mO3BOJsIeET paboTaTh ©0€3  BU3YaJIbHBIX
AJIEMEHTOB, MMOAXOINT JJISl TPOCTBIX CLIEHAPUEB.

3. I'paduuecknii unrepdeiic (GUI):

o OcHOBaH Ha BU3YaJIbHBIX AJIEMEHTaxX (KHOIKH, MEHIO, OKHA).

o  Ilomp3oBarenu B3aMMOACHCTBYIOT C dJIEMEHTaMH UHTEpdeiica ¢
ITOMOILBIO MBIIIY UJIH CEHCOPHOT'O 3KpaHa.

o  Ilpemmymiectna: UHTYHUTHUBHO TOHSTHBIMH, obJjeryaer
B3aMMOJICHCTBHE C II0JIb30BATEIIEM; HEIOCTATKH: BBICOKHE TPCOOBAaHMS K
pecypcam.

4.3 JInuHble ¥ MEHTAJIbHbIC XAPAKTEPUCTHKH I0Jb30BaTeJIsl.
JTanbl pa3padoTKHU M0J1b30BaTEJIbCKOr0 HHTEepdeica.

1. JInuHble XapaKTepUCTUKH MOJIb30BATEJISA:

o  Bospact, o, o6pa3oBaHue, TEXHUYECKUE HABBIKH.

o  JloOMeHHbIe 3HaHUSA: 3HAHUS I0JIB30BATENS O MPOrpamMMme WM
CUCTEME.

2. MeHTaIbHBIEC XaPAKTEPUCTHKH I0JIb30BATEJIS:

o Mertoabl MBIUIEHUS: BU3yaJIbHbIE, TEKCTOBBIE, AHAIIUTUYECKHE.
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o  IlorpebHocTM M  MOTHBAIlMM  TOJIL30BATENs:  3a4eM
MI0JIb30BATENb UCHOJB3YET UHTEP(PEIC.
JTanbl pa3padoTKH N0J1b30BaTeIbCKOI0 HHTep(eiica:

1. HccaenoBanue: IlonnManue moTpeOHOCTEH U TpoOIeM
II0JIb30BAaTEIIEH.

2. Co3nanue 3ckm3a: Pa3paboTka HayaabHOrO MNPOTOTHIIA
uHrepdeiica.

3. Mu3zaiin: OrnpeneneHue CTPYKTYpbl, BAJIEMEHTOB M CTHIIA
uHrepdeiica.

4, TecTupoBanme: IIpoBeeHue TECTOB C MOJIB30BATEISIMU U
cOop 0OpaTHOM CBS3H.

S. KoppexkTupoBka: VYiyuimieHue wuHTEpdeiica Ha OCHOBE

MIPEI0KEHUM TI0JIb30BATEIIEH.

4.4 Buabl TecTMpOBaHUS MHTep(eiicoB (TeCTUPOBaHHME €
yuyactueM mnoJib3oBareseii). IlepcnekTtuBbl pa3Butus uUHTepdencoB.
Tunsl TecTUpoBaHus UHTEP(ECOB!

1. Monaepupyemoe TectupoBanme:. TeCTUPOBIIUK (MOJEPATOP)
KOHTPOJIUPYET ACHUCTBUS MOJIB30BATENS BO BPEMSI TECTUPOBAHMUSI.

2. Hemonepupyemoe TeCTHPOBAHUE: [Tonp3oBaTenb
BBITIOJTHSIET 3a1aHUSI CAMOCTOSTENIBHO, PE3YIbTAThI 3 ChIBAIOTCS.

3. Cencopnoe TeCTHPOBAHUE: ITpoBepka peakiuu
UHTEPPEHCHBIX AIEMEHTOB Ha JICHCTBHS MOJIH30BATEIIS.

4, MaccoBoe TeCTHPOBAHUE: Hab6mronenue 3a

B3aMMOJIECTBHEM OOJIBILIOTO YUCIIA MOJIb30BaTENE ¢ MHTEp(dEcoM.

IlepcnekTHBBI pa3BUTHSA UHTEP(ECOB!

o Bupryanbnaa  peaabHocth (VR) u  jnomosHeHHas
peaabHocTh (AR): uHTEepdeiichl, npeiararone MoJib30BaTelssM HOBBIC
BU/IbI B3aUMOJICHCTBUS U CO3JAI0IIUE 00JIEE ECTECTBEHHbIE HEPAPXHH.

o TosocoBbie uMHTep(eilchl: yIpPaBICHUE C IOMOIIBIO 3BYKa,
HanpuMep, BUPTYAJIbHbIE aCCUCTEHTHI.

o  HHrepdeiicl a1 MOOWIBHBIX YCTPOWCTB: aJalTUBHBIE
uHTepdenchl s cMapTHOHOB, HOCUMBIX YCTPONCTB.

o« MHckyccTBeHHBIH HHTEIEKT: WHTEP(DENUCH, OCHOBaHHBIC Ha
JAHHBIX U TOTPEOHOCTSX MOJIH30BATEIS.

3akiroueHue
Jlns 3¢p@deKTUBHOrO B3aMIMOJCHCTBHS 4YeIOBEKa M KOMIIBIOTEpAa KpaiHe
BaXEH TMOJb30BaTeNbCKU  uHTepdeiic. [loHumanue 103a0UIUTH U
Pa3IMYHBIX TUIOB MHTEPPEHCOB MOMOTAET YJIYUYIIUTh IOJIb30BATEIbCKUMA
OTBIT. YUET JUYHBIX U MEHTAJIbHBIX XapaKTEPUCTHUK MOJIb30BATENS SABJISETCS
BOXHOW dYacThio pa3paboTrku wuHTepdeiicoB. TectupoBanue uHTepdeiica
TaKk)ke He0OXO0AMMO, a B OyAyIIEM €ro pa3BUTHE OyAeT 3aBHCETh OT HOBBIX
TE€XHOJIOTUH U MOAXO0JIOB.

KoHTpoJabHBIE BONIPOCHI:
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1. UYro Takoe mosb3oBatenbckuii uaTepderic (Ul) u kakyro posb

OH HUrpaer?

2. Yrto Takoe 103a0WINTH U KaKUe €ro KOMITOHEHTHI?

3. Kakue mnpeumymiectBa MW HEJAOCTaTKU HMeEET HHTepdeic
koMaHHOM cTpoku (CLI)?

4. B uyeM OCHOBHbIE pa3IuMyusi MEXIy TIpaduueckum
untepdeiicom (GUI) u TexcroBbiM unTepdeiicom (TUI)?

5.  Kak nuyHble XapaKTepUCTUKH TOJI30BATENsI BIUSAIOT Ha
IpOeKTUpOBaHUEe uHTEepderca?

6. Kakue nenu mpeciemyeTr ucciaegoBaHUE Ha dTane pa3pabOTKH
uHTepdeiica?

7. B yem mnpeumymiecTBa KaXXKIOTO W3 THUIIOB TECTHPOBAHUS
MOJIb30BaTENbCKUX UHTEP(PEiicoB?

8. Kak BupTyanpHas ¥ [OTNOJHEHHAas pPEAIbHOCTh MOTYT
pa3BUBaTh UHTEPPEUCHI?

9.  Kak#e BO3MOXHOCTH OTKPBIBAE€T HCIIOJH30BAHUE TOJOCOBBIX
uHTepdencon?

10. Kak  HCKYCCTBEHHBIA  MHTEIUIEKT  MOXET  yJY4IIUTb
(byHKIIMOHATBHOCTDh UHTEP(DEcOB?

JlaGopaTopHbie padoTHI:
Pa3zpaboTka cTpykTyphl 0a3bl JaHHBIX, CO3AaHUe TaOIUI U 3ampocoB. PaboTa
C pensauoHHOM 60a3oii nanubix MySQL. AamunuctpupoBanue 6a3bl JTaHHBIX
MySQL ¢ nomoristo nporpammel phpMyAdmin. PaboTa ¢ ogHoTabnuaHOM
0a30i1 TaHHBIX.

Tembl caMoOCTOATEIBHBIX PA0OT CTYACHTOB:
CtpykTyprpoBaHue, aHaIu3 U cOOp TaHHBIX B MPO(ECCHOHANBHON Cpefe
(co3manme 60a3 maHHBIX) — 2-# JTar.

I'toccapuii mo reme:

1. THoan3oBareabckuii unHtepdeiic (UI): Hutepodeiic, obGecneunBarommuit
oOMeH wuHpopManuell MeXIy MO0JIb30BaTe€IeM M KOMIIBIOTEPOM WJIM TNPOTrpaMMHOMN
CUCTEMOM.

2.  HKO3abunauTn: XapakTepHUCTHKA, OIMCHIBAIONIAS, HACKOJIBKO JIETKO H
3¢ HEKTUBHO MOXKHO HCIIOJIb30BaTh HHTEP(EIiC.

3. IMoab3oBarenbekuii onbiT (UX): BzaumoaeiicTBue moiab30BaTens ¢
uHTEepQEiicoM U ero BreyaTaeHus OT TOr0 B3aUMOCHCTBUS.

4.  ¥YpoocrBo: Uutepdeiic mgomxkeH OBITh TOHATHBIM U JIETKAM B
HCIIOJIb30BaHUU.

5. DddexkruBnocrs: Ilonp3oBartens gomkeH ObicTpo U 3)PEKTUBHO
BBITIOJIHATH 33Ja4H.

6. Ob6ecneuenne: Ilomnepkka TmONB30BATENsl B Mporecce padOThl ¢
CHCTEMOM, HallpUMED, YEPE3 CIPABKY.

7. 3amomuHaeMmocTb: CnocoOHOCTh wHHTEp(eiica 3amoMUHATH JIEHCTBUS
10JIb30BATEII.
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8.  Hutepdeiic komananoi crpoku (CLI): MuTepdeiic, rae moab30BaTeb
BBOJUT KOMaH/Ibl B TEKCTOBOM (popmare, a cucTeMa BBIMOIHSIET JEHCTBUSI.

9. TexcroBblii untepdeiic (TUI): HUurtepdeiic ¢ TEKCTOBBIMH MEHIO H
AJIEMEHTaMU JJIsl B3aUMOJACHCTBUS MOJIb30BATENS C CUCTEMOM.

10. TI'pa¢uueckuii wunrepdeiic (GUI): HWurepdeiic, ocHOBaHHBI Ha
BU3YyaJbHBIX 3JIEMEHTaX (KHOIKaX, MEHIO), C KOTOPBIM B3aUMOJEUCTBYIOT MOJIb30BaTENIN
4yepe3 MbIIIb W CEHCOPHBII 3KpaH.

11. JluyHble XapaKkTepuCTHKH MoJb3oBaTenas: Bospacrt, nomn, obpazoBanue,
TEXHUUYECKNE HaBBIKYU M0JIb30BATENIS, @ TAK)KE €r0 3HAHUS O CUCTEME.

12. MeHTajIbHBIE XaPAKTEPUCTHKH MoJib30BaTedsi: CrocoObl MBIIIJICHUS
(BU3yalIbHBIE, TEKCTOBBIE, AHAIIMTUYECKUE) U MOTHUBALIMS [10JIb30BATEIIS.

13. Dranbl pa3paGorku untepdeiica: lccinenoBanue, co3maHUE SCKU3a,
JM3aiiH, TECTUPOBAHNE U KOPPEKTUPOBKA UHTEpPeiica.

14. Monepupyemoe TecTupoBaHue: TecTupoBaHHe, IPU KOTOPOM JACUCTBUS
I10JIb30BATENS] KOHTPOJIUPYET MOAEPATOP.

15. Hemoaepupyemoe TecTupoBaHue: TectupoBanue, TmpU KOTOPOM
I10JIb30BATEIb CAMOCTOSATEIbHO BBIIIOJIHAET 3aaHHUS.

16. Cencopnoe TecrupoBanme: [IpoBepka peakuuu unrepdeiica Ha 1eHCTBUS
I10JIb30BATEJI.

17. MaccoBoe TectupoBanue: TectupoBanue wuHTEepdeiica ¢ ydacTueM
OO0JIBIIIOTO YKCIIa TIOTH30BATEIICH.

18. BuprtyaabHas peaabHocTb (VR): Cpena, ympanseMass KOMIIBIOTEPOM,
CO3/1a10111asi UHTEPAKTUBHBIN OIBIT JUISI 10JIb30BATEIIS.

19. [omoanenHass peanbHocTh (AR): Hurerpamus ¢usndyeckux u
BUPTYaJIbHBIX 3JIEMEHTOB I CO3JJaHUsI HHTEP(ENHCOB.

20. ToaocoBbie wuHTepgeiichl: HMHTepdelicel, ympaBisieMble T'OJIOCOM,
HanpuMep, BUPTYaJIbHbIE aCCUCTEHTHI.

21. MobOunabHble ycTpoiicTBa: CMapT(hOHbI, HOCUMbIE YCTPOMCTBA U Jpyrue
MOOUJIbHBIE TEXHOJIOTHH € a/IallTUBHBIMU UHTEp(eicamu.

22. MWckyccTBeHHbI MHTe/IeKT: MHTepdelickl, OCHOBaHHBIE Ha JaHHBIX U
MOTPEOHOCTAX MOJIb30BATES.

5- TEMA. Cucrtembl ynipaBJjieHus1 6a3aMH IaHHbIX.

5.1 OcHoBBI cucTeM ynpasjeHHsi 0a3aMM [JaHHBIX: NOHSATHE,
onucaHue, apxXMTeKTypa
baza nannwix (B/]) — 310 cuctema aist XpaHeHus1, ynpaBlieHUus U 00paboTKu
CTPYKTYPUPOBAHHbIX JaHHBIX. CHCTeMBbl YympaBieHUs 0azaMH JaHHBIX
(CYB]) BrirouaroT B cels MporpaMMHOE OOecIieueHue, MpeaHasHauYeHHOE
Uil TOBbIIEHUS  3(PGEKTUBHOCTH  yOpaBieHUS  HHGPOpMALMEH.
XapaKkTepUCTUKMU:

o  Opranmzauus: Crpykrypa u  QopMar pgaHHbX. [laHHBIE
OpraHU30BaHbl M0 ONPEAEAEHHBIM MOJEHAM (PENSILIMOHHON, OOBEKTHOM,
MepapXU4eCcKOM U T. 11.).

o  VYmpasnenue: CVYB]] o6ecneunBaer BBOA, 00paboOTKY,
HCIIOJIb30BAaHUE JAHHBIX U UX 0€3011aCHOCTb.
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o  Ilonb3oBarensckuii uuTepdeiic: MHCTpyMEHTHI, oOserdaromnme
B3aMMO/ICHCTBHUE MOJIH30BATEINICH C TAaHHBIMH.

ApxHTeKTypa:

o  OpnoypoBHeBas apxutektypa: [lonb3oBarenbckuii UHTEpPEiic
HaINpPsMYIO CBsA3aH ¢ 0a30i JaHHBIX.

o  JIByxypoBHeBas apxurTekTypa: Mojenb KIUEHT-CEpBEp, TIe
KJIMEHT MOJKIIoYaeTcs K 0a3e JaHHBIX M OTIPABISET 3allpoChl, a CEPBEP
00pabaThIBaeT UX.

o« TpexypoBHeBasg apxurekrypa: B 3Tol Momenum  €CTh
IPOMEKYTOUYHBIN ypOBEHb (HAampuMep, OM3HEC-IOTUKA) MEXAY KIMEHTOM,
cepBepoM U 0a30i JaHHBIX.

5.2 Mopear»  pannbix. Hopmammsanusi.  OrpaHuvyeHust
HEeJTOCTHOCTH JAHHBIX
Mogenbs JaHHBIX — 3TO CMOCO0 CTPYKTYypUpOBaHUs JaHHBIX. CyIleCTBYIOT
pa3JIMuHbIe MOJICTN JaHHBIX, HanOoJee MONYJISIPHbIEC U3 KOTOPHIX:

o  Pemsauuonnass monens: JlaHHble XpaHsATCA B BHUAEC TaOuIl,
OTIPEICNISICTCS B3aUMOCBSI3b MEXKIY TaOIUIIAMU.

o  OObekTHas Mojeb: JlaHHBIE CTPYKTYpUPYIOTCS KaK OOBEKTHI,
MEXKy KOTOPBIMU CYIIECTBYIOT CBS3U.

Hopmanu3zamuss — 3T0 METOJ OpraHU3allii JaHHBIX B PEIISIIMOHHBIX
MOJIETISIX C LETBI0 MUHUMM3AIUU U30BITOYHOCTH U TIOBBIIIEHUSI THOKOCTU U
s exTuBHOCTH XpaHeHus AaHHBIX. CylIecTByeT HECKOJBKO YpPOBHEH
HopMasnuzanuu (1H®, 2H®, 3H® u T. A.), KOTOpbIe BKIOYAIOT MTpaBuia JJis
OTIPENICIICHUS] CTPYKTYPhI JaHHBIX.

OrpaHudeHus 1eJIOCTHOCTU JIAHHBIX — ATO MEPHI, HAMPABJICHHBIC Ha
obecriedyeHUEe TOYHOCTH, TIOJIHOTBI W  JOJTOBEUHOCTH JaHHbIX. K
OTPAaHUYCHUSIM 1IETOCTHOCTH OTHOCSITCSI:

. OObekTHast  1eNOCTHOCTh:  ObOecneynBaeT  yYHUKAJIbHOCTh
3anucei JaHHBIX.

. JloMeHHas 1eJI0CTHOCTE: O0ecIIeunBaeT COOTBETCTBHE JAaHHBIX
UX TUIIAM U JIana3oHaM 3HAaYeHUH.

o Ccpuloynas menoctHocTh: (OOecreunBaeTr  MPaBUIBLHOCTD
CCBUIOK M@Ky TaOIUIaMHu.

5.3 OnTtumm3anmsi 3anpocoB W ux o0padorka. OcHoBel SQL
Ontumuzanus 3apocoB — 3TO MPOLECC YIYUIICHUSI MPOU3BOAUTEILHOCTH
SQL-3ampocoB 111 OBICTPOTO M3BIICUCHHS HEOOXOJMMBIX JAHHBIX M3 Oa3bl
naHHbIX. CTpaTeruu ONTUMHU3AIMU 3aITPOCOB:

. Coznanue wunHAekcoB: OOecrneunBaeT OBICTPBIM JOCTYH K
JTAHHBIM.

o  VYIyudilleHHEe CTPYKTYphI 3ampoca: Vcnonb3oBaHue ornepaTtopoB
JOIN, ycnoBuit WHERE u T. 1. 111 yCKOpeHUs BBITIOJHEHUS.

SQL (Structured Query Language) — craHgapTHBIA S3BIK IS
paboTHI C pesIMOHHBIME 0a3amu TaHHbIX. OCHOBHBIE KOMaH bl SQL:
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o SELECT: Beibopka 1aHHBIX.

o INSERT: BcraBka gaHHBIX.

« UPDATE: OOHOBJICHHE JaHHBIX.

o« DELETE: YnaneHue naHHbIX.

5.4 IlapamuienbHasi 00padoTka JAHHBIX M BOCCTAHOBJICHME
JAHHBIX. [IpoexTupoBanue u CO3/aHue 0a3 JTaHHBIX
[TapannensHass o0paboTKa [aHHBIX — 3TO BO3MOXKHOCTh HECKOJBKHUX
IPOLIECCOB MJIM MAacCHBOB pPabOTaTh C JAaHHBIMH OJHOBPEMEHHO. JTO
0COOEHHO BaXHO TpH paboTe ¢ OoJbIIMMU 00bEMaMH JAHHBIX, TaK Kak
IO3BOJISCT YCKOPHUTH 00paboTKYy.
BoccTranoBieHue AaHHBIX — 3TO MPOIECC BOCCTAHOBJICHUS JTAHHBIX TOCIIE
cOOEB CHUCTEMBI WJIM TMOTEpPU JaHHBIX. MCMONB3YIOTCA Takue METOMIbI, Kak
JIOTUYECKOE pe3epBHOE KOIUPOBAHUE u peruTuKaIus.
[IpoekTupoBanue u co3ianrue 0a3bl JAHHBIX:

1. Ananuz tpeboBanuii: OnpeaeneHne TpeOoBaHUM MOJb30BaTENEH U
CHUCTEMBL.

2. Cozmanme Monenu AaHHBIX: OmnpeneneHue CTPYKTYpPhl M CBS3EH
JTAHHBIX.

3. ®usnueckoe npoektupoBanue: Co3znanne KOHKPETHOU CTPYKTYpPBI
0a3bl TaHHBIX (TAOJUIIBI, MHACKCHI).

4. TectupoBanue: [IpoBepka COOTBETCTBHS MOCTaBICHHBIM 3aJlayaM
U TpeOOBAHUSAM.

5.5 Texnoaorus ORM nporpamMmmupoBaHusi
ORM (Object-Relational Mapping) — 3To TeXHOJIOTHs, IPeIHA3HAYCHHAS
JU1st pabOTHI C PENISIITUOHHBIMU 0a3aMU TaHHBIX B 00BEKTHO-
OPUEHTHPOBAHHOM mporpammupoBanuu. C nomombio ORM nporpamMmmel
MOT'YT pabOTaTh C JAHHBIMU KaK ¢ 00BEKTaAMU, YTO CHUXKAET CIIOKHOCTh
MPEJCTABIICHUS JaHHBIX.

[Ipenmymecrsa ORM:

o  Opranuzanus JaHHBIX B OOBEKTHOW MOJENH, YTO YIPOIIAET
KO/I.

. Hckmouaer HEOOXOAMMOCTh THcaTh mpsmor SQL-kox s
paboThI ¢ 0a30ii TaHHBIX.

o  OOecmeunBaeT MEPEeHOCUMOCTh UCXOTHOTO KO/Ia.

Pacnipenenénnasi, mapanuienbHasl ¥ TeTepOTeHHas 0a3bl JaHHBIX:

o Pacnpenenénnas 6a3za nanHHbIX: JlaHHBIE XpaHATCS Ha
HECKOJIBKUX CepBepax.

. [Tapannensnas ©a3a pgaHHbIX: JlaHHBIE OOpabaThIBAIOTCS
OJTHOBPEMEHHO HECKOJIbKUMH MPOLIECCOPAMH.

o Tereporennas 0aza pganHbIX: OOecnieurBaeT yHpaBJeHHE
Pa3IMYHBIMU TUIIAMU JTAHHBIX U 0a3aMM JTAHHBIX.

3akioueHue
Cucremsl yripaBieHus 06a3aMH JaHHBIX TO3BOJISIOT 3(PPEKTUBHO YNPaABIATh,
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XpaHUTh U 00pabaThiBaTh MHGOPMANHIO. APXUTEKTYpa U MOICIHA JAaHHBIX
MOTYT OBITh pa3IWYHBIMH, HO B IICHTPE BHUMAHUS BCETAa HAXOIUTCS
COXpaHEHHUE IEIOCTHOCTH M 0€301acCHOCTH JaHHBIX. 3HaHWe oCcHOB SQL u
HaBBIKOB MPOEKTUPOBaHUs 0a3 JIAHHBIX SIBJISETCA BaKHBIM KOMIIOHEHTOM B
ynpasiennn uHpopmaiuen. Texuomorus ORM  ympomaer paboty ¢
JAHHBIMHM, a paclpeiei€HHble ¢  MapaiebHble  0a3bl  JIaHHBIX
COOTBETCTBYIOT COBPEMEHHBIM TpeOOBaHUsIM OU3HECA.

KoHTpoJibHBIE BONPOCHI:

1. KakoBbl OCHOBHBIE pa3IHuUsl MEXy 02301 TaHHBIX U CUCTEMOU
ynpasyienus 6azamu nanubix (CYB/)?

2. Kakwue nmpenmMyIiiecTBa peIiiHOHHON MOJICTTH JaHHBIX M B KaKUX
CIIy4asx OHa UCIOJIb3yeTCs?

3. Uto Takoe HOpmamm3aius (HOpMalH3allys JTaHHBIX) U KaKyIo
POJIb OHA UTPAET B CTPYKTYPUPOBAHUU JIAHHBIX Oa3bl JaHHBIX?

4.  Yro Takoe 1eJOCTHOCTh IAaHHBIX U KaKUe €€ OCHOBHBIC TUIIHI?

5. Kaxkue Bugsl onepatopoB JOIN cymecTtBytoT B si3bike SQL u
KaK OHM MCIIOJIb3YIOTCS MIPHU 3aMpOoCcax JaHHBIX?

6. Kakue ocHOBHbBIC 3aMeUaHUsl U TPEOOBAHUS CIEAYeT YIYUTHIBATh
Ha ATarnax MPOeKTUPOBaHUsS 0a3bl JAHHBIX ?

7. Kakuwe mnpeumymectBa u HeaocTtatku TexHoinornn ORM
(Object-Relational Mapping)?

8. Uro Takoe mapasuienbHas oOpabOTKa JaHHBIX M KaK OHA BIIHUSET
Ha TIPOU3BOIUTEILHOCTh 0a3bl JAHHBIX?

9. Kakosa ponb nHaekcoB B CYB/[ u kakve OCHOBHBIC MPUYUHBI
WX WCMOJIb30BaHUS?

10. Kakwue mporiecchl BOCCTAHOBJICHHUS JaHHBIX CYIIECTBYIOT, W
MMOYEMYy OHM BaXKHBI JJIsI YIIpaBJICHUSI Oa3aMu JaHHBIX?

JlaGopaTopHbie padoThbI:
[IpoekTupoBaHue U CO3JaHNE MPE3EHTALIMI Ha OCHOBE MAaTEPUAJIOB JICKIU,
Hay4YHBIX JIOKJIAJIOB U T. 1.

Tembl caMOCTOSATEILHBIX PA0OT CTY/1€HTOB:
Onucanue ceTeBoi TOMOJIOTUN aIMUHUCTPATUBHOIO 34aHud. 1-1 ATar.

I'toccapuii mo reme:

1.ba3a nannbix (BJl) baza nannsix (B/]): Cucrema s xpaHneHus, ynpaBlieHUs U
00pabOTKU CTPYKTYPUPOBAHHBIX TaHHBIX.

2.Cuctema ynpasienusi 6azamu aanubix (CYB/) Cucrtema ympaBieHus 0azamu
nansbix (CYBM): IIporpammHoe obecrieueHue aisi NOBBILEHUS 3PPEeKTUBHOCTH
yrpasieHus: tHpopManuei.

3.Opranm3anust  Opranmsauusi:  CtpykTypa U ¢opmar AaHHBIX. JlaHHBIE
OpPraHU30BaHbI 110 ONPEAEIEHHBIM MOJAEISIM.

4.Ynpasaenne  Ynopasnenue: CYBJl  obOecneumBaer  BBOA,  00OpabOTKY,
HCIOJIb30BAHUE TAHHBIX U X 0€30IaCHOCTb.

5.loan30Batenbckuii mHTEepdeiic [lomp3oBarensckuii uHTEpdeiic: MHCTpYMEHTHI
U1 yIOOHOTO B3aUMOJECHCTBUS NOIb30BATENEN C TaHHBIMH.
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6.0nHoypoBHeBasi  apxuTekrypa OIHOYpOBHEBas  apxXuTeKTypa: Mojenb
apXUTEKTYphl, B KOTOPOH IOJB30BATENbCKUI HHTEpGENC HampsSMyIO CBS3aH C
0a30l TaHHBIX.

7./IByxypoBHeBasi apxuTekTypa [[ByxypoBHeBas apxuTekTypa: Mojenb KIHWEHT-
cepBep, I KIMEHT OTIPABIISIET 3alPOCHI CEPBEPY, KOTOPBIA X 00padaThIBaeT.

8. TpexypoBHeBasi apxuTekTypa TpexypoBHEBas apXxuTeKTypa: Moeinb, B KOTOPOH
MEXIYy KIHEHTOM, CepBepOM W 0a30i JaHHBIX CYIIECTBYET MPOMEKYTOUHBIN
YpOBEHb (Hampumep, OM3HEC-JIOTHKA).

9.Moaean nanabix Mognenb qanHbix: Criocod cTpyKTYpHpPOBaHUS TaHHBIX.

10. PenrssumoHHasi Mojeb PemsiimonHas mozenb: Mojenb, B KOTOPOM JaHHBIC
XPaHATCS B BUJIE TAOJIMII C B3AaUMOCBS3SIMU MEXKY TaOJIUIIAMU.

11. OobexTHast momeab OObekTHas Mojaenb: Mojelnb, B KOTOPOW JdaHHBIC
CTPYKTYPUPYIOTCS KaK OOBEKTBI C CBA3SIMH MEXTy HIUMH.

12. Hopmanuzanuss Hopmanuzanus: MeTon opraHu3aldy JaHHBIX B PEJISIIHOHHBIX
MOJICTISIX JUUTSl MUHUMHU3AIAH U30BITOYHOCTH | IMOBBIMICHUS 2P )EKTUBHOCTH.

13. OrpaHuYeHHus1 1eJOCTHOCTH JdaHHBIX OrpaHUuYeHUs UEIOCTHOCTH JIaHHBIX:
Mepsl, obecrieunBarone TOUHOCTh, TOJHOTY U JOJTOBEYHOCTh JAHHBIX.

14. OobexTHAsA IEeJIOCTHOCTH OO0ObekTHaAs [IEJIOCTHOCTD: Oo0ecrieueHue
YHUKQJIBHOCTH 3aIUCEH TaHHbBIX.

15. lomennasi neaocTHoOcTh J[oMeHHas 1enocTHOCTh: ObecredeHne COOTBETCTBUS
JAHHBIX UX THIIAM U JHAIa30HaM 3HAYCHUM.

16. Cebliounass  ueaoctHoctb  CcpuloyHas — menoctHocTh:  OOecrnedeHue
MIPABUIILHOCTH CCHIJIOK MEXAY TaOJIHUIIaMHU.

17. Ontumuszanus 3ampocoB OnrtuMmusanust 3ampocoB: [Iporecc ymydmieHus
BhITIOJTHEHUST SQL-3ampocoB ajist yCKOPEHUS TOJTYUYEeHHS! TaHHBIX.

18. SQL (Structured Query Language) SQL (Structured Query Language):
CrangapTHBIN A3bIK 151 paOOTHI C PEISIIUOHHBIMU 0a3aMU JaHHbBIX.

19. SELECT SELECT: Oneparop a5 BIOOpa JaHHBIX.

20. INSERT INSERT: Omneparop it BCTaBKH JaHHBIX.

21. UPDATE UPDATE: Onepatop amnst OOHOBJICHHUS JaHHbBIX.

22. DELETE DELETE: Onepatop /Ui yaleHus: JaHHBIX.

23. lapannenbHass o0paboTrka paHHbIX [lapannenbHas o0paOoTka JaHHBIX:
Bo3MoxHOCTH OTHOBpEMEHHOW PabOThI HECKOIBKUX MPOIIECCOB C JAHHBIMH.

24. BoccranoBiieHue AaHHbIX BocctanoBnenue nanubix: [Iporiecc BoccTaHOBIEHUS
JAHHBIX TTOCJE COOST CUCTEMBI HJIA UX TIOTEPH.

25. IlpoexTupoBanue 6a3pl AaHHbIX [IpoekTupoBanue 6a3pl maHHBIX: [Ipormecc
oTpeielIeHUs] CTPYKTYPBI U OTHOIIICHUH JIAHHBIX, & TAK)Ke TPEOOBAHUIN CUCTEMBI.

26. ORM (Object-Relational Mapping) ORM (Object-Relational Mapping):
Texnonorus nns pabOTBl € pPENSUUOHHBIMU 0a3aMu JaHHBIX B OOBEKTHO-
OpPUEHTHUPOBAHHOM MPOTPaMMHUPOBAHUHU.

27. Pacnpenenénnasi 6a3a naHHbIX Pacnpenenénnas 0a3a JaHHBIX: baza maHHBIX,
JaHHBIE KOTOPOU XPaHSATCS Ha HECKOJIBKUX CepBEPaX.

28. IMapannenbHas 6a3a naHHbIX [lapamtensHas 0a3a maHHBIX: baza naHHBIX, B
KOTOpO# TaHHBIe 00pabaThIBAIOTCSI HECKOIBKHMH MTPOILIECCOPAMHU.

29. I'eteporennasi 6a3a JgaHHbIX [ereporeHHas 0a3a gaHHbIX: CHcTeMa,
o0ecrnieunBaroIas ynpaBieHUE pa3TUIHBIMU THIIAMH JAHHBIX U 0a3 JaHHBIX.

6-TEMA. Anaan3 1aHHBIX. YIpaBJjieHHe JaHHBIMM.
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6.1 OcHoBbI aHa/IM3a JaHHBIX. MeToAbI cOOpa, KiIaccupuKanuuu
U MPOrHO3MpPOBaHud. /[epeBbs pelieHui.

AHalM3 JaHHBIX — 93TO TPOILIECC HU3BICYEHHUS  IOJIE3HOU
uHpopmaiuu u3 JaHHbIX. OCHOBHBIE JTallbl aHAIN3A JAHHBIX:

o Coop: COop JaHHBIX OCYHIECTBISIETCS U3  Pa3IUYHBIX
MCTOYHUKOB, TAKUX KaK JATYMKH, ONIPOCHI, UHTEPHET U T.J.

o Kuaccupukanusi: PazneneHue OaHHBIX HAa TPyHObl 1O UX
pasMepy, XapaKTepUCTUKaM WJIM KaTEropusiM. DTOT IMPOILIECC MOXKET OBIThH
ABTOMATHUYECKUM WM PYYHBIM.

o IlpornosupoBanme: IlporHosupoBanue  OyAylIux WU
HEU3BECTHBIX COOBITHMII HAa OCHOBE JaHHBIX. J[JI1 3TOro HCHONB3YHOTCA
CTATUCTUYECKUE MOJIENTU U AJITOPUTMBI.

JlepeBbsi pemieHMid — 3TO TrpauuecKue MOJEIH, UCIOJb3yeMble
JUISl BU3YQJIBHOTO TPEACTABJICHHS KIACCU(PUKALNUU WIM MPOTHO3UPOBAHUS
NaHHBIX. JlepeBO pelIeHMM HAYMHAETCA C  MCXOJHOIO y3l1a |
pacupocTpaHseTcs Yepe3 3anpochl U pelIeHUs], MOKa3bIBasl yIPaBICHYECKHE
pemienus. Kaxaplii BHYTpeHHMI y3en (HOAa) NIpelncTaBisieT CcoOoM
ONPEIECICHHYIO XapaKTEPUCTUKY JAHHBIX, & BETBU ITOKA3bIBAKOT PA3JIMYHbIE
IyTH, T.€. pELICHUS.

6.2 OOpaborka OoabmMX AaHHBIX. MeToabl uW 3Tanbl Data
Mining.

Boabmmue nannbie (Big Data) — 510 HaOOphl JaHHBIX, KOTOpPHIC
MPEBBIIIAIOT MO 00BEMY, CKOPOCTH M PA3HOOOPA3UI0 TPAIULUOHHBIE 0a3bl
naHHbIX. Jlns oOpaboTku OOJBIIMX JAaHHBIX TPEOYIOTCS CreluaibHbIe
MHCTPYMEHTBI U METO/IbI.

Data Mining (moObr4a JaHHBIX) — ATO MPOILECC ABTOMATUYECKOTO
W3BJICYEHUS 3HAHUM W3 OOJIBIIUX U CJIIOKHBIX HA0OPOB JaHHBIX. JTamnbl Data
Mining:

1. Coop nmannbix: COop HeoOxomumoW wuHPOPMAIMH U3
HMCTOYHUKOB JIaHHBIX.

2. Ouyucrka  JaHHBIX: Y nanenue HEHYKHBIX W
HU3KOKAYE€CTBEHHBIX JAHHBIX.

3. HNurerpauus panubix: OObeIUHEHUE NAaHHBIX, COOPAHHBIX
13 Pa3INYHBIX UCTOYHUKOB, B €IMHYIO0 KOH(PUTYPAITHIO.

4, IIpeoOpa3zoBanue naHHBIX: VI3MeHEHHE TaHHBIX TaK, YTOOBI
OHM CTaJIM yJIOOHBIMU JUIsl aHATIU3a U BU3YaJIU3allUU.

5. MoneanpoBanue (mouck 3aKOHOMEPHOCTEM):

Hcnonb3oBaHWe CTaTUCTUYECKUX WM MAIIMHHBIX ~ QJITOPUTMOB  JIJIs
BBISIBJICHUS MTOJIE3HBIX MATTEPHOB, CBSI3€M MIJIM MPOTHO30B B JIaHHBIX.

6. Ounenka pe3yJibTATOB: [IpoBepka NPaBUILHOCTH
U3BJICYECHHBIX 3HAaHUH.
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1. IIpencraBienue pe3yabraToB: [loka3 pe3ynbTatoB ¢
MIOMOIIBIO BU3YalIM3allMU JJAHHBIX WU OTYETOB.

6.3 3agauyu Data Mining. Busyanu3zauusi JaHHBIX.

3anaun Data Mining:

o Kuacrepmzaums: Pa3neneHue NaHHBIX Ha TPYIIBL, CXOXKHUE
MEXy COOOM.

o IlpornosupoBanme: [IporuosupoBanue Oyaymux 3HAYCHUN Ha
OCHOBE JaHHBIX.

o« Acconmanusi: YCTaHOBJIEHUE CBSI3€d MEXAYy JaHHBIMU,
HaIpuMep, ONPEIEIICHUE 3aKOHOMEPHOCTEN MOKYTIOK.

o CermenTanmusa: Pa3neneHue pblHKa WIM MOJb30BaTEICH Ha
pa3JIMYHbIC CETMEHTHI.

Busyaauzaumsi JaHHBIX — 3TO MPOILIECC MPEACTABICHUS JTaHHBIX C
MOMOIIBI0 TpaduKOB WM Auarpamm. Busyanuzamusi momMoraer yHnpoCTUTb
CJIIOKHOCTh JIaHHBIX, a TaKxke 3(PPEKTUBHO mepenaBaTh MHPOPMALMIO Ha
AQHAJIMTUYECKUX CECCUSIX, OTYETaX W B MPOLIECCe NPHUHATUS PEIICHUH.
OCHOBHBIC HHCTPYMEHTBI U METOJIbl BU3yJIM3aLIUH IAHHBIX BKJIIOYAIOT:

o I'papuxm m puarpammei: Hanpumep, nunelinbie Tpaduxwy,
CTOJIOUATHIE AUATPAMMBbI, KPYTOBBIE IMArPAMMBI.

o HHrepakTuBHBIe mnNaHeau: IHCTpyMEHTH BHU3yalu3alluu,
MO3BOJIAIOIIME JUHAMUYECKHU MTPEACTABIIATH TaHHBIE.

« KaprorpadpupoBanme: licnonb3yercs nnsi  oToOpakeHHS
reorpaMYeCKUX JaHHBIX (HapUMep, TEIUIOBBIE KapThl).

6.4 AHaiu3 JaHHBIX. YIIPaBJIeHUE JAHHBIMH.

AHanu3 JaHHBIX — OTO TMPOLECC H3BJICUYECHUS 3HAYUMOU
MH(pOpMAaIUU U3 TaHHBIX C UCTIOJIb30BAaHUEM MH(OPMALIMOHHBIX TEXHOJIOTHI
Y CTaTUCTHYECKUX METOAOB. AHAIU3 JAHHBIX MOMOTAET yJIy4IaTh MPOIECC
MIPUHATHUS OU3HEC-PEIICHUH, BBISBIISATh PHIHOUYHBIC TPEHIBI U pa3pabaThiBaTh
opraHu3aluoHHbIe cTpaTeruu. OCHOBHbBIC ACTIEKThHI aHATU3a JIAHHBIX:

1. CoOop 1aHHBIX:

o  COOp maHHBIX W3 PA3IUUYHBIX UCTOYHUKOB (CEPBUCHI, KITUEHTHI,
JTATYUKU U T.]1.).

o Konuposanue: dopmaTtupoBaHue, buIbTpanys 5
CTPYKTYPUPOBAHHE TAHHBIX.
2. O06paboTKa JaHHBIX:

o OuncTka JNaHHBIX: YJaleHHWEe OIIMOOYHBIX, HEMOJHBIX WIH
MOBTOPHO COOPAHHBIX JTAHHbIX.

o  IlpeoOpazoBanue mannbix: [IpuBeneHHe MaHHBIX K (oOpMaTy,
yI0OHOMY ISl aHAJTU3A.

3. Metoab! aHAIM3a JAHHBIX:

o OmnucarejbHbI aHaJM3: Onpenenenue OCHOBHBIX
XapaKTepUCTHK JaHHBIX (CpelHee, MequaHa, CTaHAAPTHOE OTKJIOHEHHUE U

T.J.).
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o  JlmarHocruueckuu aHaJIM3: Onpenenenue IIPUYUH
BO3HUKHOBEHUS ONPEAEICHHBIX CUTYalUH.

o  IIporHocruueckuii anaam3: IlporHozupoBanue Oyaymux
COOBITHI HA OCHOBE JIaHHBIX.

o  IlpexnuchiBarommii aHaam3: PaspaboTka pemeHuii u
pPEKOMEHAAIMI Ha OCHOBE MTPOTHO30B.

4, Busyaauszauus J1aHHBIX:

o  IlpencraBieHue naHHbIX yepe3 rpaduku, IUarpaMmbl, KapThl U
WHTEPAKTUBHbBIC TAHENIH, YTO JeNaeT HH(POpMAIUIO JOCTYITHON U MOHATHON
JUISl AaHAJIUTUKOB Y IPUHUMAIOIINX PELICHHUS.

S. IoaBeneHne UTOroOB:

o  O0001eHHe pe3ynbTaTOB aHaIu3a, (bopMyaupoBKa
PEKOMEHAALMI U NMPEIIOKEHUM TSI IEVCTBUMN.

YupapjieHHe [JAHHBIMM — 3TO COBOKYIIHOCTh IMOJHMTHK U

npoueayp, OOeCIeUnBaIOMNX CTPYKTYpPY, KadecTBO, O€30MacHOCTb U
JOCTYIHOCTh AaHHBIX. OCHOBHBIE aCIIEKThI YIIPaBICHUS TaHHBIMHU:

1. Crparerusi ynpapJjieHUsl J1aHHbIMMH:

o  Pa3paboTka maHa ¥ KpUTEPUEB YINPABICHUSA JAaHHBIMH,
COOTBETCTBYIOIINX CTPATETUUECKUM LIEJIAM OpraHU3alUU.

2. YnpasiieHne Ka4eCTBOM JAHHBIX:

o  KoHTponb 3a TOYHOCTBIO, MOJIHOTOW, UEIOCTHOCTBIO U
aKTYaJIbHOCTBIO JAHHBIX. MeXaHU3Mbl OUYMCTKH U MPOBEPKU JAHHBIX.

3. XpaHeHHe JaHHbIX:

o  Hcnonp3oBaHWe cuCTEM XpaHEHMs] JaHHbIX (0a3bl JaHHBIX,
XpaHWIHIIA TaHHBIX) U (U3NYECKOU WK 00JIa4HONU UHPPACTPYKTYPHI.

4, Be3onacHocTh JaHHBIX:

o  3ammMTa JaHHBIX OT HECAHKIMOHUPOBAHHOTO  JOCTYTIA,
mudpoBaHUe, CO3/IaHUE PE3EPBHBIX KOMUM W MPEIOTBpAILCHHE MOTEPU
JTAHHBIX.

5. HNuTerpauus JaHHbIX:

o  OObenuHEeHUE Pa3IMYHbBIX HMCTOYHUKOB JTAHHBIX,
aBTOMaTHU3aNMsl OM3HEC-TIPOIECCOB M OTKPBITUE IMOTOKOB JAHHBIX MEXKIY
MPUIIOKEHUSIMH.

6. CraHaapTbl XpaHeHUs U 3alIUThI TaHHBIX:

o  CoOmroieHrne HAIMOHAIBHBIX U MEXIYHAapOJIHBIX CTaHIAPTOB
0 YIIPaBJICHUIO JAHHBIMHU W HH(POPMAIIUCH.

7. Hcnoan3oBanue 1aHHBIX:

o  IlpuMeHeHHMEe HNaHHBIX IS YJAYYIICHUS OW3HEC-TIPOILIECCOB M
CTPATETUYECKUX PELLICHUM.

3akiloueHue: AHalU3 U yOpaBJieHUE JaHHBIMH HMMEIOT OO0JIbIlIoe
3HAUYE€HHE B COBPEMEHHOM HH(POPMAIMOHHOM oOuiecTBe. MeToasl cOopa,
Kiaccuukaud M TMPOTHO3UPOBAHUSA  MO3BOJAIOT 3 (PEeKTUBHO
UCIoNb30BaTh MH(popmaruio. bonemue panHbie, Meroasl Data Mining u
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BU3yalIM3alusl  JaHHBIX MOMOTaloT OpraHu3aIusIM MPUHUMATh
AQHAJIMTUYECKUE PEIICHUST W yJIy4llaTh OW3HEC-TPOILeCChl. AHAIN3 U
YIOpaBJICHUE MAHHBIMU SIBJISIIOTCS Ba)KHBIMH DJIEMEHTAMU [IJIsi TPUHSTHUS
CTPATETUYECKUX PEIICHUN 1 TUIAHUPOBAHMSI B OpraHu3anusiax. D heKTHBHBIHA
aHaJIM3 JAHHBIX I[IOMOraeT KOMIIAHMSIM  TIOJYYUTh KOHKYPEHTHbIE
NpPEeUMYIECTBA, a YINpaBlieHWE HaHHBIMU — OOECIEeYUTh O€30MacHOCTb,
KauyeCcTBO M JOCTYIMHOCTh JAaHHBIX. Pa3BUTHE MHHOBALIMOHHBIX TEXHOJIOTHHI
(6ompliie JaHHBIE, MCKYCCTBEHHBIM HMHTEIUICKT, MAIIMHHOE OOy4YeHHUE)
OTKPBIBAET HOBbIE BO3MOXKHOCTHM M TOJXOJbl B aHAJU3€ U YIpaBICHUU
JTAHHBIMH.

KoHTpoJsbHbIE BONIPOCHI:

1. Kakwue ocHOBHEBIE dTanbl aHAJIN3a JaHHBIX?

2. UYto Takoe AEpeBO pEIICHH W KaK OHO MCIOJIb3yETCsS B aHAIIN3E
JTAHHBIX ?

3. Uro Takoe Big Data (Oompimme maHHBIE) W KAaKUE METOJIBI
TpeOyroTcs 1 uX 00paboTKU?

4. Kakue ocHOBHBIE 3Tanbl Data Mining?

5. B uem oTimume KjiacTepus3aluu U CErMEHTAINN?

6. Kakue OCHOBHBIE HMHCTPYMEHTHI M METOJbl BHU3yaJU3aIUU
JTAHHBIX?

7. Kaxue oCHOBHBIE aCIEKThI YIPABIECHUS Kau€CTBOM JAHHBIX ?

8. Uro Takoe MpeAMMCHIBAIONINI aHAIN3 W €ro pojb B aHAIU3E
JTQHHBIX ?

9. Kakme M™Meroapl W CTaHAAPTHI 3alIUTBl JTaHHBIX CIEIYET
HCIIOJIb30BaTh?

10. TloueMy BakHa cTpaTerwsl YNpaBJIeHUS TAaHHBIMH W Kakue ee
KOMITOHEHTHI?

Jlabopatopubie padorbl: OOpaborka 1UppPOBOM HHPOPMALIUH,
pabota ¢ TabinMuaMu, peIaKTUpOBaHUe POPMYII U CO3[JaHUE AUArPaMM.

Tembl caMOCTOATEILHBIX PA0OT CTY/A€HTOB:

Onucanue ceTeBOil TOMOJIOTUM aIMUHUCTPATUBHOTO 3/IaHUs. DTaIl 2

I'moccapuii mo reme:

1. AHaam3 AaHHBIX — TPOIECC HM3BJICUEHUS TMOJIE3HON HHpOpManun u3
JTAHHBIX C UCTIOJh30BAHNEM CTATHCTUYECKUX M WH(POPMAIIMOHHBIX TEXHOJIOTHHA.

2. Coop — mnporecc cOopa AAHHBIX W3 PA3IUYHBIX MCTOYHHMKOB (JIaTUUKH,
OTIPOCHI, UHTEPHET U T.JI.).

3. Kuaaccupukanmsa — rmporecc pas3zieleHuss JaHHBIX Ha TPYNIbl MO X
XapaKTePUCTHKAM, pa3MepaM WA KaTeTOpHUsIM.

4. TIporHo3MpoBaHMe — TIPOLECC TNPOTHO3MPOBAHUS OYIyHNIMX WX

HEU3BECTHBIX COOBITUH HAa OCHOBE JAHHBIX C MCIIOJb30BaHMEM CTATUCTUYECKUX MOJeNei
U QJITOPUTMOB.
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5. JlepeBbsi pemieHuii — TpapHUuUECKUE MOJENU, HCHOIb3yEeMbIe IS
BHU3YaJbHOTO MPEACTABICHUS KIACCU(PUKALUU WIH MPOTHO3UPOBAHUS JAHHBIX, TOKA3aHbI
yepes 3apochl U PELICHMUS.

6. Bboabmue nannblie (Big Data) — HaOopbl JaHHBIX, KOTOPBIC MPEBBIIIAIOT
00BEM, CKOPOCTh U pa3HOOOpa3ue TPAJUIIMOHHBIX 033 TaHHBIX.

7. Data Mining ([JoOblua gaHHBIX) — TIPOIECC ABTOMATUYECKOTO
W3BJICUCHUS 3HAHUHN U3 OONBIINX U CIOKHBIX HAOOPOB JaHHBIX.

8. Coop naHHBIX — npoiiecc coopa nHPOpPMALIMK U3 UCTOUHUKOB JJAHHBIX.

9. OumcTka JaHHBIX —  TPOLECC  YJAICHHUS  HEHYKHBIX  WIH
HU3KOKA4YeCTBEHHBIX JaHHbIX.

10. MHTerpamusi JaHHBIX — Mporiecc OOBEAMHECHUS TAHHBIX, COOPAHHBIX U3
Pa3HbIX UCTOYHUKOB, B €IMHYIO KOH(PUTYpaIHUIO.

11. IIpeoOpa3zoBaHue JaHHBIX — IMPOLECC U3MEHEHUS JIaHHBIX, YTOOBI OHU
CTalu yIOoOHBIMH ISl aHATIN3a U BU3YaJIU3alIUH.

12. Ouenka pe3yJabTaTOB — IPOLECC MPOBEPKU MPABHIBLHOCTH TOTYYEHHBIX
3HaHUM.

13. IlpeacraBiienne pe3yJbTaTOB — IPOLECC MPEACTABICHUS IOTYYEHHBIX
PE3yNIbTATOB Uepe3 BU3YAIHU3AIMIO TaHHBIX WIH OTYET.

14. Kuaacrepu3zanms — npoliiecc pa3eieHus JaHHbIX HA [IOX0XKUE TPYIIIBL.

15. Acconuanmss — TIpOLIECC YCTAHOBICHHUS CBSA3€M MEXIy JIaHHBIMH,
HaIpuMep, ONPEICIICHHE 3aKOHOMEPHOCTEH IMTOKYTIOK.
16. CermeHTamusi — TIpolLleCC pa3JeiCHUs PbIHKA WM TOJb30BaTelield Ha

pa3IUYHBIC CErMEHTHI.

17. Busyanu3zanmsi JAaHHbIX — TPOLIECC MPEACTABICHUS JaHHBIX C MOMOIIBIO
rpaMKOB UM TUarpamm.

18. I'pa¢ukm U aMarpaMMbl — HMHCTPYMEHTHI JAJs BU3YyaJlM3allud JaHHBIX,
TaKWe Kak JIMHEHbIe rpaduKy, CTOI0UaThIe THarpaMMBbl, KPYTOBbIE THATrPAMMBI.

19. HTepakTUBHBbIC NAaHEJIH — UWHCTPYMEHTHl BHM3YyalM3allUd JIAHHBIX,
KOTOPBIE MTO3BOJISIIOT TMHAMHYECKH TPEJICTABIIATE JTaHHBIC.

20. I'eorpajguyeckne KapThl —  HHCTPYMEHTHl JJIs  OTOOpa)KeHUs
reorpaguuecKuX JaHHBIX, HATPUMED, TETIJIOBBIE KapTHI.

21. YnpapjieHHe [JaHHBIMM — COBOKYIHOCTb IOJIMUTHK U TpPOLEAYp,
00ecneunBaoNIINX CTPYKTYPY, Ka4eCTBO, O€30MaCHOCTh U JOCTYITHOCTh JAHHBIX.

22. CrTparerusi ynpasjeHUsl AAaHHBIMH — IUIaH M KPUTEPUU YIPaBICHUS
TaHHBIMH, COOTBETCTBYIOIIHE CTPATETUIECKUM IIEJISIM OpTaHU3aIHH.

23. YnpaBjeHHe Ka4eCTBOM JAHHBIX — KOHTPOJIb 32 TOYHOCTBIO, MOJIHOTOM,
[IEJIOCTHOCTBIO U aKTYaJIbHOCTHIO JaHHBIX.

24. XpaHeHue JaHHBIX — HCIOJb30BAHUE CUCTEM XPAHEHUS JAHHBIX, TAKHX
Kak 0a3bpl JaHHBIX WIM XPaHWIHINA JaHHBIX, a TakkKe (PU3MUECKUX WM OOJAYHBIX
UHPPACTPYKTYD.

25. Be3onacHocTh JAaHHBIX — 3alIWTa JaHHBIX OT HECAHKIIMOHUPOBAHHOTO
nocTyna, ImM@poBaHUE, CO3JaHHE pPE3EpPBHBIX KOMMA M NpPEJOTBpallleHHe IOoTepu
TaHHBIX.

26. MuTerpanusi JaHHbIX — OOBEIMHEHUE PA3IUYHBIX HCTOYHUKOB JAHHBIX,
aBTOMATH3aIHs OM3HEC-TIPOIIECCOB U OOMEH JAaHHBIMH MEXTy TIPUII0KCHUSIMHU.

27. CranaapTsl XpaHeHHMs] M 3alIMThl JaHHBIX —  COOJIIOJICHHE
HAIlMOHAIBHBIX U MEXKyHApOIHBIX CTaH/IAPTOB yIPABICHNUS TaHHBIMH.
28. Hcnoab30BaHMe AAHHBIX — HCIIOJIb30BaHUE JAHHBIX JUIS YIyYIICHUS

OM3HEC-TIPOIIECCOB U CTPATETHUECKUX PEIICHUN.
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7-TEMA. CeTu ¥ TeJIeKOMMYHUKAIIUN

7.1 KoHeyHble YCTpPOIiCTBA, YCTPOMCTBA Iepeaadyd [JaHHBIX, Cpeaa
nepeaavu AAHHBIX
Koneunsle ycTpoiicTBa — 3TO YCTPOMCTBA, MOJKIOYEHHBIE K CETH, KOTOPBIE
BBITIOJIHAIOT (PYHKIIMK 00pabOTKU, XpaHEeHUs U nepeaaun uadopmaiuu. OHu
BKJIFOYAIOT B CeOs:

o  Kommnrsrorepsl: OCHOBHBIE yCTpOMCTBA 151 0OpaObOTKH JTAHHBIX.

o  CMapTdOoHBI/MIIaHILIETHI: MooOuiibHbIE YCTPOWCTBA,
00ecreynBaronIfe TOCTYI B HHTEPHET.

o  YcrpoiictBa loT (MHTepHeT Bemieit): YMHbIE YCTPOMCTBA, TaKue
KakK JJATYUKH, KAMEPbI U CUCTEMbl YMHOTO JI0OMa.

YcerpoicTBa nepenadyn JaHHBIX — 3TO YCTPOWCTBA JUIS MEpelayu U
MOJTYyYEHHUSI TaHHBIX B ceTH. K HUM OTHOCATCS:

o  Mogem: [IpeoOpazyeT aHanoroBbie U HU(POBBIE CUTHAIBI.

o  Mapmpyruzarop (poytep): BolmonHseT posib MapupyTuzauu
Y HaIlpaBJICHHS JAHHBIX B CETH.

o« Kommyrarop (cButu): OOBEAUHSET TMAaKeThl JaHHBIX B
JIOKQJIbHOU CETH.

Cpena nepefaun JaHHBIX — (PU3MYECKHE WITU JIOTMUECKHE KaHaJbl
nepeaavyu JaHHbIX, BKIKOYAs:

o IlpoBoansie coenunenus: Ethernet-kaGenu, ONTOBOJIOKOHHBIE
kabenu.

o  becnpoBonnsie coequnenus: Wi-Fi, undpakpacusie, Bluetooth.

7.2 Tunsbl cereii. CtexoBbie nporokojsi: TCP/IP, OSI.
Anpecanus IP. IIporoxkoan DHCP
Tune! cereint:

o Jloxanenas cetb (LAN): Cetb, oxBaThIBaromiasi HEOOJBIIYIO
reorpadudecKyro 00JacTh, HanpuUMep, OPUC WIH JIOM.

o TImoGampnast cerbp (WAN): Cerb, He OTrpaHUYCHHAS
reorpadu4eCKMMH paMKaMH, HalpUMeEp, CBSI3b MEXK]Ty CTPaHAMHU.

o«  MerpononbHas cetb (MAN): Cerb, pacmupsomascs Ha
yYpOBHE TOpoja, HO 0oJiee KpyIHasi, YeM JOKaJIbHas CEeTh.

CTtexoBbI€ TPOTOKOJIBI:

. TCP/IP:  MexayHapoaHblii  CTaHJAApT, O0OeCTIeYMBAIOITUI
coBMecTHyr0 paboty cetreBbix (yHkuuit. TCP (Transmission Control
Protocol) obGecneumBaer HajexkHyr mnepenady naHHbix, a I[P (Internet
Protocol) mapuipyTusupyer nakeTbl Mexay MapiipyTU3aTOPAMH.

. OSI: Mogaens, cocrodiiasi U3 7 ypoBHEW, MPEIJIOKEHHAS JId
CTaHJapPTU3AlMU CTPYKTYPbl CETEBOrO B3aUMOJACHCTBUS. YPOBHU MOJIEIHU
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OSI: ®usnueckuii, Kanan nepenaun panusix, Cerb, Tpancnopr, CeaHc,
IIpencrasnenue, [Ipunoxenne.

Anpecaiuss  IP: Kaxxnomy ycTpoiicTBY B CE€TH HpHUCBauBaeTCs
yHUKanbHBIN uaeHTudukatop (IP-ampec). ®opmatet [Pv4 (mampumep,
192.168.0.1) u IPv6 (Hampumep,
2001:0db8:85a3:0000:0000:8a2e:0370:7334).

[Iporokon DHCP (Dynamic Host Configuration Protocol): Ilportoxou,
aBTOMaTU4ecKu mnpucBauBaommii [P-agpeca mMoOAKIIOYEHHBIM K CETU
yCTPONCTBAaM, OpTaHU3Ys ONEPATUBHOE Pa3MeEIlleHNE YCTPOUCTB B CETH.

7.3 JlokaabHble u rJjo0agbHbie cern. IIpoBoanble W
0ecnpoBOHBbIEC TEXHOJIOTUU
Jlokaneubie cetu  (LAN): DOTu  cetw  OXBaThIBalOT  HEOOJBIIUE
reorpaduueckue 00yacTH, Takue Kak OpUC WU JOM, U OOECIEYUBAIOT
BBICOKOCKOPOCTHYIO nepenavy JTAHHBIX.
I'moGaneubie cetm  (WAN): DOTu  ceTd  OXBaThIBalOT  OOJbIIKeE
reorpaduyeckue 00J1aCTH, UCTIONB3Ys PA3IMYHBIE METOJIbI CBSI3U, TAKHE KaK
CIyTHHKOBAs CBSI3b, ONITOBOJIOKOHHBIE Ka0EIH U T. 1.

IIpoBOIHBIE CETEBBIE TEXHOJIOTHH:

o  Ethernet: CranmapT a1 TOAKIIOYEHUS KOMIIBIOTEPOB C
UCIIOJIb30BaHUEM Kabeen.

o  OnToBOoJOKOHHBIE cBs3u: TexHonorus, oOecneynBaronias
BBICOKOCKOPOCTHYIO M€peladyy JaHHbIX M YJIYYIIEHHYI) MPOMYCKHYIO
CIIOCOOHOCTb.

becnipoBoHbBIE CETEBBIE TEXHOJIOTHU:

. Wi-Fi: Crangapt g OecnpOBOAHBIX JIOKAJIBHBIX —CETEH,
00€ecreynBaroIMi TOCTYIl B UHTEPHET 0€3 TPOBOIOB.

o Bluetooth: HWcmomp3yercst st mepenavyd JaHHBIX — MEKIY
YCTPOMCTBAMH HA KOPOTKUX PACCTOSHUSAX.

7.4 TexHosoruu noaxk/Jaww4enust K Uarepuery

o Dial-up: IoakmroueHne yepe3 aHAJIOrOBYIO TeIe(POHHYIO CETh
(MeneHHoe, ceiiyac peJiko UCIOJIb3yeTCs).

« DSL (Digital Subscriber Line): [logkmioueHne K HHTEPHETY
yepes3 TeaePOHHYIO JIMHUIO C BBICOKON CKOPOCTBIO.

o KaOGenpnsiii wunTepHeT: IlpemocTtaBieHue WHTEpHETAa depes
TEJICBU3UOHHBIE KaOeH.

o  ONTOBOJOKOHHBIA WHTEPHET: BBICOKOCKOPOCTHOM HHTEPHET
Yyepe3 ONTOBOJIOKOHHBIE KaOemH.

. becnipoBoaHoe moakmoueHue: Wi-Fi, moounbabie cetn 4G/5G.

7.5 TejleKOMMYHHKAUOHHBbIE TEXHOJIOTMH
TenexkoMMyHHKAIIMOHHBIE TEXHOJIOTMH — 3TO METOJIbI M CPEJICTBA NEepeaaun
uH(popmaluu Ha paccTossHuU. OHU BKIIIOYAIOT B CeOsI:

o Cern nmepemaun pgaHHbIX: WHTepHeT, TenedoOHHbIE CETH,
CITyTHUKOBAsI CBSI3b.
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o  OcHoBuble npotokonsl: Hampumep, SIP (Session Initiation
Protocol) aJ1st ro;10cOBOIA CBSI3H.

o CereBble TexHomoruu: Tenedon, ¢akc, >IEKTpOHHAs MOUTA,
SMS, VolIP (Voice over Internet Protocol).

o  HMudopmammonnas 6e3onmacHOCTb: MeToAbl 3alUThl JAHHBIX,
Hanpumep, mudposanue, VPN (Virtual Private Network).

3akioueHue
Cet U TEIEKOMMYHHUKAIIMOHHBIE TEXHOJIOTMM WIPalOT BaXXHYIO pPOJb B
oOMeHne mHbopMaluen, nepenaye JaHHBIX U CBs3U. [loHMMaHuEe WX THUIIOB,
IPOTOKOJIOB U 00JlacTeld MPUMEHEHHUs MOMOTaeT chOpMHpPOBATH OCHOBBI
COBPEMEHHBIX KOMMYHHUKAITHOHHBIX UHPPACTPYKTYD. Koneunsie
YCTpOMCTBA M TEXHOJOTMM Tepelaydl JaHHBIX HEOOXOAMMBI ISt
3¢ pexTuBHON paOOTHI MPEANPUATHIA U OpraHU3aI|i.

KoHTpoJibHbIE BONPOCHI:

1. Kakwue ycTpoiicTBa OTHOCSTCSI K KOHEUHBIM YCTpOUCTBaM?

2. Kakue ocHOBHBIC (YHKIIMH BBHITOJIHSIOT YCTPOMCTBa Mepenadyu
JTAHHBIX ?

3. B yem ornmuue npoBoaHON M OecpOBOAHOM Cpeabl Mepenadyu
JTAHHBIX?
4. Yem otnuyatorcs nokanbHas ceTb (LAN) u rnoGanbHas ceTh
(WAN)?

5. Kakue ¢pynkuuu BoinonsseT moaeins TCP/IP?

6. Jlna uero nHyxen mnporokon DHCP, u kakue ero ocCHOBHBIC
byHkunn?

7. Yro takoe trexHonorus Ethernet?

8. B dem mpenmyIecTBa ONTOBOJIOKOHHOTO HHTEPHETA?

9. Kak pabotaer Texnomnorust VolP?

10. Kakue METO/IbI UCIIOJIb3YIOTCS TUTSt oOecrieyeHus
MH(}pOpMaIMOHHOM 0€301acHOCTH?

JlabGopaTopHblie padoThI:
Coznanue npoctoit ceTeBoit KoHpurypaimu. Aapecanus [P. MoruTopunr
cetu. Anamm3 tpaduka. Mcnonb3oBanue cHud GepoB A aHaIM3a CETEBBIX
MaKETOB.

Tembl caMocTOSATEILHOM PadOThI CTYIEHTOB:
CpaBHUTENBHBIN aHAIN3 AHTUBUPYCHOTO 000PYI0OBAHUS JUTSI 3AIUTHI
uHpopmaruu. Jtarn 1.

I'moccapuii mo reme:

1. Koneunsle ycTpoiicTBa: VYCTpPOHCTBa, NOJKIIOYEHHBIE K CETH U
BBITIOJTHSIIONTME QYHKIIUA 0OpaOOTKU, XpaHEHHsI M mepenadu uHbopMaruu (HarmpuMmep,
KOMIIBIOTEPHI, cMapTdousl, ycrpoiictsa loT).

2. YcTpolcTBa mepenayd JaHHBIX: YCTPOMCTBA Ul TIEpeladyd U MOJTyYEHUS
JaHHBIX B CETU (HAPUMEP, MOJIEMBI, MaPIIPYTU3aTOPHI, KOMMYTATOPHI).
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3. Cpena nepenaun nanHbix: Kanassl ans nepenayn JaHHbBIX, Kak Qusnyeckue,
TaK U JOru4eckue (Hampumep, MpoBOHbIE U OECIIPOBOAHBIC COSTUHEHHS).

4. JlokanbHas cerb (LAN): Cerp 1 CBS3UM YCTPOWCTB B OIpPaHUYEHHOM
reorpaduyeckoi obmactu (Hanpumep, ohrcC UK I0M).

5. T'moGanpnas cetb (WAN): CeTb, 0XBaThIBatoIIasi O0JbIINE reorpapuuecKue
obJacTu (HanmpuMep, CBSI3U MEXKITY CTPAHAMM ).

6. Merpononbaas cetb  (MAN): CeTh, OXBaThIBaWOIas TOPOJICKYIO
TEeppUTOPHIO, OOJIee KpyITHasi, YeM JIOKaIbHasl CETh.

7. CrexoBble MPOTOKONBI: ['pynmbl MTPOTOKOJNOB Uil OpPraHU3aluu |
cTaHAapTU3auu ceTeBbIX GpyHkiui (Hanpumep, TCP/IP, OSI).

8. TCP/IP: MexnyHapoAHblii cTaHIapT, KOTOPBIA OOecreYnBaeT Iepenavy
nanHbIX ¢ momortipio TCP (Transmission Control Protocol) u mapriipyTr3anuio makeTos ¢
nomoipio IP (Internet Protocol).

9. OSI (Open Systems Interconnection): Monenb, cocTosmas U3 7 ypoBHEM
JUId  CTaHaapTu3auuu cereBoro B3aumojeicTBus (Pusunueckuii, Kanan mnepenauu
nanubix, Cetb, Tpancnopt, Ceanc, [Ipencrasnenue, [Ipunoxenue).

10. Anpecanus IP: Ilpouecc mpucBoeHus: yHHKanbHOTO HaeHTHduKatopa (IP-
ajzipeca) KaXJI0My ycTpoiicTBy B cetu; hopmatsl [Pv4 u [Pv6.

11. DHCP (Dynamic Host Configuration Protocol): [IpoTokomn, aBTOMaTHYECKH
HasHavaromui [P-agpeca moaKIIF0OYEeHHBIM YCTPOUCTBAM B CETH.

12. Ethernet: Ctanmapt ais HOJKITIOUEHHUS KOMITBIOTEPOB C HCIOJIB30BAHHUEM
kaberneil.

13. OnrToBoNOKOHHBIE CBSI3U: TEXHOJOTHS IS Tepefady NaHHBIX C BBICOKOM
CKOPOCTBIO U HU3KHUMHU MOTEPSIMH.

14. Wi-Fi: Ctanaapt aisi GeCripOBOIHBIX JIOKAJIBHBIX CETEH.

15. Bluetooth: TexHomorusi misi mepeqadyd JaHHBIX MEXIY YCTpPOHCTBAMHU Ha
KOPOTKHX PACCTOSHUSIX.

16. Dial-up: Meron NOAKIIOYEHHsT Yepe3 AaHAIOTOBYIO TEIC(OHHYIO CETb,
ceryac peKko UCIOJIb3YeTCs.

17. DSL: TexHonorus Aias MOJKIOYEHUS K HHTEPHETY depe3 TenedOHHbIE
JINHUU C BBICOKOW CKOPOCTBIO.

18. KabGenbHblit uHTEpHET: IHTEpHET, NpeoCcTaBIsieMblil uepe3 TeleBU3HOHHbIE
Ka0enu.

19. OnToBOJOKOHHBIH  HMHTEpHET: BBICOKOCKOPOCTHOM  HHTEpHET  4epes3
OINITOBOJIOKOHHBIE KaOEeJH.

20. becnpoBogHOoe moxakmoucHue: [logkirodueHue K WHTepHETY uepe3 Wi-Fi,
MoOumnbHbIe ceTn 4G/5G.

21. TenekOMMYHHMKAallMOHHBIE TEXHOJIOTUH: MeToasl M CpeiCcTBa Nepenadu
nH(pOpMalUY Ha pacCcTOssHUE (HampuMep, TeleQOoHHbIE CeTH, CITyTHUKOBAs CBI3b, VOIP).

22. SIP (Session Initiation Protocol): IIpoTokon mans TroIOCOBOI CBS3H,
WCTIOJB3YETCS IS YIIPABJICHUS CECCUSIMH.

23. Ceru nepenaun naHHbIx: CeTH, Takue Kak MHTEPHET W Tele(OHHbIE CeTH,
WCTIOJIb3yeMbIe /IS TTepeiaun HHPOPMAaIIHH.

24. NndopmanronHas 6e30macHOCTh: MeToabl 3allMThl JAaHHBIX, HaIpuMmep,
mdposanue, TexHosoruu VPN (Virtual Private Network).

8-TEMA. KuGep0e3onacHocTb.
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8.1 ¥Yrpo3sl uH(pOpMaMOHHOH 0e30MACHOCTH U MX KJIaccHpuKaums.
KubepOe3omnacHocTHas UHIYCTPUS
VYrpo3sl HHQOpPMAIMOHHOW 0€30MacHOCTH — 3TO YrPoO3bl, KOTOPHIE
OPENsATCTBYIOT 3aluTe NHGOPMAIINK, BKIIOYAs:

o  dMusuyeckue yrpo3bl: IpUPOJHbIE KaTacTpo(bl (HABOIHEHUS,
MOKaphl, 3eMJICTPSICEHHUSI ), yTpaTa WIH MOBPEKIACHUE YCTPOUCTB.

o Texuonoruvyeckue yrpo3pl: cOoOM B anmapatHoM U
IPOrpaMMHOM OOECIIEYeHUH, COOU B CETH.

o« YenoBeueckuii ¢akTop: OmMUOKKM COTPYJAHUKOB, yTpaTa
nH(popmanuu yepe3 oomaH (social engineering).

o  BpenonocHble aeiicTBUA: XaKEpCKHUE aTaKh, BUPYCHI, TPOSHEI,
YEPBU, (UIIMHT.
KubepOe3onacHocTHAs UHIYCTPUSI — 3TO 00JIaCTh, KOTOpask MPEAOCTABISAET
YCIYTHd W TPOAYKTHI JJii OOecreueHus 0e30MacHOCTH WH()OPMAIMOHHBIX
CUCTEM U JAHHBIX. OJTa HMHAYCTpHUS paboTaeT B O0JACTH yHpaBICHUS
KHOepyrpo3amMu, 3aluThl HHOPMAIUH, YIIPABICHUS KHOCPUHIIMICHTAMH H
3aIUThI KIIMEHTOB OT KUOEPYTpo3.

8.2 KwuOeplOe3omacHOCTP ¥  yNpaBJIeHHEe  HHTEPHETOM.

BpenonocHsie MIPOTPaMMBI
KubepbezonacHocTh — 3TO Hay4yHas W  TEXHUYECKas 00J1acTh,
oOecrieunBaromias 0€30MacHOCTh MH(POPMAIMOHHBIX CHCTEM M JIaHHBIX.
VYmpaBieHue UHTEPHETOM — 3TO oOecredueHre Oe30MacHOCTH WHTEPHET-
PECYPCOB, CO3JJTaHNE CTAHAPTOB CETEBBIX MPOTOKOJIOB U Pa3paboTKa Mep Mo
3aIUTe oT XaKEePCKUX aTax.

BpenonocHsie nporpamMmmbl (malware) — 3To mporpamMmbl, KOTOPbI€ HAHOCSIT
yiep6 HHPOPMAIIMOHHBIM CUCTEMaM HJTM MBITAIOTCS KOHTPOJIUpoBaTh nx. K
HUM OTHOCSTCS:

o  Bupycshl: mporpaMMbl, KOTOpPBIE 3apa)karoT APYTHe MPOTrPaMMBbI
Y HapyIIaloT uX pabory.

o Tposin: mporpaMMbl, KOTOpBIE CKPBIBAIOT CBOIO CTPYKTYpPY H
MO3BOJISIIOT MOJTYYUTh HECAHKIIMOHUPOBAHHBIN JTOCTYIT K CUCTEME.

o  YepBu: BpEIOHOCHBIE IPOrPAMMBbI, KOTOPHIE CAMOCTOSITEIIbHO
pacupoCTpaHsOTCS.

o PyrkuThl:  TporpaMmpl,  KOTOpPBIE  CKPBIBAIOTCS  OT
aIMUHUCTpPATOPA U POHUKAIOT B CUCTEMY Ha 0oJiee TIIyOOKHil YPOBEHb.

8.3 Mepbl u cpeacrBa 3amurTbl MHGopmanuu. CTaHIApThl U
crienugpuKauu B oOJylactu uH(OpMaIIMOHHOM 0€30I1aCHOCTH
Mepsl 3amuTh HTHGOPMAIIHH:

o dusuyeckas 3amMTA: 3al0MTa JaTa-LIEHTPOB, CHUCTEMBbI
KOHTPOJISL JOCTYyIA.

o TexHonoruveckume Mepbl: AHTUBUPYCHBIE  IMPOTPAMMBI,
OpanaMayspsbl, mUppPOBAHUE.
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o IIpouenypHsbie MepBbl: MOJINTUKU nH(OPMAITMOHHON
0e3omacHOCTH, 00yUEHUE COTPYTHUKOB, TPEHUHTH.
e KoHTpPoJIb M MOHUTOPHHI: UHCTPYMEHTBI MOHUTOPHUHTA CETH,

MIPOBE/ICHHE ayJIUTOB.
CrangapTsl U crielupuKaluy B 001acTi HHPOPMAITMOHHON 0€301TacHOCTH:
. ISO 27001: crammapt iIs  CHUCTEM  YIIPaBIICHHS

nH(pOpMaIIMOHHOM 0€30MaCHOCTHIO.

« NIST (National Institute of Standards and Technology):
pa3paboTKa CTaHIApTOB W  pPEKOMEHAAIMK 1Mo  HUHPOPMAIMOHHOM
0€30MacHOCTH.

. PCI DSS: cramgaptel Oe3omacHOCTH g 0OpabOTKH
MIJIATEKHBIX KapT.

8.4 3akonomareabcTBo PecnyOumku Ka3zaxcran B oOuactu
HH(POPMALTMOHHOM 0e30macHOCTH
3akoHonatenscTBO PecnyOnmuku Kaszaxcran B o0nactu MHGOPMaMOHHON
0€30IaCHOCTH BKJIIOYAET:

e 3axon "O 3amure uHpopmamumu': 3ammrTa 0€30MaCHOCTH
uHdopmaluy, 3amura HWHPOPMAIMOHHBIX CUCTEM, MPEAOTBpAICHUE
KuOepaTax.

o« 3axkon "O kubepode3omacHocTu'": (QopMUpPOBaHHE CHUCTEMBI
K1OepOe30macHOCTH, yIpaBiieHHe HHPOPMAITMOHHBIMH YTPO3aMH.

« TocymapcrBeHHbIE NMPOrpaMmbl no o0ecre4eHn 10
HHGPOPMALIMOHHON 0e30MACHOCTH: ONPEACIICHUE CTPATErMYECKHUX LIeJIe U
3a/1a4 B 00JaCTH HHPOPMAITMOHHON O€30MaCHOCTH.

8.5 DuexkrponHas uudpposas noanuch. Iudposanue
JuaexTponHas uudposas noanuch (ILII) — 310 KkpunTorpaduueckoe
CpPEICTBO, KOTOpoe OO€ecleuynMBaeT 3aKOHHOCTb, MOJJIMHHOCTb U
HEU3MEHHOCTb JIEKTPOHHBIX JOKYMEHTOB. OcHOBHBIE npuHIMITEI DLII:

. NaenTudurkanms: No3BOJISIET Y3HATh BJIAIENbIA TOJIHUCH.

o IoaIMHHOCTB: MOATBEPKIAET aBTOPCTBO IOKYMEHTA.

e 3ammTa  COAEPKUMOrO:  00ecreunBacT  HEU3MEHHOCTH
COJICpKaHUS JOKYMEHTA.
IMudgpoBanne — »5T0 mporecc mpeoOpa3oBaHus JaHHBIX B (Qopmar,
KOTOPBI HEBO3MOXHO MPOYHUTATH 0€3 COOTBETCTBYIOUIETO KIIIOYA, C IEIBIO
3allIUThl JAHHBIX OT HECAHKIMOHUPOBAHHOrO nocTyna. OCHOBHbBIE BHJIbI
G poBaHUS:

o« CummerpuuyHoe mudpoBaHUe: UCIOIHL30BaHNE OHOTO KITHOYa
JUTISl KOJUPOBAHUS U IEKOJUPOBAHUS JAHHBIX.

o« AcuMMeTpUYHOE HIU(POBAHHE: NCIIOJIB30BAHUE JIBYX KIIFOUYEH
(OTKpBITOTO M 3aKPBITOIrO) JUISl 3alUTHI JAaHHBIX U ayTEeHTU(DUKALIUH.

3akioueHue
KubepbezonacHOCTh — 3TO OCHOBHasi 00JacTh g obOecrneueHus
0e3omacHOCTH MH(POPMAIMOHHBIX CHCTEM W JIAaHHBIX B COBPEMEHHOM MHUPE.
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[Torumanre WHPOPMAIMOHHBIX YTPO3, CPEICTB 3alUTHI, CTAHAAPTOB U
3aKOHOJATEIbHBIX TPEOOBAHMI, a TAKXKE COBPEMEHHBIX TPEHIIOB B 00JACTH
KnOepOe30MmacHOCTH  MOMOTaeT  YKPEemuTh  3alluTy  HWH(OpMAINU.
DnexkTpoHHas MUGPOBas MOAMUCH M METOABI MMGPOBAHUSI UTPAIOT BAKHYIO
POJIb B MOBBIIICHUH HAJIEKHOCTH HH(POPMALIMOHHBIX CUCTEM.

KoHTpoJsibHBIE BONIPOCHI:

1. Kakue yrpo3sl CyHIeCTBYIOT B 00JacTd HWH(DOpMAIMOHHON
6e3onmacHoCTH?

2. [Ins gero HeoOxoauma KuOepOe30MacHOCTHAS UHAYCTPUS U KaKue
YCIIyTH OHa MIPEeI0CTaBIsET?

3. KakoBa cBs3p Mexay KuOepOe30MmacHOCThIO M YIPaBICHUEM
WHTEPHETOM?

4, Kakue BUABI BPEJOHOCHBIX MPOTPAMM CYIIECTBYIOT M B 4eM HX
0COOEHHOCTH?

5. Kakue ¢usnueckue Mepsl 3aiUThl THPOPMALIMHA IPUMEHSFOTCS?

6. s wero Hyxen cranaapt [SO 270017

7. KakoBbl OCHOBHBIC 1€ 3aKOHa O KuUOepOE30MacHOCTH B
Kazaxcrane?

8. [lnst wero ucnonb3yercs neKTpoHHas nudporas nmoanuck (D1II1)?

9. lnst dero ucmnoiib3yercs MmMudpOBaHUE, U KAKUE €ro OCHOBHBIC
BUBI?

10. Hackonbko BaKHO O0y4YeHHE COTPYAHHKOB i oOecreueHus
nH(GOPMAITMOHHON 0€30TTaCHOCTH?

JlaGopaTopHblie TeMbI:
Hcrnonp3oBaHue anmapaTHBIX U TPOTPAMMHBIX CPEJICTB ISl TeHEpaIuu
kimoueid. [Ipumenenue DI u mmdpoBanus npu oOMeHe cOOOUIEHUSMU T10
aNeKTpoHHOM nouTe. HacTpoiika nmporpaMMHOTO 3jeMeHTa OpanaMayspa
(Firewall) nyis MmonuTOopuHra u punbTpanuu ceteBoro Tpaduka. Padora ¢
pPa3TUYHBIMKA AaHTUBUPYCHBIMH TIPOTPAMMAaMH.

Tembl caMOCTOATEIbHBIX PA0OT:
CpaBHUTENBHBIN aHAIN3 AHTUBUPYCHBIX MPOTPAMM B 00JIACTH 3aIIUTHI
uHpopmaruu. 2-i JTar.

I'moccapuii mo reme:

1. ¥Yrpo3sl nH(popMauHOHHON 0e30MACHOCTH — YIPO3bl, MPEMATCTBYIONIINE
3amuTe nHPOpMaIuu, BKIF0OYas GU3NIECKUE, TEXHOJIOTHIECKUE, YEIIOBEUECKHI (hakTop 1
BpPEIOHOCHBIE JEHUCTBUS.

2. dusuveckue yrpo3sl — MPUPOIHBIC KaTacTpodsl WIN
yTpaTa/moBpexXIeHHE YCTPOHCTB.

3. TexHosoruveckue yrpo3pl — cOOM B amnmapaTHOM W TIPOTPAMMHOM
obecreyeHnu.

4. YenoBeueckuid ¢akTop — OmMHUOKK COTPYAHUKOB WK TOTEPS
uHpopmanuu yepe3 ooman (social engineering).

5. BpenoHocHble JelCTBHSI — XaKepCKUE aTaKH, BUPYChI, TPOSHBI, YEPBH,
¢bummHr.
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6. KubGepOe3omacHocTHasi HMHAYCTPUSI — OTPacCib, MPEAOCTABIAIONIASL
yCIyTd W TOPOAYKTHI JJsi oOecriedyeHuss 0e30MacHOCTH HH(POPMAIIMOHHBIX CHUCTEM U
JTAHHBIX.

7. Kubepbe3onmacHocth — o0Onacth, oOecrneunBaromas 0€30MacHOCTh
MH()OPMALIMOHHBIX CUCTEM W JJAHHBIX.
8. ¥YmnpaBjeHue HHTEPHETOM — oOeccrieueHHe OE30IaCHOCTH HWHTEPHET-

pecypcoB U pa3paboTKa CTaHAAPTOB CETEBBIX MPOTOKOJIOB.
9. Bpenonocublie nmporpammsbl (malware) — nporpamMmbl, KOTOpPbIe HAHOCAT
yiep0 nHGOPMAIMOHHBIM CUCTEMAaM WJIH MBITAIOTCS UX KOHTPOJIUPOBATH.

10. Bupycbl — mporpaMmbl, KOTOpBIE 3apakalOT JApPYTHe NpPOrpaMMbl H
HapYyIIAIT UX padoTy.

11. TpossH — mporpaMMsbl, CKPHIBAIOIIME CBOIO CTPYKTYpPY M IIO3BOJISIOIIUE
HECAHKIIMOHUPOBAHHBIN JTOCTYI K CHCTEME.

12. YepBb — BpEAOHOCHBIE NPOTPAaMMBbI, KOTOpBIE PaCIPOCTPAHSIOTCS
CaMOCTOSITEITHO.

13. PyTkuT — mporpamMMbl, KOTOpPBIE CKPBIBAIOTCS OT aJMHHHCTpATOpa |
MPOHUKAIOT B CUCTEMY.

14. Mepbl 3ammTbl HHPOpPMAUMH — (PU3NUYECKHE, TEXHOJOTUYECKHE,
MpoIelypHbIE © MOHUTOPHUHTOBBIE MEPHI.

15. dusuyeckasi 3amMTa — 3alIMTa JaTa-IEHTPOB M CHUCTEMBI KOHTPOJISA
JOCTyIA.

16. TexHoJiorm4yecKHe Mepbl — aHTHBHUPYCHBIE NPOTPaMMBbI, OpaHIMAaydpBbI,
I poBaHue.

17. IlpouenypHble Mepbl — TOJUTUKM HH(POPMAIMOHHON O€30MacHOCTH,
oOyueHue COTpYIHHUKOB.

18. KoHTpPo/Ib U MOHMTOPMHI — HHCTPYMEHTHI JJSi MOHUTOPHUHIA CETU U

HpOBCI[GHI/Iﬂ aYJII/ITOB.
19. Cranpaprsl undopmannonnoi 6ezonacioctu — ISO 27001, NIST, PCI

DSS.

20. 3akoHozaTeJbCTBO B o00JacTH WHGPOPMANMOHHONH 0€30laCHOCTH B
Ka3zaxcrane — 3akon "O 3ammre unpopmarnuu", 3akon "O xkubepbde3omacHocTH",
rOCyJJapCTBEHHbIE TPOrPaMMBbI.

21. Daextponnasi uudposas mnoamuchk (DLII) — xpunrorpaduueckoe
CPEICTBO IJisi 00eCHeUYeHHUs] 3aKOHHOCTH, TOJUIMHHOCTH U HEM3MEHHOCTH SJIEKTPOHHBIX
JIOKYMEHTOB.

22. IlludpoBanue — mporecc NpeoOpa3oBaHUsl NAHHBIX ISl 3alIUTHI OT
HECAHKIIMOHUPOBAHHOIO JJOCTYIA.

23. CumMmeTpu4HOe mMM(PPOBAHME — HCIOJIB30BAHWE OJHOTO KIIOYa ISt
KOJMPOBaHUS U IEKOJUPOBAHUS TaHHBIX.

24. AcumMMmeTpuYHoe MH(POBaAHMEe — WCIOJIb30BAHUE JBYX KIIOUEH s

3alUThl U ayTeHTU(UKALNH.

9-TEMA. UHTepHeT-TEeXHOJIOTHH.

9.1 OcHoBHbIe NOHSITUA HHTEPHETA. YHUBEPCAIbHBIN HACHTU(PUKATOP
pecypca (URI), ero HAa3HAYEHUE 151 COCTaBHbIE 4acTu
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HNHTepHeT — 3TO 00LIMpHAs CETh, KOTOPAsl COEAUHSAET KOMIBIOTEPHI U CETH
1o BceMy MHUpYy. OCHOBHBIE MOHATUS HHTEPHETA BKIIOYAIOT CIAEAYIOIINE:

. IP-anpec: YHHKanbHBIA HACHTH(PUKATOP KaKIOLO CETEBOIO
YCTpOKCTBA. DTO KOMOMHALMA Yucel U Touek (Hanpumep, 192.168.0.1).

o Jlomennbie umeHa: YenoBedueckuid yuTabeabHbIM BapuaHT IP-
aapeca (Harmpumep, WWw.example.com).

« HTTP (Hypertext ~ Transfer  Protocol): [TpoTokou,
obecnieunBaonMii  oOMeH wuHboOpMaIed MexXIy BeO-Opay3epamMu U
CEpBEpPaMH.

VYuuBepcanpubiii  uaentuduxkatop pecypca (URI) — »a3t0 cranpapr,
MCIIONIBb3yEeMbIN i uaeHTuguKauuu pecypcoB B nuHtepHere. URI Bkirouaer
JIBa OCHOBHBIX THIA:

1. URL (Uniform Resource Locator): VYka3bIBaeT
MECTOIIOJIOKEeHHE pecypca (Hanpumep, http://www.example.com).

2. URN (Uniform  Resource Name): YHUKaITBHBIN
UIeHTU(UKATOp pecypca, HO HE YKa3blBAIOMIMK €ro  (Qu3nyeckoe
MECTONOJIOKEHHE.

Cocrasubie yactu URI:

o Ilpotoxos: Crocob mocryna K pecypcy (Hampumep, http, https,

ftp).

. Xoct: Jlomennoe nmst wim [P-agpec cepsepa.

o Ilopr (Mapmpyrmzanus): OTHOCHTCS K CETEBBIM YycCIyram
(o6bryHO 80 — st HTTP, 443 — st HTTPS).

o Ilyth: @usnueckoe MECTOMOJIOKEHUE pecypca (Hampumep,
(aiin B 6a3e JaHHBIX).

o Ilapamerper  3ampoca:  [onosHuTtenbHass  uUH(poOpMarus,
OTHOCsIIasics K pecypey (Hampumep, ?key=value).

9.2 Cayxk06a DNS. Beo6-rexnosorun: HTTP, DHTML, CSS u
JavaScript
DNS (Domain Name System) — »st1o ciyx0a, KOTOpas mpeoOpasyer
noMeHHble mMeHa B IP-aapeca. Knuent DNS cBsi3bIBaeTCs C CEpBEpOM,
OTMPABIIACT 3aMpoC, U CEpBEp MpeodpasyeT JAOMEHHOe uMs (Hampumep,
www.example.com) B IP-aapec (nanpumep, 192.168.1.1). Ctpykrypa DNS
vepapxuyvHa: JOMEHbI, TOAJOMEHbI U PA3JIUYHbIE MOIMYJISIPHBIE pACIIUPEHUS
(Hammpumep, .com, .org, .net).
Be6-rexnomoruu:

« HTTP (Hypertext  Transfer  Protocol): [Tporokos,
UCIIOJIb3YEMBbIN 11 0OMEHa JaHHBIMU MEX]y BeO-cepBepaMu U KIMEHTaMHU
(6payzepamu). HTTP mno3Boiser KIMEHTY TNOJy4aTh BEO-CTpaHUIIBI C
cepBepa. HTTPS — »t0 3ammudpoBannas Bepcus HTTP, ucnonb3yercs s
0e30macHbIX COeTMHEHUM.

« DHTML (Dynamic HTML): KombOunamus HTML, CSS wu
JavaScript, mo3Bossitonas co3gaBaTh WHTEPAKTUBHBIE M TUHAMHYHEIE BEO-
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crpanuubl. DHTML nomoraer peanu3oBbIBaTh AHUMALHIO, W3MEHEHUE
CTWJIEH CTPaHULbI U IEPEMEILIEHUE AIEMEHTOB.

o« CSS (Cascading Style Sheets): S3bIk cTHIIEH, HUCIIOIB3YEMBIH
g 3agannsa BHemHero sunga HTML-snemenToB. C momonisio CSS MOXHO
HACTPOUTh BHEIIHWM BHUJ BeO-CTpaHMI], HMX pPACIOJIO)KEHHE, IIBE€Ta U
PUQTHI.

o JavaScript: SI3bIk nporpaMMHUpOBaHUs, HEOOXOAMMBIA JUIS
CO3JJaHUsl MHTEPAKTUBHBIX BeO-cTpaHull. JavaScript BBINOIHSAETCS Ha
KJIMEHTCKOW CTOPOHE W HCIONBb3YeTCS Il aHUMAIlMM, B3aUMOJICUCTBUS C
M0JIb30BaTeNIeM, MPOBEPKHU (HopM U BbinoTHEHUS AJAX-3anpocoB.

9.3 JaexkTponnas noura. opmar coobiienuit, nporokoasl SMTP,
POP3, IMAP
DnektponHas mouta (e-mail) — 310 ciayx0a oOMEHa COOOIICHHSIMH B
ANIEKTPOHHOM BHJIE. B crucTteMe 31eKTpOHHOU MOYThI COOOIIEHUE COCTOUT U3
TEKCTa, TEMbI U aJIPECOB OTIIPaBUTENS U noaydaresns. Dopmart cooOmeHus:

« HEADER: HHdopManuoHHass 4acTb COOOILIEHHS, BKJIHOYAET
CJIEIYIOLIUE AIIEMEHTBHI:

o  From: Anpec otmpaBuTens cooOEeHusI.

o  To: Axgpec nomyuaTens COOOIICHUS.

o  Subject: Kparkas Tema nucbma.

o  Date: Bpems orripaBku cOOOIIEHHMS.

« BODY: OcHoBHOM TEKCT COOOILIEHUSI.
SMTP (Simple Mail Transfer Protocol): Ilporoxonm mns oTHnpaBku
anekTpoHHbiX nuceM. Cepepbl SMTP oGecneunBarOT OTHpPaBKYy U MpPUEM
COOOIIEHUI. DTOT MPOTOKOJI MCHOJIB3YETCS JUIsl OTHPABKU AIIEKTPOHHOMN
TOYTHI.

POP3 (Post Office Protocol version 3): [IpoTokon st moJydeHHs MOYTHI C
cepBepa Ha kiaueHT. POP3 mo4ToBBIE KIMEHTHI CKaUMBAIOT COOOIICHUS C
CepBepa U COXPAHSIOT UX HA JOKAIbHOM ycTpoicTBe. OOBIUHO MOCIE 3TOTO
COOOILIEHUS YIATAOTCS C cepsepa.
IMAP (Internet Message Access Protocol): B ornmuuue or POP3, IMAP
MO3BOJIAET XPaHUTh COOOILEHHUSI HA CEpBEpE M UCIOJIb30BaTh UX C Pa3HbIX
yctporictB. C momomipto IMAP monb3oBaTens paboTtaer ¢ MUCbMaMu Ha
cepBepe, KOTOPBIN CIYKUT TOIBKO MECTOM JJIS XPAHSHUST COOOIIICHHM.

3akiroueHue

HHTEepHET-TEXHOJIOTUH SIBJISIIOTCS OCHOBOM COBPEMEHHOTO LIM(PPOBOTO MHpA.
VYuuepcanbubie uaeHTuGukatopsl pecypcoB (URI) mo3BosisioT HaxoauThb
pecypcel B HUHTEepHeTe, a ciayx06a DNS obecneunBaer mpeoOpasoBaHue
TOMEHHBIX UMeH B IP-anpeca, monnepxxuBas PyHKIIMOHAIBHOCT ceTH. Beb-
TEXHOJIOTUA W TPOTOKOJIBI DJIEKTPOHHOM MOYTHI COCTABIISIIOT OCHOBY JJIsi
ANIEKTPOHHBIX KOMMYHHUKaAIMK. Xopollee MOHUMAHUE HTHX TEXHOJOTUN
no3BossieT A(PPEKTUBHO OOMEHMBATHCS NAHHBIMU M TOJY4aTh JOCTYIN K
uH(bOpMaInu.
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KoHTpoJsbHbIE BONIPOCHI:
KakoBa ocnoBnas ¢pyukuusa [P-anpeca?
KakoBa pons ciry:x061 DNS?
B uem paznuna mexay URI u URL?
KakoBo ocHoBHOe paznuuue mexay HTTP u HTTPS?
Kak CSS uzmensier ctuib BeO-CTpaHUIIbI?
Uto Takoe DHTML u 17151 yero oH ucnosb3yeTcs?
JIns yero ucnomnbszyercs npotokoa SMTP?
B 1yeM ocHOBHBIE paznuuns Mexay nporokosiamu POP3 u IMAP?
Kakyto pons JavaScript urpaer na Be6-ctpanuiax?

10 Kakne oOCHOBHBIE »3JIEMEHTBHI MPUCYTCTBYIOT B CTPYKTypE
COOOUIEHUS JIEKTPOHHOM MOYTHI?

JlaGoparopHbie padoThbI:
[Tonyuenue nanHbIX ¢ cepBepa. [IpoekTrpoBanue rpaguiyeckoro
uHTepdeiica 1 BeO-npunoxennid. Coznanue ctuneil. Padora ¢ cucremamu
yIpaBiieHUs] KOHTEHTOM 18 cailToB Ha WordPress u Joomla. Coznanue
JM3aiiHa caiTa ¢ UCnoJib3oBaHueM rpaduueckoro pegakropa Photoshop u
s3pika CSS. Vcnonb3oBaHue 3apaHee co3aaHHON 0a3bl JaHHbIX MySQL miist
paboTHI caiiTa.

CamocrosiTeibHas padoTa CTy/IeHTAa:
[Touck nudopmaiuu B UHTEPHETE, UCTIOIH30BAHUE 00JIAYHBIX CEPBUCOB IS
00pabOTKM M XpaHEHUS JaHHBIX.

OCoNoRWNE

I'moccapuii mo reme:

1. UnTepHer

e Untepuer: OOmmpHas ceTb, KOTOpas COEOUHSET KOMIIBIOTEPHl U CETU IO
BCEMY MHUDY.

2. IP-anpec

o |P-anpec: YHUKaIbHBIN UACHTU(PHUKATOP YCTPOWCTBA B CETH, COCTOSALIMN M3
yucen u Touek (Hanpumep, 192.168.0.1).

3. lomeHHOE MMS

Homennoe wums: Yenoeuecku moHaTHas (opma [P-agpeca (mampumep,

www.example.com).

4. HTTP (Hypertext Transfer Protocol)

e HTTP: IIporokon, obOecrneunBaomuii 0oOMEH JaHHBIMH MEXIy BeO-
Opay3epaMu U cepBepamu.

5. YHuuBepcanbHblil naentugpukarop pecypea (URI)

e URI: Cranmapt nns uaeHTuUKAILMYA PECYPCOB B HHTEPHETE.

o URL (Uniform Resource Locator): Yka3siBaeT MeCTOMOJOXEHHE pecypca
(manpumep, http://www.example.com).

o URN (Uniform Resource Name): YHukansHblii uaeHTUGUKATOp pecypca, He
YKa3bIBaIOLIUH ero pU3n4eckoe MECTOIMOI0KEHHE.

6. CocraBnbie yactu URI

e IIporokon: Merona moctyma k pecypey (Hanpumep, http, https, ftp).

o Xocrt: Jlomennoe umsa uim IP-anpec cepsepa.
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o Ilopt: Ucnonb3yercs nis cereBbix cepBucoB (00b1yHO 80 — miigs HTTP, 443
— nnst HTTPS).

o IlyTh: @u3nuecKoe pacnoyioKEHUE pecypcea.

o [lapamerps! 3anpoca: JlonosHutenbHas nHpoOpMaLusa 0 pecypce (Hampumep,
?key=value).

7. DNS (Domain Name System)

o DNS: Cnyx06a ans npeoOpazoBaHust JOMEHHBIX uMeH B [P-agpeca.

8. DHTML (Dynamic HTML)

e DHTML: KombOmnamms HTML, CSS wu JavaScript mist co3gaHus
JUHAMUYHBIX 1 HHTEPAKTUBHBIX BEO-CTPAHULL.

9. CSS (Cascading Style Sheets)

e CSS: S3pik misa onucanus ctriieir HTML-2i1eMeHTOB U BHENIHETO BUa BeO-
CTPaHMLI.

o JavaScript JavaScript: SI3bIk TPOrpaMMHPOBAHHS, HCIOJIB3yEeMbI IS
CO3JIaHMsI UHTEPAKTUBHBIX JIEMEHTOB Ha BEO-CTpaHUIIAX.

11. DnexrtponHas mouta (e-mail)

o DnektpoHHas nmoura: Cucrema oOMeHa COOOIIEHUSIMH B DIIEKTPOHHOHI Gopme.

12. ®opmar coobmeHus

o HEADER: NudopmanmonHas yacTb MUChbMa, BKIFOYAIOIIAS:
From: Anpec otnpaBuTels.
To: Anpec nosryqares.
Subject: Tema nucbma.
Date: Bpems otnpaBku nuceMa.

e BODY: OcHOBHOli TEKCT MHCHbMA.

13.  SMTP (Simple Mail Transfer Protocol)

e SMTP: IIpoToKOa 17151 OTIPABKYU 3JIEKTPOHHOM MOYTHI.

14. POP3 (Post Office Protocol version 3)

e POP3: IIpoTOKO 1151 MOMY4YEeHMsI DJIEKTPOHHOM MTOUYTHI € CEpBEpa.

15.  IMAP (Internet Message Access Protocol)

o IMAP: Ilporokon asisi paboThl ¢ IMEKTPOHHOM MOUYTON, KOTOPBIM MO3BOJISET
COXpaHsATh ITHChMa Ha CepBepe.

16. HTTPS

o HTTPS: 3ammdpoBannas Bepcus HTTP nns 6e30macHbIX coeTMHEHUI.

o O O O

10-TEMA. O6s1a4yHble 1 MOOMIbHBIE TEXHOJIOTUH

10.1 DHentpsl 00padoTkM JaHHBLIX. TeHIeHUUM Pa3BUTHUSA
COBPEMEHHBIX HHPPACTPYKTYPHBIX pelieHni
[lenTp 00pabOTKM TaHHBIX — 3TO CIECIHAIM3UPOBAHHOE 00OPYIOBAHHE IS
pa3MelieHus, yIpaBleHUsl, XpaHEHUsT W 0O0pabOTKHM HWH(POPMAIIMOHHBIX
cucteM U cepBepoB. OCHOBHas 11€JIb IIEHTPOB 00pabOTKHU JaHHBIX — 3allUTa
JaHHBIX, WX  ObicTpas oOpaboTka W  0Oe30macHoe  XpaHEHHE.
OcCHOBHBIE TEHJCHIIMM DPA3BUTHS COBPEMEHHBIX HH(PPACTPYKTYPHBIX
pELICHUN:

o  ABTOMaTH3amusi: ABTOMaTU3alMs pabOThl IEHTPOB 0OPAOOTKH
JAHHBIX YIIPOIIAET TPOIECCHl W TMO3BOJIAeT 3(P(HEKTUBHO HCIOIH30BAThH

pECypCBhI.
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o JHepro3(pQeKTUBHOCTH: DKOHOMUS SHEPruu, nepepadoTka U
HCIIOJIb30BaHWE BO30OHOBIISIEMBIX HCTOYHHUKOB HOHEPTHH  CTAHOBSITCS
BA)KHBIMU aCIIEKTAMH.

o I'uOpuanbie U MyJabTHOOJAUYHBIE pemieHUsi: Mbl HabmO1aEM
UCIOJIb30BaHUE O0JIAYHBIX PEIICHU B KOMOMHAIMY (YaCTHBIC U IMyOJIMYHbIE
obiaka).

o  Bupryanuszaums: Vcnons3oBaHrue TEXHOJIOTUH BUPTYaTU3aAIUH
st 3((PEKTUBHOTO MCMHOJB30BaHUS CEPBEPHBIX PECYpPCOB, YCUIICHUS
MOIIIHOCTEHN U YIyUIIEHUSI MAaCIITaOUPYEMOCTH.

o Kubepbe3onacHoctb: /{1 moBbIICHUST 0€30IIACHOCTH IIEHTPOB
00pabOTKM  JTaHHBIX  BHEIPSIOTCS  COBPEMEHHBIE  MEpbl  3aIIUTHI,
munppoBaHUE, MOHUTOPUHI U MEXAaHU3MbI pEarupoBaHusl HA UHIUJACHTBHI.

10.2 IIpuHuMnel  001a4YHbIX  BblyHcaeHu. TexHoJsorus
BHPTYaJIM3alMU. Oobs1aunbIC BeO-cepBHCHI
OOsayHple BBIYUCIEHUS — 3TO MPUHLHUII 3aMpoca U HUCIOJIb30BaHUSA
pecypcoB (CepBEPOB, XpaHEHHUsI, MPOIPAMMHOTO 00ECTIEUEHUsI) YEPE3 CETh.
O061auHble CEpBUCHI MOKHO Pa3JeIUTh HA TPU KaTErOPUU:

« laaS (Infrastructure as a Service): HubpacTpykTypHbIi
CEpBHC, B paMKaxX KOTOPOTO MOJb30BaTENIN pabOTAIOT C CEPBEPAMU, CETSIMU
U CUCTEMaMU XPaHEHHUS.

« PaaS (Platform as a Service): IlmatpopMeHHBIH CcepBHC,
KOTOPBIN MPEIOCTaBISIET pa3padoTUMKaM IIaTGOPMBbI sl TECTUPOBAHUS U
pa3BEPTHIBAHUS IIPOTPAMM.

« SaaS (Software as a Service): CepBUC IPOrpaMMHOTO
oOecreyeHus, KOTOPbI MO3BOJIAET MOJIb30BATENSIM HCIOJIb30BATh FOTOBHIE
MpOrpaMMHBbIE MPOAYKTHI YEPE3 UHTEPHET.

Bupryaauzanusi — 3TO JIOTMYECKOE pa3AesieHHe (PU3NYECKHUX
CepBEPOB, oOecneunBaroiee paboTy HECKOJIBKUX BUPTYaJIbHBIX CEPBEPOB Ha
oMHOM (usnueckoM cepBepe. Bupryanuzamuss mno3BojisieT 3()PEKTUBHO
WCIIOJIb30BaTh PECYpPChl, YBEIMUYMBATH MPOIYCKHYIO CIIOCOOHOCTH H
pa3pabaThiBaTh IIPOEKTHI OJIHOBPEMEHHO.
O0s1a4HBIi Bed-cepBUC — 3TO NMPEJOCTABICHUE CEPBUCOB Y€PE3 UHTEPHET.
Oto wmoryt ObiTh API, BeO-mpuioXkeHHsT W CEpPBUCHBIE MPOTPAMMBI.
OOGmaunbie BeO-CEpBHUCHI TO3BOJISIOT MAaCIITAOMPOBATH PECYpPCHl IS
0O0JIBIIIOTO YKCIa MOJIb30BaTeNeH.

10.3 OcHOBHbIe TepMHMHbI ¥ KOHUENUHWH MOOMJIBHBIX
TEeXHOJIOTHI
MoOuIbHbIE TEXHOJOTUU — 3TO HCIOJIb30BAHUE MOOMIIBHBIX YCTPOWCTB
(cmapTdoHOB, TUTaHIIETOB) Il cOopa, XxpaHeHus, oOpabOTKu W OOMEHa
uHpopmareit. OCHOBHbIE TEPMUHBI:

e MoOuabHoe mnpujoxkenue: IIporpamMmmHOoe obOecneueHue,
KOTOpo€e padoTaeT Ha cMapT(oHaX U MIIaHIIETaX.
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o« Onepaumonnas cucrema: [lporpammHoe oOecneueHue,
yhpaBJisifoliee MOOMIBHBIME YCTpoicTBaMu (Harpumep, Android, 10S).

« GPS (Global Positioning System): Cucrtema reojoKaiuu,
MO3BOJISIOIIAs ONPENEATh MECTOIOJIOKEHHE YCTPOUCTBA.

« NFC (Near Field Communication): Texnojorus oOMeHa
JAHHBIMHU MEX]Iy YCTPOMCTBAMU Ha KOPOTKOM PACCTOSIHHH.

10.4 MoOuabubie yeayru. CTanaapTbl MOOMIBHBIX TEXHOJOTHI

MoOuIIbHBIE YCIYTU — 3TO Pa3IU4HbIe CEPBUCHI U (PYHKIUU, JHOCTYIHbBIC
yepe3 MoOuJbHbIe ycTpoiicTBa. K HUM OoTHOCSTCS:
e  MoOuabHbII OAHKHUHT: Ynpasnenue (UHAHCOBBIMU

ornepauusMH Yepe3 MOOMIIbHBIE YCTPOICTBA.

e MoOuabHble NOKYNKH: OIJIEKTPOHHAs TOPrOBJISA  4YeEpe3
MOOWIIbHBIE TIPHITOKCHHS.

« MoOuabHble couuaJbHble ceTH: Vcronb30BaHnEe COMAIBHBIX
Meiha yepe3 MOOUIIbHBIE YCTPOICTBA.

o T'eosoxkamusi: MoOUIIbHBIE TPUIOKEHUS TPEAIAralOT CEPBHUCHI
Y BBINOJHAIOT ()YHKIIMU, OCHOBBIBASCH HA MECTOIOJIOKEHUH TOJIb30BATEIIS.

CrangapTbl MOOMJILHBIX TEXHOJIOTHA:

o 3G/AG/5G: CranmapTbl MOOWIIBHBIX CeTeH, 00CCIICYMBAIOIINE
BBICOKYIO CKOPOCTD Ie€peaun JaHHBIX U HaJIe)KHOCTh CBS3H.

. Bluetooth: Crammapr g NOAKIIOYEHHS YCTPOWCTB Ha
KOPOTKHUX PACCTOSTHUSIX.

« Wi-Fi (Wireless Fidelity): Crangaptel 06ecnpOBOIHOIO
MOJKIIFOUYEeHUS, 00€CTICUNBAIOIINE JOCTYIT B HHTEPHET.

o HTMLS5: BebG-cranmapt 1 pa3pabOTKu MOOMIBHBIX BeEO-
MIPUIIOKEHU M.

3akioueHue
OO0sauyHble ¥ MOOWIBHBIE TEXHOJIOTHH SIBISIFOTCS BaXHBIMH aCIIEKTaMHU
coBpeMeHHOro wuHpopMalronHoro ooOmecTBa. (OO0navyHble BBIYUCICHUS
MIPEACTABIISIIOT COO0I HOBBIC PEIICHHMS JIJI TOUHOTO YIPABIICHUS PECYpCaMU,
a MOOWJIbHBIE TE€XHOJIOTHUU 00ECTIeUMBAIOT JOCTYN K MH(pOpMaIuu B r000e
BpeMsi U B m000oM mecte. CoBpeMEeHHBIE YAOOHBIE CEPBUCHI U CTAaHIAAPTHI
MOMOTAOT YJIY4IlIaTh >KU3Hb TOJIb30BATENIC U MOBBIMATH d()PEKTUBHOCTH
OM3HEC-TIPOIIECCOB.

KoHTpoJibHBIE BONIPOCHI:

1. Kakue ocHOBHbIE (D)YHKUHMH BBIMOJHSIOT LIEHTPHI 00padOTKU
JAHHBIX ?

2. Kak aBTomaTu3zaiusi BIuseT Ha pabodue MpOoIEecChl B IEHTpax
00pabOTKH JTaHHBIX ?

3. Kaxkue METO/IbI CYILIECTBYIOT JUISt JOCTHKEHHUS

3HeprodPHeKTUBHOCTH?
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4, KakoBsl mpeumyIliecTBa U HEAOCTATKM TUOPUIHBIX U
MYJIBTHOOIAYHBIX PEIICHU?

5. Uem onnuarotes laaS, PaaS u SaaS cepBucsi?

6. KakoBa ponb BUpTyanu3amuu B IeHTpax 00paOOTKH TaHHBIX ?

7. Kakue oOCHOBHBIE TpEHIBI CYHIECTBYIOT B  Pa3BUTHH
MOOMJIbHBIX MPUIOKEHUN?

8. Kak MoxxHO 00BsICHUTH HcHoJb30BaHue TexHosoruid GPS u
NFC B MOOMIBHBIX yciyrax?

Q. B dyem 3akioyaroTcs = OCHOBHBIE — Pa3iUyUsl  MEXKIY

cranaaptamu 3G, 4G u 5G?

10. Kakue mepsl 06e30mMacHOCTH MOTYT OBITh TPUMEHEHBI Jis
MOOMJIBHOTO OAaHKMHIa U MOOMJIBHBIX MOKYIOK?

JlabopaTopHblie 3a1aHUA:
3HaKOMCTBO ¢ oOnauHbiMu cepBrucamu Google Docs u Microsoft Office Web
Apps. Co3ganue akkayHTOB JIJ1s1 paOOThI ¢ 00JIAYHBIMU CEPBUCAMU.
N3yuenue pe:xuMoB padOTHI C COXpaHEHHEM (paiiIoB, COBMECTHBIM
JIOCTYTIOM U pellakTupoBaHueM. Vcnosib30BaHre MOOMIIBHBIX TEXHOJIOTUIA
st noctyna k uHpopmanuu. GPS-naBuratopel. GSM curnanuzanus.

Tembl 1J151 CAaMOCTOATEJILHOM PA0OTHI CTYAE€HTOB:
1o npodutto crienuanbHOCTH — MOUCK MH(POPMAaLlUU B UHTEPHETE,
UCIIOJIb30BAaHUE O0JAUYHBIX CEPBUCOB JJIsl 0OPaOOTKM U XPAHEHHUSI TaHHBIX.
[TepBeb1it 3Tam.

I'moccapuii mo reme:

1. LlenTp 00padOTKH AAHHBIX — CIELHATU3UPOBAHHOE 000PYAOBaHHE
JUI pa3MEIlICHUs, YIpaBJiIeHUs, XpaHEHUs U 00pabOTKH MH(POPMAIMOHHBIX CUCTEM U
CEepBEPOB.

2. ABTOMATH3allMsl —  CHCTE€Ma, yIPOUIAloIas  MpOIECcChl |
obecneunBaromas 3 pekTuBHOE yrpaBieHue B LIEHTpe 00pabOTKU TaHHBIX.

3. IHeprod¢gpeKTHBHOCTh — METO/IbI SKOHOMHUH SHEPTUH, IEPEepPadOTKU
Y MCTI0JIb30BaHMsI BO30OHOBIISIEMBIX HCTOYHUKOB YHEPTUU.

4. I'uOpuanpie ¥ MYJIbTHOOJAYHbIE PpelIeHUs] — UCIOJIb30BaHUE
YAaCTHBIX W MyOJIMYHBIX 00JIAKOB JIJISl YIIPABJICHUS JaHHBIMHU M TTPHIIOKCHUSIMHU.

5. BupTtyanu3anmsa — mpolecc JIOTHYECKOTo pas3ieieHHus (U3NYECKUX
cepBepoB 115 3G(HEKTUBHOTO HUCIIOIH30BaHUS PECYPCOB.

6. KuGep0e3onacHocTh — 3ammra I[EHTPOB O0OpabOTKH JaHHBIX C
MTOMOIIIEI0 COBPEMEHHBIX METOJIOB 3aIUTHI.

7. O0.n1ayHble BBIYMCIEHHSI — HCIOJIb30BAaHHE CETEBBIX PECYpPCOB
(cepBepbl, XpaHeHHE, TPOTPAMMHOE 00ECIIeYeHUE) Yepe3 NHTEPHET.

8. laaS (Infrastructure as a Service) — cepBuc, TPEIOCTABIISIONIHIA
UHPPACTPYKTYPY, BKIIOUYAs] CEPBEPHI U CHCTEMBI XPaHEHUSI.

0. PaaS (Platform as a Service) — cepBuc, mpeaOCTaBISIONINAN
maThopmy T pa3pabOTKHU U TECTUPOBAHUS ITPOTPAMM.

10. SaaS (Software as a Service) — cepBuc, NPEIOCTABIISIIOIINNA TOTOBOE
MporpaMMHOE oOecrieueHue yepe3 HHTEpHET.
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11. Bupryanuzanuss — Jorudeckoe paszzielieHue (U3NUYECKUX CEpPBEPOB
11 3 (HEKTUBHOTO UCIIOIB30BAHUS PECYPCOB.

12. O0s1aunble Be0-cepBHCHI — TIPEJOCTABICHUE CEPBUCOB uepe3
HWHTEpHET, Takux Kak API, BeO-nipuioxeHus.

13. MoOuiIbHbIe TEXHOJOTMH — TEXHOJOTHH, UCTIONIb3yeMble Jis cOopa,
XpaHeHus1, 00paboTku u oOMeHa nHpOopMaIel Yepe3 MOOMIbHBIE YCTPOHCTBA.

14. Mo6uiabHoe  npuiiokKeHHe —  TPOrpaMMHOE  OOecreyeHue,
paboTatoriee Ha MOOUJIBLHBIX YCTPONCTBAX.

15. OnepanuonHasi cucremMa — [porpaMMHOe oOecnedyeHue s
yIpaBJICHHs] MOOUJILHBIMU ycTpoiicTBaMu (Hanmpumep, Android, 10S).

16. GPS — reonokannoHHas cucTeMa JUisi OTIpeIeIeHUs] MECTOIOIOKECHHUS
YCTPOMCTBA.

17. NFC — TtexHosorusi oOMeHa JaHHBIMH MEXIYy YCTPOMCTBAMH Ha
KOPOTKHX PACCTOSTHHSIX.

18. MoOuiIbHbIe YCJIYTH — Pa3InYHbIe CEPBUCH U (YHKIIWH, TOCTYITHBIC
4yepe3 MOOUITbHBIE YCTPOCTBa (OaHKUHT, TOKYIIKH, COIIHAIbHBIE CETH).

19. MooOnabHbIH OAHKHMHI — YIpaBieHUE (PUHAHCOBBIMH OIEpaLUSIMU
4yepe3 MOOUITbHBIE YCTPOMCTBA.

20. MoOuiibHbIe MOKYNIKH — 3JIEKTPOHHAs TOPTOBIS Yepe3 MOOUIIbHBIE
MIPUIIOKEHUS.

21. Ieosiokanusi — TPEIOCTaBICHUE YCIYr HA OCHOBE MECTOMOJIOKCHHS
I0JIb30BATETIsI.

22. MoOu/IbHbIEe TEXHOJOTHH CTAHAAPTHI — CTaHJAPTHI TSI MOOMIIBHBIX
cereit (3G, 4G, 5G).

23. Bluetooth — crangapt mis OAKIIOYEHUS YCTPOWCTB HAa KOPOTKOM
paccTOsSHUU.

24, Wi-Fi — cranmaptel 6eCrpOBOJHOTO TOAKIIOYEHHS IS JOCTyIa B
UHTEpHET.

25. HTMLS — BeO-ctammapt st pa3paOOTKM MOOWJIBHBIX BeO-
MIPUIIOKEHUH.

11-TEMA. MyabTuMeauiiHbIe TEXHOJIOTUM.

11.1 IIpeacraBieHue TEKCTOBOW, ayauo0, BUAEeO M rpaduyeckoi
uHpopMaLHHU B unugpoBoM ¢popmare
MynbTUMEIUITHBIE TEXHOJIOTHH — OTO METOABl cOopa, 00pabOTKU W
oTOOpakeHUss UHPOpPMAIIUU B TEKCTOBOM, ayAHWO, BUIEO W TpaduyecKOM
dopmare. Jlng kaxmoro tuma WHPOpPMAIMU CYIIECTBYET CBOM HU(pPOBOM
dbopmar:

o TexkcroBas wunHpopmanusa: J[lnd npeacraBieHUs TEKCTa
ucnonbzyercss koauponka, Takas kak ASCII, UTF-8, Unicode. Kaxnomy
CUMBOJTY WJIM OYKBE TIPUCBANBACTCS YHUKAIBHBIN KOJI.

o Ayauo mnHpopmanmsi: AyAuO-CUTHAJIbl M3HAYaIbHO OBIBAIOT
aHaJIOTOBBIMM, HO TPHU MpeoOpa3oBaHUM B LUQPPOBOM ¢dopmaT (Hampumep,
MP3, WAV, AAC) onu oToOpakatoTCsi B BHJAEC JTUCKPETHBIX YHCE.
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TexHonorun ayano-koaekoB (Harmpumep, MP3) Mo3BOJIAIOT yMEHBLIIUTH
pa3Mep (aiisia Ipyu COXpaHEHNUU KadecTBa.

o Buneo undgopmamusa: Bugeo coctouT u3 Habopa KaapoB.
Buneo-daiinet  (mampumep, MP4, AVI, MOV) wucnonb3yioT KOAEKH
(mammpumep, H.264, H.265) nnsa npeacTaBieHus] BUACO-CUTHANIA B LIUGPOBOM
dopmare. KoaupoBanue BUIEO TO3BOJISIET YMEHBIIUTH pa3Mmep Qaitna u
MOBBICUTB €0 KauyeCTBO.

o« I'padmueckass wundopmanus: I'paduka MoOXeT OBITh
npencrasiieHa B pactposoM (JPEG, PNG, BMP) unu BexkropaoMm (SVG, Al)
dopmare. PactpoBas rpaduka cOCTOUT U3 TMHUKCENEH, BEKTOpHAs rpaduka
ONKCHIBAETCSI MAaTEMAaTUYECKHUMHU (POpPMyJIaMH, 4YTO TIO3BOJIAET COXPAaHSTh
Ka4ecTBO MPU MacCIITA0UPOBAHUMU.

11.2 OcHoBHBIE TEeXHOJIOTHH cKaTHA uHpopManHu.
BupryanabHubie MHPBbI, 3D npeacTaBjieHne n AHUMAIUA
Cxarue wuHbOpMaMM — HTO METOJA YMEHbIIEHUs pa3mepa ¢Hanos.
Cy1iecTBYIOT iBa OCHOBHBIX THIA CKATHSA:

o« be3 noreps: B npouecce nexkoaupoBaHus MCXOIHBIC JTaHHBIC
COXpaHsIOTCS B MOJHOM o0beme (Hanpumep, ZIP, PNQG).

o« C mnorepssmu: HexoTopele NaHHBIE YAAIAIOTCS, YTO MOXKET
NpuBeCTM K  moTtepe  kadectBa  (Hampumep, MP3,  JPEG).
[IpencraBnenne 3D-mupa ucnosb3yercss Mg OTOOpaKeHUS OOBEKTOB U
JIeTaNel OKpYXalolleld Cpelbl ¢ MOMOIIbI0 TpexmepHou rpaduku. B 3D-
rpaduke ecTh JBa OCHOBHBIX THITA MOJEIHUPOBAHUS:

o IloamronanbHoe moaeanpoBanue: PopMHUpoOBaHUE OOBEKTOB
13 MOJIUTOHOB (MHOTOYTOJIBHUKOB).

o«  Mogeaun noBepxnocrei: Co3IaHNue CI0KHBIX T€OMETPHUUECKUX
bopm B BUZIC "TpexXMepHBIX ITOBEPXHOCTEN".
AHMMaIUSg — TMPONECC CO3MaHUS JIBIKYIIUXCS M300paKeHU. AHUMAIUs
OCYUIECTBJISIETCS IYTEM MOCIEI0BATEIBHOIO TMPEACTaBICHUS KaJpoOB,
co3maBas kemaeMble 3GdeKThl  (HampuMep, ABUXKEHUE, BpalleHUE).
Cy1iecTByeT TpyU OCHOBHBIX CTHJISI aHUMALIMH:

o Tpammuuonnass anmmanms: Kaxmaoil kaap pucyercst BpyuHyIo.

e 3D anumanmsa: AHUMAINUA TPEXMEPHBIX OOBEKTOB C
MCIIOJIh30BaHNEM KOMITbIOTepHOU rpaduku (Maya, Blender).

e 2D anmmanms: Ucnonws3zoBanue 2D rpaduxu (After Effects,
Toon Boom).

11.3 HHcTpymMeHTBI AJs1  Pa3padOTKU  MYJbTHMEAUMHBIX
NPUI0KEHUI
Jlist pa3paOoOTKU MYJIbTUMEIUNUHBIX NMPUIOKEHUN CYIIECTBYET MHOKECTBO
UHCTPYMEHTOB:

o  MyabTumenmiinble wWHCTpyMeHTHI. Adobe Creative Suite
(Photoshop, Hllustrator, Premiere Pro, After Effects), GIMP, Blender, Unity.
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o  SI3pixm mporpammupoBanmsi. HTMLS5, CSS, JavaScript, C#,
Java, Objective-C.

o Cucremsl ynpasienusi 6azamu ganubix: MySQL, MongoDB
U IPYTHE PEIIeHUs 111 XPaHSHUS MYJIbTUMEINHHON NH(HOPMAIIHH.

. Annmanus u moaesupoBanune. Maya, Cinema 4D, SketchUp.
OTU  HMHCTPYMEHTHI  TO3BOJISIIOT  pa3padaThiBaTh  MOJIb30BATEIbCKUE
UHTEp(ENCh, CO3/1aBaTh aHUMAIIMIO, padoTaTh C AyJUO U BHUJEO, a TaKKe
co3/1aBaTh BU3yaJbHbIE YPHEKTHI.

114 MHMcnoab3oBaHue MYJbTHUMEJIUHHBIX TEXHOJOTWHA s
IVIAHUPOBAHUS M ONHCAHUSI OM3HeC-NPOLECCOB, MX BHU3yaJW3alus
MynbTUMETHIHBIC TEXHOJIOTHUN SBISIOTCS 3(G()EKTUBHBIMH WHCTPYMCHTAMH
Ul TUTAHUPOBAHWSI, OMHCAHWS W BU3YyaJIW3allMd OW3HEC-TPOIECCOB.
KntoueBbie KOMIIOHEHTBI MYJIbTUMEIUHHBIX TEXHOJIOTHIA:

o  Bmsyaamszaums: IlpencraBienue mnpoiieccoB B rpaduueckom
BHJIC, IMArPaMMBI, CXEMbI, HHTEPAaKTHUBHBIC KapThl. OCHOBHBIC HHCTPYMEHTHI
Bu3yanuzanuu: Microsoft Visio, Lucidchart, Tableau.

. IpesenTanun: Hcnonw3oBanue PowerPoint, Prezi, Google
Slides nns mpencraBieHus OW3HEC-TIPEAJIOKEHUM, MPOCKTOB U HUJICH B
BU3YyaJbHOM opmare.

. Ayauo u BuAeo KoHTeHT. CosmaHue BHUIEO IS OHW3HEC-
pe3eHTaIui, TPeHUHT OB, BEOMHAPOB.

o MWuTepakTuBHBIe npHJIoKeHusi: Pa3paboTka JAUHAMUYHBIX
BEO-TIPUIIOKEHUI WJIM MHTEPAKTUBHBIX TpaduKOB A pa3paboTku Ou3HeC-
pELIEHNU.

MynbTUMETUIHBIC TEXHOJOTUH TPEJIaraloT MHHOBAIIMOHHBIC BO3MOKHOCTH
Uil TOBBIMIEHHUS  A((EKTUBHOCTH  OM3HEC-NPOLECCOB,  YIIYYILICHHUS
BOCTIPHATHS HHGOPMAIIMH B YITPOIIEHUS KOMMYHUKAITHH.

3akioueHue
MynbTUMEIUMIHBIC TEXHOJOTHH HWIPAIOT BAXKHYIO pPOJb B COBPEMEHHOM
nHpopmarmonHom obdmiectBe. [IpencraBienne TEKCTOBOM, ayauo, BUIEO U
rpaduaeckoit nadopmaru B 1udpoBom hopmate, TEXHOJIOTUU cxkatus, 3D
MOJICIIUPOBAHUE W aHUMAIHS, pa3paboTka MYyJIbTUMEIUWHBIX MPUTIOKCHUMH,
a TaKKe HUCIOJIb30BaHUE MYJIBTUMEIUUHBIX TEXHOJOTHH JUTsl TJIAHUPOBAHUS
¥ BU3yallM3ali OW3HEC-TIPOIIECCOB OTKPHIBAIOT HOBBIE BO3MOXKHOCTHU IS
MOBBIICHUS 9()PEKTUBHOCTH, KPEATUBHOCTH U MHTEPAKTUBHOCTH B OM3HECE
Y TIOBCEITHEBHOM KU3HH.

KoHTpoJsbHBIE BONIPOCHI:

1. Yto Takoe MyJIbTUMEIUNHBIE TEXHOJOTUHN U KAaKU€ UX OCHOBHbBIE
KOMITOHEHTBI?

2. Kakue nudposbie (opmarbl 1 NPEACTaBICHUS TEKCTOBOM,
ayauo, BUAEO M rpaduueckoil MH(OpManuu CYHIECTBYIOT, U B YEM HX
paznuuus’?
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3. Kakue KOJIEK-TEXHOJOTMH WCIONb3YIOTCS s  KOAUPOBAHUS
aynuo u Buzeo (aition?

4. B ueMm paznuuus MEXIy CKaTueM 0e3 MOoTepb U CXKAaTUEM C
notepsmu? [IpuBeaure npuMepsl.

5. UeM paznuualoTcs  MOJUTOHAIBHOE  MOJECIMPOBAHUE U
MojieniipoBaHue nosepxHocteit B 3D rpaduke?

6. B 1em oCHOBHBIC pa3nuuusg MEXAY TPATUIMOHHOW aHUMAIUEH U
3D anumaruein?

7. Kakue Haunbonee TOMYyNspHbIE HWHCTPYMEHTBI U  SI3BIKH
IPOrPAMMHUPOBAHMST MCHOJB3YIOTCS IS Ppa3pabOTKU  MYJIbTUMEIUNHBIX
MIPUIIOKEHU I ?

8. Kak MynpTUMenWiiHBIC TEXHOJIOTHMH  TPUMCHSIOTCS IS
BHU3yaliu3aluu OU3HEC-poLeccoB?

9. Kakme  mpemmymecTBa s OW3HECAa  MPEIOCTABISAET
HCIIOJIb30BAaHNE NHTEPAKTUBHBIX ITPUIIOKEHHN?

10. Kakyto posip WUTparOT WHCTPYMEHTHI BH3yalu3aliuu (Hampumep,
Microsoft Visio, Tableau) B aHanu3e u onvcanuu OM3HEC-MPOILIECCOB?

JlaGopaTopHblie TeMblI:

Coznanue Bu1e0(haiiIoB ¢ UCIOIb30BAaHUEM MPOrPAMM, TAKHX KaK
HyperCam, Adobe Premiere Pro, Windows Movie Maker u T. 1.

Tembl caMOCTOATEILHBIX PA0OT CTYACHTOB:

Coznanue 5M01eMbl, BUICOPOTUKOB U IPYTUX MYJIbTUMEIUUHBIX POSKTOB
C MCIOJIb30BaHUEM MYJIbTUMENUUHBIX TEXHOJIOTMU B paMKaxX CBOEH
CIIEMAAILHOCTHU. -1 dTam

I'ioccapuii mo reme:

1. MyabsTumenuiinple TexHoJorum — Metoasl cOopa, 00paboOTKH U
oTtoOpakeHHst HH(POpPMALUK B TEKCTOBOM, ayAHO0, BUJEO U rpaduyeckoM Gopmarax.

2. TekcroBas unpopmanus — Tekct, mpeoOpa3oBaHHBIH B HPPOBOMA
dopmar ¢ ucnoabp3oBaHUEM KOAUPOBOK, Takux kak ASCII, UTF-8, Unicode.

3. Ayauo wunHbpopmamus — AyIWo-CHTHANBI, TpeoOpa3oBaHHBIE U3
aHaJoroBoro B uu¢poBoii popmat, Hanpumep, MP3, WAV, AAC.

4. Bugeo unpopmanuss — Bupgeo-curnan, npeacTtaBieHHbIN B Buie Habopa
KaJpoB B opmare Bujeo-¢aitnos (Hanpumep, MP4, AVI, MOV).

5. TI'paduueckass unpopmanuss — ['paduka, npeacraBieHHas B pacTPOBOM
(JPEG, PNG, BMP) unu BexktopHom (SVG, Al) dopmare.

6. Cxkatne uHdopmamum — Ilporecc ymeHblleHHs pa3mepa (ailyioB ¢
MIOMOIIIBIO METOOB 0€3 MOTEPh U C MOTEPSIMH.

7. C:xatme 0e3 norepb — C)kaTue JaHHBIX, IPU KOTOPOM HCXOJHBIE TaHHBIE
COXPaHSIOTCS B MOJTHOM o0beMe (Hampumep, ZIP, PNG).

8. Cwxartmne ¢ morepsimu — CkaTue, IpU KOTOPOM YIAISIOTCS HEKOTOPHIE
JaHHBIE, YTO MOXKET MPUBECTH K MoTepe KayecTa (Hanpumep, MP3, JPEG).
9. 3D rpaduka — IlpeacraBieHre OOBEKTOB M OKPYXKAIOMIEH CpPEIbl C

MTOMOIIBIO TPEXMEPHOH rpa UKy B BUPTYAIBHBIX MUPaX.
10. IMoauronajabHoe MoaeanpoBanue — Coznanne 0oOBEKTOB W3 IMOJIUTOHOB
(MHOTOYTOJIBHUKOB).
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11. Moaeau noBepxHocteii — Co31aHuE CIOXHBIX T€OMETPHUECKUX (OpM B
BU/JIE TPEXMEPHBIX TOBEPXHOCTEH.

12. Auumanusa — Ilpormecc co3maHusi IBHKYIUXCS HW300paXKCHHA IyTeM
MOCIIEZIOBATEIBHOTO OTOOpa)keHUsI KaapoB nis co3faHus >PQeKToB (Hampumep,
JIBUKEHUSI, BPALICHUS).

13. TpaguumuoHHasi aHUMAUMs — AHHUMAIUSA, TP KOTOPOH KaXKIbIA Kaap
pHUCYETCsl BpYUYHYIO.
14. 3D anumanmuss — AHUMAIUS TPEXMEPHBIX OOBEKTOB C HMCIOJIb30BAaHUEM

KOMIIbIOTepHOH Tpaduku (Hanpumep, Maya, Blender).

15. 2D anumanus — Anumanus, ucroib3ytomas 2D rpaduky.

16. MyabTuMeauiiHbIe MHCTPYMEHTbI — MHCTpYMEHTB Ui pa3paboTKu
MyIbTUMEANIHBIX npuiokenuii (Adobe Creative Suite, GIMP, Blender, Unity).

17. SI3pIku mporpaMMHUpPOBaHUsI — SI3bIKH, HCIONB3yeMbIC IS pa3paboTKu
MynbTUMeIHIHBIX puiokeruit (HTMLS, CSS, JavaScript, C#, Java, Objective-C).

18. Cucremsnl ymnpaBjeHuss 6azamu JaHHbIX — CHUCTeMBI I XPaHCHUS
MyIbTUMeanItHON nHbopMaruu (Harpumep, MySQL, MongoDB).

19. Busyanuszamusi — IlpencraBiieHne mMpoIeccoB U JaHHBIX B rpaguuecKon
(dbopMe ¢ HCTIONB30BAaHUEM TUATPAMM, CXEM H KapT.

20. Ipe3enTauun — BusyanpHoe npeicTaBiIeHne OM3HEC-UACH U TPOECKTOB C
WCIOJIb30BaHUEM UHCTPYMEHTOB, Takux kak PowerPoint, Prezi, Google Slides.

21. Aynno u BuAeo KOHTeHT — Co3/aHue W WCIOJB30BAHHUE ayJquo- H
BH1e0(aIIOB 111 OM3HEC-TIPEe3CHTAIIUN U TPCHUHTOB.
22. UnTepaKkTHBHBbIe NpuiIokeHusi —  [IporpamMmbl, TMO3BOJSIONINE

JUHAMHYHO OTOOpa)kaTh JaHHBIE W PEIICHHS B PEalbHOM BPEMEHU ISl YIydIleHUs
OM3HEC-TIPOIIECCOB.

23. MyabTumenuiinbie mnpoekTbl — [IpoeKThl, KOTOpble KOMOMHHPYIOT
pas3IuyHbIC BBl MEIUA-KOHTEHTA JJIS CO3/IaHUSI MHTEPAKTHUBHBIX MPUIIOKEHUH.

24. Buszyanuszauusi nanHbix — [IpeacraBneHue MaHHBIX B rpaduyeckol wim
BU3yaJIbHOU (popme 11 00JIETYSHHST X BOCTIPUSATHUS.

12-TEMA. YMHBI€ TeXHOJOTHH.

12.1 MHWurepHer Bemeil. boabmme pgannbie. TexHosorus
0JI0KYeHH.

HNurepuer Bemteit (I0T) — 370 cmocoOHOCTH PU3NUECKUX OOBEKTOB
U YCTPOMCTB MOJKIIOYATHCA K UHTEPHETY U OOMEHUBATHLCS TAHHBIMU MEXKITY
co0oii. OcHOoBHBIE 0COOEHHOCTH TexHooruk [oT:

o Jlatuuku: VYcTpoiicTBa, coOuparomme HHOOPMALMIO O
¢u3nueckux napameTpax (Temneparypa, BIaKHOCTh, OCBEILIEHHOCTh U T.J.).

o Kommynukaumsa: MexaHu3Mmbl nepefayd JIaHHBIX — 4epe3
untepHet (Wi-Fi, Bluetooth, Zigbee).

e« ABTOMATH3ALMSA: Cmaprt-ycTpoiicTBa BBIITOJIHAIOT
ABTOMATHYECKHUE JICUCTBUSI HA OCHOBE MOJYYECHHBIX JAHHBIX.

Bboabmme nannbie (Big Data) — 510 HaOOpBl JaHHBIX, KOTOPHIE
00palaThIBaIOTCSI C BBICOKOW OOBEMHOCTBIO M CKOPOCTBHIO, U HE HMEIOT
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4eTKoM CTpykTyphl. Texnonormum Big Data TpeOyoT crenuaibHbIX
QITOPUTMOB M WHQPACTPYKTYphl 1JIsi cOopa, XpaHeHHs, oOpabOTKH U
aHajv3a JaHHBIX. Y HUX €CTh TPU OCHOBHBIE Kateropuu "V":

o  Volume (00bem): bombIioit 00beM TaHHBIX.

« Velocity (ckopoctb): CKOPOCTh JAaHHBIX, TO €CTh CKOPOCTb UX
cobopa 1 06paboTKH.

o Variety (pa3Hoo0pa3me): Pa3znooOpasue ¢GopMaToB JTaHHBIX
(CTpyKTypHpOBaHHbIE, HECTPYKTYPUPOBAHHBIE).

TexHonorus 0JI0K4YeiH — 3TO TEXHOJOTHUS XPAHEHHUs JTaHHBIX B
JEUEHTPAIM30BaHHON, O€30macHOM U Heu3MeHHOU 1nenoyke. OcoOeHHOCTH
0JIOKuelHa:

« besonmacHocTrs Tpansakumii: lcronb3oBaHue XemMpOBAHUA,
KpunTtorpaduu U IeEHTPAIN30BAHHBIX 0a3 JaHHBIX.

o Ilpo3paunocth: Bce nanHble B ceTH OJIOKYEWH BHUIHBI BCEM
y4acCTHUKaM, 4TO 00JierdaeT MpoBEPKY.

o«  CMapr-KOHTpPaKTBI:  ABTOMAaTU3MPOBAHHBIE  KOHTPAKTBHI,
BBITIOJTHEHUE KOTOPBIX 3aBUCHUT OT 3apaHee ONPEICIICHHBIX YCIOBUM.

12.2 HckyccTBeHHbI HHTe/LIeKT. Mcnosib30BaHMe YMHBIX
CEpPBHCOB.

HNckyccTBeHHbIH HMHTELIEKT (Al) — 3TO TEXHOJIOTHUS HWMHUTALMKU
YEJIOBEUECKUX MHTEJUICKTYaJIbHBIX CIIOCOOHOCTEH B MalnHax. MexaHu3Mbl
Al:

e  MammuHHoe o0yuyeHue: ANTOPUTMBI, oOydyaemble Ha OCHOBE
JAHHBIX, TTO3BOJISIOININE JI€JIaTh MPEICKa3aHusl.

« OOpabGoTka ecrecTBeHHOro si3bika: [loHnmanue u oOpaboTKa
YEJIOBEUECKOW PEUr U TEKCTA.

« KomnbrorepHoe 3penme: BocnpusTtue, pacno3HaBaHUE U
aHanu3 0ObEKTOB, JIUI] U CLIEH.

YMHBIE cepBHCBI — 3TO AaBTOMATU3UPOBAHHBIE CHUCTEMBI,
ucnons3dyomnme [oT u Al TexHOJIOruU AJi1 NPEAOCTaBIEHUS MOJIb30BATENSIM
YU OpPraHu3alusM TMPUIIOKEHUNW U YHNPOUIEHHBIX ychyr. Ilpumepsl yMHBIX
CEPBHUCOB:

. YMHBIH A0M: DHeprocOepekeHUe, CUCTEMBI OE€30IaCHOCTH,
YIPaBJIECHUE KIUMATOM.

e YMHBbIe rTOpoAa: YmpaBieHHE TPaHCIOPTOM, cOOp Mycopa,
oOuiecTBeHHast 0€30MacHOCTb.

e YMHoe ceqabckoe xo03siicTBO: [loBbimenue 3¢ddexkTuBHOCTH
CEJILCKOTO X0351CTBa Yepe3 cOOp U aHaU3 JaHHBIX.

12.3 3enennie TexHosorun B UKT. 3eneHnvie TEXHOIOTUM — 3TO
TEXHOJIOTMW, HAIpaBJIICHHbIE HAa MWHHMM3alMK  BO3ACHCTBHS  Ha
okpyxaromryto cpeny. B chepe UKT 3eneHbie TEXHOIOTUH:

o  DHeprocoOepe:xxeHue: YMHbIE CETH, CUCTEMBbI 3(PHEKTHUBHOTO
WCTIOJIb30BaHUS SHEPTUU.
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o IlepepaGorka: IlepepaboTka  dSJICKTPOHHBIX  YCTPOICTB,
HCTIOJIb30BaHKE BO30OHOBIISIEMBIX HICTOUHUKOB SHEPTUHU.

e JKO-IpPYyXKeJWOHbIE TPOrpaMMbl: YIpPaBJICHHE JaHHBIMHU,
yIOpaBJiIeHUE 0TX0aMu, 3G(HEKTUBHOE HCTIOIB30BAHIE PECYPCOB.

OcHOBHasi  LIeNIb  3€JIGHBIX  TEXHOJOTMH —  olecredyeHue
AKOJIOTUYECKON YCTOMYMBOCTM W CHU)XEHUE BPEIHOTO BO3JEHUCTBHS Ha
OKPYXAIOIIYIO Cpey.

12.4 Buneoxondepenuun. TejieMmeauumnHa.

BuneoxkondepeHuum — OTO  TEXHOJOTHH,  IO3BOJISIOLIUE
yCTaHABJIMBATh ayAHO- U BUICOCBSI3b Yepe3 UHTEPHET, 00Jeryast yaaleHHYIO
paboTy u coTpyaHN4EeCTBO. OCHOBHBIE HHCTPYMEHTHI BUJIEOKOH(EPEHIIMIA:

o BeOunapnl: OwnnailH-cemuHapbl [ 00y4yeHUs M OOMeHa
uH(popmanuen.

o Cosemanus: Ilmatdhopmbl a8 yJaldeHHbIX BCTpEY B
opranuzanusx (Zoom, Microsoft Teams, Google Meet).

Tenemeauunuaa — 3TO TEXHOJIOTHH, MO3BOJISIONINE MAllMEHTaAM M
MEIUIIMHCKUM  pa0OTHUKAM  YCTaHABIMBAaTh  YAAJICHHYIO  CBS3b.
[IpenmyiecTBa TENEMEIULINHBL:

o JloctymHOoCTh: BO3MOKHOCTH NOJy4aTh MEAMIIMHCKHUE YCIIYTH
JTUCTAaHIIMOHHO, OCOOEHHO B OTJAJICHHBIX paiiOHaX.

o JxoHomusi BpeMeHH: CHIDKEHHME BpPEMEHU OXUIAHUA U
IIOJIy4YE€HUE HEMEJICHHOW MEAULIMHCKON TOMOUIU.

o Coop nannbix: CucTeMbl 3]IpaBOOXpaHEHUsS, COOMpAIOIIUE
JaHHBIE JJISI MOHUTOPHHTA.

TenemenuuuHa #W BHUACOKOH(EPEHIMH TMO3BOISIOT A(PPEKTUBHO
WCIIOJB30BaTh YEJOBEYECKHE PECYpChl W BpeMs, a TakKe IOBBIIIATh
Ka4eCTBO MEJIUIIMHCKUX YCIIYT.

3akiloueHue YMHBIC TEXHOJIOTUU WHTETPUPOBAHBI B COBPEMEHHOE
00I1I€CTBO U UTPAIOT BAXKHYIO POJIb B pa3IuyHbIX cepax xu3Hu. UHTEpHET
Belel, OOJbINE JaHHBIC, OJOKYEHH, NCKYCCTBEHHBIM MHTEIJICKT, 3EJICHBIC
TEXHOJIOTUM W  BHUJACOKOH(PEPEHIIMH TMOBBIMAIOT JA()PEKTUBHOCTE U
3HAYUMOCTh COBPEMEHHOMN W3HU, OTKPbIBas HOBBIE BO3MOXXHOCTH U
perieHus s Ou3Heca, 31paBoOXpaHeHus, 00pa30BaHUS U SKOJIOTHHU.

KoHTpoJibHBIE BONIPOCHI:

1.Yto Takoe wunTepHeT Bemed (IoT) u Kakue €ro OCHOBHBIE
KOMIOHEHTHI?

2. Uto o3znauaroT kareropuu "V" (Volume, Velocity, Variety) mis
TeXHOJIOrui OosbiKX JaHHbIX (Big Data)?

3. Kakue nmpenmyiectBa 1 0COOEHHOCTH TEXHOJIOTUHU OJIOKUEHH?

4. Yto Takoe MCKYCCTBEHHbIH HMHTEIUIEKT (Al) U ero KOMIIOHEHTHI,
HampuMep, MalIMHHOEe O0OydyeHue, 00pabOoTKa ECTECTBEHHOTO s3bIKa U
KOMITbIOTEPHOE 3peHue?
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5. Kakue GyHKIIMM BBIMOTHSAIOT YMHBIE CEPBHCHI M TPUBEIUTE
npuMepsl UX 3()PEKTUBHOTO UCTIOIB30BAHMUSA?

6. Uto Takoe 3eleHble TEXHOJIOTUU U KaK OHHU Pean3yroTcs B cdepe
HKT?

7. Kax paGoTaroT yMHbI€ CETU ISl 9KOHOMUU SHEPTUN?

8. Kakue ¢hyHKIIMU 1 HHCTPYMEHTHI BUJICOKOH(pEPEHITNN?

9. Kakue mpeumyiiiecTBa TeIeMEIUIUHBI JIJ1s1 TAIUEHTOB?

10. Kakyto ponp wurpator texHonoruu [oT B pa3BuTum ymHBIX
ropoJioB?

JlaGopaTopHblie TeMbI:

Pabota ¢ ymHbIiMu npunoxxenussmu: Smart TV, Smart Hub u T.1.

Tembl 1151 caMOCTOATEIbLHOM Pad0OThI CTYACHTA:

Coznanue »sM0OieM, BHUIEOMATEPUATIOB W APYIMX MATEpUATIOB C
UCIIOJIb30BAHUEM  MYJbTUMEAUNHBIX  TEXHOJOTMH B KOHTEKCTE
po¢dheCCUOHANIBHON CTIeIUaTu3aIiu.

I'noccapuii mo reme:

1. Wutepuer Bemeill (IoT) — cmocoOHOCTE (QU3NYECKUX OOBEKTOB U
YCTPOMCTB MOAKIIOYATHCS K MHTEPHETY U OOMEHUBATHCS JAHHBIMHU.
2.  Jaryukm — ycrpoiictBa s cOopa uWHPOpMauM O (HUBNIECKUX

napaMmerpax (TemrmepaTypa, BIaXXHOCTh, OCBELIIEHHOCTh U T.1.).

3. KoMMmyHuKkanusi — MeXaHU3MBI TIepeaun JaHHBIX yepe3 unrepuetr (Wi-
Fi, Bluetooth, Zigbee).

4, ABTOMATH3allMSl — BBIIIOJHEHHE CMApT-YCTPOMCTBAMH aBTOMATUYECKUX
JICMCTBUM HA OCHOBE JaHHBIX.

5. boabmme pannbie (Big Data) — wnaOopel naHHBIX, TpeOyromue
crienn(pUIECKUX aJropuTMOB JJIsi 0OpaObOTKU M aHAIIN3A.

6. Kareropum "V'" — Volume (o6nem), Velocity (ckopocts), Variety
(pa3zHooOpa3ue) — XapaKTePUCTUKU JAHHBIX.

7.  TexHonorusi 6JI0KYeilH — JEICHTPATN30BAHHAS TEXHOJIOTUS XPaHECHUS
JTAHHBIX.

8. be3omacHocThb TpaH3akUMi — HCHOJB30BAHHE XCIIMPOBAHHUS U

KpunTorpauu Juist 3alIUThl JaHHBIX.
9. IIpo3pauHocTbh — BCE JJaHHbIE B OJIOKYEHH-CETH JTOCTYIHBI YYaCTHUKAM.

10. CMapT-KOHTPAKTBI — aBTOMATHU3HPOBAHHBIC KOHTPAKTHI, BBIMOJTHCHHE
KOTOPBIX 3aBUCUT OT yCIIOBUM.
11. HckyccrBeHHblii  uHTEWIeKT (Al) —  TeXHonOruss WMHUTALUA

YeJI0BEYECKOI'0 MHTEIIEKTA.

12. MamuHHoe 00y4yeHHe — AITOPUTMBI, KOTOpbIe OOYUYalOTCS Ha JaHHBIX
JUISL IpeICKa3aHu.

13. OOpaGoTka ecTeCTBEHHOIr0 $I3bIKA — TIOHUMaHWe H 00paboTKa
YeJI0BEYECKOIO S3bIKA.

14. KomnbloTepHOe 3peHHe — Paclo3HaBaHUE U aHAJIN3 0OBEKTOB, CIICH.

15. YmHbIe cepBHCBI — aBTOMAaTU3UPOBAHHbBIE CUCTEMBI, Hcnionb3yromue [oT
u Al 17151 TpeIoCTaBICHUS YCIIYT.
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16. VYmubli aomM — cucremsl, obecneunBaromme 3HEProd(h HeKTUBHOCTS,
0€3011aCHOCTb, KJIMMAT-KOHTPOJb.

17.  YMHbIe ropoaa — CUCTEMbI yIIpaBICHHs TPAHCIIOPTOM, COOpOM Mycopa U
001IIeCTBEHHOU 0€30I1aCHOCTEIO.

18. ¥YmHoe cejibCcKOe X0351iicTBO — MOBBIIIEHNE Y(P(PEKTUBHOCTH CEIIbCKOTO
XO03sICTBA uepe3 JaHHBIE.

19. 3eneHble TEXHOJIOTHM — TEXHOJIOTUHU JJII MUHUMHU3AIIUH BO3/ICHCTBHS HA
HIPUPOLY.

20. UKT (uHpOpMALHOHHO-KOMMYHUKALUMOHHBbIE  TEXHOJIOTMH) —
TEXHOJIOTUH, HAaIIPaBJIECHHbIE HA YCTOMUMBOE UCIIOIb30BAHUE IPUPOIHBIX PECYPCOB.

21. DHeprocOepe:keHMe — TEXHOJOTHU s 3()(HEKTUBHOTO MCIOIH30BAHUS
SHEpIUu.

22. TlepepaboTka — BTOPUYHOE HCIIOJIB30BAHHUE DJIEKTPOHHBIX YCTPOMCTB,
BO300HOBJISIEMbIE€ HCTOYHUKHU SHEPTUH.

23. DKo-Apy:KeIH0HbIEe MPOrPaMMBbI — IIPOTPAMMBI YIIPABJICHUS OTXOJaMH,
3¢ deKTUBHOE HCII0JIb30BAaHUE PECYPCOB.

24. BuneokoHdepeHIIMH — TEXHOJIOTUU ayAHO- W BHUACOCBSI3M dYepes
WHTEPHET.

25. BeOunapbl — OHJaTH-ceMUHAPHI 11 00yUeHUS U 0OMeHa HHPOPMAIUCH.

26. TememenumuHa — JUCTAHIIMOHHOE MPEJOCTABICHUE MEIUIIMHCKHX
YCITYT.

27. JdoCcTYmHOCTb — BO3MOXKHOCTh TIOJYYCHHUS MEIUIIMHCKUX  YCIyT
YIIaJICHHO.

28. JKOHOMHS BpeMeHH — YMEHBIIEHUE BPEMEHU OXKHUJaHUs, HEMEJIeHHas
MEIUIIMHCKAS TIOMOIb.

29. COop raHHBIX — cOOp U MOHUTOPUHT JAHHBIX B 3/[paBOOXPAHEHUH.

30. MHTepakTUBHOCTb — B3aWMOJICHCTBHE MEXIy TIIOJNb30BATEISIMU U
cucreMamMu, oOMeH nHpopmanue.

13-TEMA. DJjieKTpOHHbIe TeXHOJOTHHM. DJIEKTPOHHBbIN Ou3HeC.
daexkTponHoe odyuenue (E-learning). JjiekTpoHHOE NPaBUTEILCTBO.

13.1 DaekTpoHHBII OM3HEC: OCHOBHbIE MOJEJU 3JIEKTPOHHOIO
ouszneca. Unpopmanuonnasi ”HPPaCTPyKTypa 3JIEeKTPOHHOI0 OM3Heca

Onekrponnsiii 6usnec (E-business) — sto ocyiecTsiaeHne Ou3HeC-
MPOIIECCOB Yepe3 HHTEPHET U JpYyrue dJIEKTPOHHBIE cpeacTBa. Mojenu
AJIEKTPOHHOTO OM3HEca:

1. B2C (Business to Consumer): Cueaku  MexIy
OpeANpUATUIMHA U noTpeduTenssMu. HanpumMep, mokymnka TOBapoB U YCIYT B
OHJIAH-Mara3uHax.

2. B2B  (Business to  Business): Cuenku — Mexmy
OpCAIPUATUAMH, TAKUC KaK OIITOBAsA TOPIOBJIA WU IIOCTABKHU.
3. C2C (Consumer to Consumer): Cnenku MexIy

norpedburensimu. Hampumep, mnokymka © Tpojaxa TOBapoB uepes3
mwiatdopmel, Takue kak eBay u OLX.
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4, C2B (Consumer to Business): [TorpeduTenu
MPEIOCTABIIAIOT YCIYTH KOMITAHUAM, HaIpUMep, GpuiiaHcephl U MIaTHOPMBI
JUISL IPENOCTABIIEHUS YCIIYT.

NudopmanuonHas HHPPACTPYKTYPA 3JIEKTPOHHOI0 OM3Heca:

o TexHonornvyeckass uHdpacTpykrypa: HHTEpHET, cepBepHI,
XOCTHHT, MPOrpaMMHOE 0OecTieueHue.

o HNHpopmaumonubie CHCTEMBbI: CRM (ynpapieHue
B3aMMOOTHOIICHUsIMU ¢ kiueHTamu), ERP (mnmanupoBanue pecypcoB
npennpustus), SCM (ynpapieHue 1enoYykaMH MOCTaBOK).

. KubepoOe3onacnocrb: OOecrieueHre 3alliUThl  JaHHBIX U
KOH(pHIEHIIMATIBHOCTH UH(OPMALIK KIHUEHTOB.

o Ilmarexnbie muio3bl: be3onacHeie miaTGopMbl g OHJIANH-
nnatexei (Hanpumep, PayPal, Stripe).

13.2 IIpaBoBoe peryJupoBaHHe J3JIEKTPOHHOIro Ou3Heca.
JuekTpoHHoe oOyuyeHue (E-learning): apxurekrypa, KOMIIOHEHTbI H
1aTQOPMBbI. DJICKTPOHHbIC YYeOHUKHU

IIpaBoBoe peryJiupoBaHue 3JIeKTPOHHOI0 Ou3Heca:

« ABTOpCcKHe mpaBa: 3anuTa NpaB Ha JIEKTPOHHBIA KOHTEHT
(mpaBa MeX1y MOTPEOUTENSIMU U aBTOPAMHU ).

o 3axoHogaTenbcTBO 0 3ammrTe AaHHbIX: Hanpumep, GDPR
(OOt permaMeHT 3allyThl TaHHBIX) U APYTHEe MECTHBIC 3aKOHBI.

e 3akoHbl 00 DJJIEKTPOHHOW KomMMmepumu: PerynupoBanue
FOPUANYECKON CUJIbI OHJIAWH-COTJIAIECHUH, CACTIOK KYIUIU-TIPOAAXKH.

daexTponnoe ooyuyenme (E-learning) — 510 wucnoab3oBaHue
TEXHOJIOTHH JIsi 00pa30BaTeNbHEIX I1ieeii. ApxuTektypa E-learning:

1. Ilnargpopmbr  aasi o0yuenuss: Cucrembl  ynpaBieHUs
obyuenuem (LMS), uepe3 koTopbie MPOBOAATCA JEKIUH, 3a/IaHHS], TECTHI.

2. MyabTuMeauiinbie MaTepuasabl: Buneo, ayauodaiiisl,
WHTEPAKTUBHBIC 3aaHMSI.

3. KommyHukanmonnbie cpeacrBa: BeOunapsl, popymbl, daThl

JUTSI CBSI3M MEKTy YICHUKAMH U MPETNO1aBaTeIISIMH.

DJIEKTPOHHbIE YUEOHUKH:

o lludpossie Bepcuu TPaAUIIMOHHBIX YYCOHUKOB C T0OABJICHUEM
MHTEPaKTUBHBIX DJIEMEHTOB (ayI10, BUICO, TECTUPOBAHNUE).

e  YnmoOHble pecypchl Juisi OOHOBJEHUSI Y4eOHOTO KOHTEHTA H
yIIy4dIlIeHUs] y4eOHOro mpolecca.

13.3 DJ1eKTPpOHHOE NMPABUTEJbCTBO: KOHIENUMS, APXUTEKTYpa,
ycayrd. @opmatbl peaju3anid  3JEeKTPOHHOT0 TPaBHTEJIbLCTBA B
Pa3BUTHIX CTPaHAX

DJIeKTPOHHOE NpaBHTEILCTBO (e-Government) — 3To cucrema
PENIOCTaBIEHUSI TOCYIAapCTBEHHBIX YCIYr B AJIEKTPOHHOM (Qopmare.
KoHuenuust HampaBieHa Ha  YOPOLIEHUWE  B3aUMOJEHCTBUS — MEXKIY
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rocyJapCTBEHHbIMH OpraHaMy U rpakJaHaMH, MOBBILIEHUE MPO3PAYHOCTH U
YJIy4IIEHUE Ka4eCTBa yCIIYT.
APXHMTEKTYpPa 3JIeKTPOHHOI'0 PABUTEIbCTBA:

1. IMupokomacmradbubie Mmiaargopmel: HHTErpupoBaHHBIE
MOpTajbl, AUHAS TOYKA IOCTYIA KO BCEM I'OCY/IapCTBEHHBIM YCITyTaM.

2. ba3pl  ganHbIX:  JlUyHBIE ~ JaHHBIE ~ TpaXKIAH WU
rocyJapCTBEHHBIE PEECTPHI.

3. HNurepdeiic: Y100HBINH U MHTYUTUBHO TTOHATHBIA HHTEpdEic
JUTSI TIOJTb30BATENEH.

4, Kubep6e3onacHocTh: 3anmra rocyJapCTBEHHbIX JAaHHBIX U

oOecreueHne 6€30NaCHOCTH CUCTEMBI.

Ycuayru 31eKTPOHHOT0 NIPABUTE/ILCTBA'

e  Omnnaiig-ycayru: Oruiata HaJOroB, IOJIYYEHHE ITAaCIOPTOB,
mojada 3asiBJICHUN B CUCTEME JKHUJIbS.

o MWudpopmanmonnnie ycayrum: IlpaBoBas  uH(popmanus,
WCIIOJIHEHHE TOCYJAPCTBEHHOTO OIOJKETA.

o KomMmyHuKanMOHHBIE TEXHOJIOTUH: B3aumonerictBue
IPa)KJaH C TOCYIapCTBEHHBIMU OpraHaMH.

IHpumepsi 7 (opmartsl peann3anuu JIEKTPOHHOI'O
NMPABUTEJIHCTBA B Pa3BUTHIX CTPAHAX:

o  Cunranyp: [Ilopran "eCitizen" g  npenocTaBICHUS
rOCyJAapCTBEHHBIX YCIYT IPAXKIaHAM.

o Ocronusi: Ilporpamma '"e-Residency", koTopas mO3BOJISET
MOJIy4aTh IPaXkTaHCKUE YCIyTU U OM3HEC-BO3MOKHOCTH.

o [Janmsa: BeO-caiitr "Borger.dk", Ha koTopoM coOOpaHbI
rocyJapCTBEHHBIE YCIYTH U HH(POPMALIHSL.

« CIHA: Ilopran "USA.gov", KOTOpBIA NPEFOCTABISIET
MH(}OpPMAIMOHHBIE YCIIYTH U PECYPCHI.

3akiiloueHue DJIEKTPOHHbIC TEXHOJOTUM, DJICKTPOHHBIM Ou3HEC,
AJIEKTPOHHOE OOyYeHHE U 3JIEKTPOHHOE MPAaBUTEIBCTBO HIPAIOT BAKHYIO
poiib B coBpemMeHHOM oOmectBe. OHm oOecreuynBaOT 3HEKTUBHOCTH B
OusHece, OOpa30BaHMKM U TOCYAAPCTBEHHOM YIIPaBJICHUU, CIOCOOCTBYS
YIYYIIEHUI0 KOMMYHUKALMM, BHEIPEHUIO HWHHOBALMOHHBIX PELICHUN H
aBTOMaTu3alMKu MnponeccoB. Kaxaas W3 3TUX TEXHOJOIMI OKa3bIBaeT
BJIMSIHME Ha pa3BUTHE OOILIECTBA U OTKPHIBAET HOBbIE BO3MOKHOCTH JJISI €T0
YYaCTHHUKOB.

Bonpocel 111 KOHTPOJIA:

1.Yro Takoe osnekTpoHHblid OusHec (E-business) m kakwe ero
ocHOBHbIEe Mozienu? [TpuBeauTe NpUMepHI.

2. Kakue AIEMEHTHI COCTaBJISIOT HUH(}OPMAIMOHHYIO
UHQPACTPYKTYPY IEKTPOHHOTO On3Heca?

3. Kakue acmekTbl  OXBaThIBaE€T  MPABOBOE  PEryJMpOBaHUE
AJIEKTPOHHOTO OM3HECA U B YEM €r0 3HaUeHUue?
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4.3 dvero cocrout apxurekrypa E-learning m xakoBa ponb ee
KOMIIOHEHTORB?

5. Kakue npenmyiiecTBa y 371€KTPOHHBIX YUYEOHHKOB IO CPaBHEHUIO
C TPAAUIIMOHHBIMU yUCOHUKAMU?

6. [l yero HeoOXoauMa KOHLIENIHS 3JIEKTPOHHOTO MPaBUTEILCTBA
(e-Government) 1 Kakue ero OCHOBHBIE 11eJn?

7. Kakue OCHOBHBIE KOMIIOHEHTBl AapXUTEKTYpbl 3JIEKTPOHHOIO
IPABUTEIBCTBA?

8. Ilpumeps! 1 popmathl peanusalu 3JIEKTPOHHOTO MPABUTEIbCTBA
B Pa3BUTHIX CTpaHaXx.

9. Kakyto ponp urpaetr kubepOe30macHOCTh B AIEKTPOHHOM OHM3HECe
Y DJIEKTPOHHOM IIPABUTENIHCTBE?

10. Kak B3auMoOCBsi3aHBI DdJCKTPOHHBIM Ou3Hec, E-learning wu
3JIEKTPOHHOE MPABUTEIBCTBO?

JlaGopaTopHbIe TEeMBI:

Pabora ¢ yciyramu Ha caidTe »3JIEKTPOHHOTO IPABUTENHCTBA!
http://egov.kz/cms/ru/government-services/for_citizen (peructparus
3asIBJIICHUH, OJTy4YeHHE TyOIMKaTOB TOKYMEHTOB U T.1I.).

Tembl 1J151 CAaMOCTOATEJILHOM PA0OTHI CTYAE€HTOB:

[IpencraBineHre W 3amiUTa OCHOBHBIX pE3YyJbTAaTOB IPOEKTHOM
NEATEIIBHOCTH T10 crienranbHoCTH (JTar 1).

I'moccapuii mo reme:

1. Qaextponnblii  6m3Hec (E-business): OcymectBienne  OusHec-
HPOIIECCOB Yepe3 HHTEPHET H APYrHe AIEKTPOHHBIC CPEICTBA.
2. Mopenu 371eKTPOHHOTO OH3Heca:

B2C (Business to Consumer): Cnenku Mexny NpPEANPUATHIMH U
MOTPEOUTENSIMHU.

B2B (Business to Business): Caenku MexXIy MpeanpHsITHIMEA.

C2C (Consumer to Consumer): Caenku Mexay HOTPEOUTENSAMH, Harpumep
yepes maatgopmel eBay n OLX.

C2B (Consumer to Business): IlorpeOuTenu mNpeaoOCTaBISIIOT — YCIYTH
KOMITaHUSIM.

3. HudopmanmnonHasi uHGPaCTPYKTypa 3JIEKTPOHHOI0 OM3Heca:

Texnonornueckas uHppactpykrypa: UntepHer, cepepsl, XocTuHT, [10.

HNudopmannonnsie cucreMel: CRM, ERP, SCM cuctemsl.

KubepOe3onacHocTh: 3amuTa JaHHBIX U JIMYHOW HH(GOpPMAalUU KIMEHTOB.

[Inatexxnple  nutto3bl:  besomacHble  1uiatdopmbl  Uid  OHJIAHH-TIIATEXKEH
(manpumep, PayPal, Stripe).

4. TlpaBoBoe pery;iupoBaHMe 3J1eKTPOHHOI0 OM3Heca:

ABTOpCKHE MpaBa: 3alMTa KOHTEHTA.

3akoHOAATENLCTBO O 3amuTe JaHHbiX: Hanpumep, GDPR.

3aKoHBI 00 JIEKTPOHHOIN KOMMepITHU: PeryjJimpoBanue oHJIaiH-CIEIOK.

5. Dnextponnoe odyuenme (E-learning): Mcnonbp3oBanue TEXHOJIOTHH ist
oOpa3oBaHwsl.

E-learning apxutexrypa:

[TnaTdopmsl 11t o0yuenus: Cuctemsl ynpasieHus ooyueruem (LMS).
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MynbsTuMeaUitHBIE MaTepuansl: Buaeo, ayano, MHTEpaKTUBHBIC 3a1aHMUSL.
KommyHukanuonssle cpenctBa: BeOunapsl, opyMbl, 4aTsl.

6. JjiekTpoHHble y4yeOHMKH: [ludpoBbie Bepcum  TpaaUIIMOHHBIX
Y4EOHUKOB C HHTEPAKTUBHBIMH 3JIEMEHTAMHU.
7. JIEeKTPOHHOE NPaBUTENbCTBO (e-Government): Cucrema

MIPEIOCTABIIEHUS TOCYIaPCTBEHHBIX YCIIYT B AJIEKTPOHHOM (hopmare.
Konuenuus: YpouieHrue B3auMOICHCTBUS, MOBBILIEHUE TPO3PAYHOCTH.
8. APpXHMTEKTYpa 3JIeKTPOHHOI0 IPABUTEJIHLCTBA!
[HupokomacirabHbie maaTGopmbl: MHTETprpOBaHHBIC TOPTAHI.
baspl nanHbIX: JINUHBIE TaHHBIE TPaXKJaH U TOCYIAPCTBEHHBIE PEECTPHI.
Wutepdeiic: Y nobHbIil nHTEpdEiic.
KubepOe3onacHocTh: 3amunTa JaHHBIX.
9. Yciyru 3J1eKTPOHHOT0 NPABUTENbCTBA:
Omnnaiin-ycnyru: C Hajloramu, acnopTaMu U KUJIbEM.
Nndpopmannonusie ycinyru: IlpaBoBas nnpopmanus.

KoMMmyHHKaIIMOHHBIE TEXHOJIOTHH: B3aumoneiictBue rpaxkJiaH c
rocyaapCTBCHHBIMU OpraHaMu.
10. dopmMaThl JIEKTPOHHOTO NMPABUTEIbCTBA:

Cunramnyp: [Topran "eCitizen".
Ocronus: [Iporpamma "e-Residency”.
Hanwus: Be6-caiit "Borger.dk".
CIIIA: ITopran "USA.gov".

14-TEMA. IIpodeccuonanbibie ”HGOPMAIUOHHbIE TEXHOJIOTMH.
Nunpycrpuansusie UKT.

14.1 IIporpammHoe oOecneyeHre JIJ pelleHUs  3a1a4
CIeNMATU3MPOBAHHBIX MPO(EeCCHOHAIBHBIX 00J1acTeil

Crnenuanu3upoBaHHOE  MporpamMMHOe  oOecrieyeHue —  3TO
MpOTrpamMMbl, TpETHA3HAYCHHBIE IS PEIIeHUsS KOHKPETHBIX 3a7ad B
npodeccuoHaibHOM  cdepe. B 3aBUCMMOCTH  OT  HampaBJIEHHOCTH,
IPOrpPaMMHOE 00CCIICUCHHE JISTUTCS Ha HECKOJIBKO THITOB:

MenuuuHCKoOe MPOrpaMMHOe 00ecnedyeHue:

o OnexkTpoHHble MeauuuHckue 3anucu (EMR): ABtomaru3zaims
UCTOpUHU OOJIE3HU MALIEHTOB.

o  OOpaboTka peHTI€HOBCKUX M JUATHOCTHUECKUX M300PaKECHUIA:
AHanu3 n300pakeHHi, TIOMOIIb B TUaTHOCTHKE.

NHKMHMPUHT U TPOU3BOICTBO!

o CAD (Computer-Aided Design): Co3maHue HHKEHEPHBIX
YEPTEKEM.

o CAM (Computer-Aided Manufacturing): ABTOMaTH3AIHS
POU3BOICTBEHHBIX MIPOLIECCOB.

duHaHCHI M OyXTaJTepus:
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o  ERP (Enterprise Resource Planning): Ynpasnenue noxonamu u
pacxoJaMu.

o  byxranrepckue mporpamMmbl: ABTOMaTH3alus OyXralTepcKuX
3a1a4.

Oopas3oBanue:

o  LMS (Learning Management System): VmpasieHnue y4eOHbIM
IIPOLIECCOM.

Crienuanu3upoBaHHOE NPOTPAMMHOE OOECIIEUYEHUE HCIIOJIb3YETCs
JUIA TOBBIIIEHUS AS(P(EKTUBHOCTH NPEANPUATUN, CHIKEHHUS 3arpaT MU
yJIydlIeHUs] ”HPOPMALIMIOHHOTO YIIPABIICHUSI.

14.2 CosBpemennsnie TpeHabl UT B Takux npogeccuoHaabHBIX
00J1acTAX, KaK MeAHIIUHA, JHEPreTUKA U pyrue

CoBpeMeHHbIE nH(pOpMaITMOHHBIE TEXHOJIOTUH (UT)
XapaKTEepU3yIOTCS ~ MHHOBALMSIMM W HOBIIECTBAMM B KaxAou
poQecCHOHAIbHON 00JacTH:

Menununa:

o  Tene-menuuuna: IlpemocraBneHne METULIMHCKHAX YCIyI Ha
PAcCTOSIHUM, CBSI3b C NTALIMEHTAMH.

o  McKycCTBeHHBIN HHTEJJICKT (AI): ABTOMaTH3aIUsA
JIUarHOCTUKH U JIeUeHUs1, Ipo(uIaKTHKa 3a00J1€BaHUM.

o  Hocumble TexXHOJOrMH: YCTpOWCTBA MJisi MOHUTOPHUHIA
napaMeTpoB Tena (YMHbIE Yachl).

JHepreTuka:

o Smart Grid: HHTeeKTyalbHbIC 3JICKTPUYECKHE CETH s
yrpasieHus 3PHEKTUBHOCTbIO YJHEPTUU.

o  Bo3oOHOBIsieMble HMCTOYHUKHM JHEPruMu:  YTpPaBICHUE
COJIHEYHOU M BETPOBOM 3HEPrUei ¢ MOMOUIbIO HU(PPOBBIX MIATHOPM.

o 10T: MOHUTOPUHT M ONITUMHU3ALMS TOTPEOJICHHS SHEPTHUH.

IIpousBoacTBo:

o  Hupycrpus 4.0: Aprtomatuzanus mnpousBoacTBa, [oT wu
"ymubIE" (haOpUKH.

o 3D meuartsb: bricTpoe Mpon3BOACTBO HEOOXOIUMBIX JETAICH.

OobpazoBaHnmue:

o  E-learning: OwnnaitH  o0y4yeHue, MOOWIbHBIC YyucOHBIC
m1aTGOPMEI.

o AR/VR TtexHonoruu: OOydyeHune B BUPTYaJIbHOH W
JOIIOJTHEHHOU pPEaJIbHOCTH.

14.3 MHcnouab3oBaHHe TMOMCKOBBIX CHCTEM M JJIEKTPOHHBIX
pecypcoB uisl po¢ecCHOHAIBHBIX 1eJIei

Hcronb3oBaHuE TOMCKOBBIX CUCTEM M IEKTPOHHBIX PECYPCOB B

npodeccruoHanbHOM chepe UrpaeT BaxXHyIO pOJib:
IMMOUCKOBBIE CUCTEMMBI:
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o  Axamemuueckne TmouckoBbie cuctembl: (Google Scholar,
ResearchGate — a1 moricka Hay9HBIX CTATSH M MCCIICTOBAHUIA.

o  Cnemumanu3upoBaHHbIe  0a3pl:  MemunuHCKas, HaydHas,
WHXEHEpHas JINTepaTypa.

JJIEKTPOHHBIE PECYPCHBI:

o  Open Access Journals: OTKpbITbIE Hay4YHbBIE KYPHAJIBI.

o  BeOunappr u onmaiiH-kypcel: g npodeccnoHalIbHOTO
pa3BUTHS, O0yUYEHUS HOBBIM HaBbIKaM.

o  DKcIHepTHbIC cailThl: J{Jis MoTyyeHus akTyallbHOM UH(pOpMaluu
10 TEXHUYECKUM U 00pa30BaTEIbHBIM BOIIPOCAM.

D@ deKkTUBHOE HCIONB30BAHUE AIEKTPOHHBIX PECYPCOB MJIsi MOHMCKA
nHpopManuu W ydeObl pacHUIMpsieT 3HAHUS, CTUMYJIHPYET HHHOBALMHM U
YIIY4IIAeT MPAKTUYECKUAN OTIBIT.

144  be3onacHoctb  HMHGOPMALMOHHO-KOMMYHUKANMOHHBIX
TEXHOJIOTHiA B IPOMBIILJICHHOCTH

be3onacHocTh VHyCTPUAIBbHBIX UH(OPMAIMOHHO-
KOMMYyHUKaIIMOHHBIX TexHosioruit (UKT) — sto 3ammra uHbopmanuu u
CUCTEM B TAaKUX OTPACIAX, KAaK MPOU3BOACTBO, SHEPIreTHKA, MEIWLMHA U
JIPYTHUX:

Kubepb6e3onacHocTs:

o  MexaHu3mbl 3alIUTBl OT BPEJOHOCHBIX aTak (BUPYCHI,
XaKEepCKUE aTakM).

o  lludposanue, ayreHTHPUKAINUS U MEXAHU3MbI KOHTPOJIS
J0CTyna.

3amuTa JaHHBIX:

o  XpaHEHHUE U 3aIUTa JaHHBIX, CO3/IaHUE PE3EPBHBIX KOMHUIA.

o CoOmroienrie  KOHPUISHIUAIBHOCTH: 3allluTa IMEePCOHATBHBIX
JAHHBIX, COOJII0JIEHUE 3aKOHOAaTeNbCcTBa, Hanpumep GDPR.

3ammra HHPPACTPYKTYPHI:

o  @usnyeckas 6€30MaCHOCTD, 3aIUTa CEPBEPOB U CETEM.

o  OOecrnieuenue Gecriepe0OHOM PaOOTHI CUCTEM.

OOyuyeHue H NOBBILICHHE 0CBEIOMICHHOCTH:

o  OOydeHHwe COTPYAHHKOB MepaM Oe30macHOCTH, Ooprba ¢
(UIIMHTOM.

be3zonacHocts uHayctpuanbHeix KT mmeer pemaromiee 3HaueHue
st obecriedeHus] CTaOMIBHOCTH PAOOTHI  OpraHM3aIMii U 3aIUTHI
MH()OPMAIIMOHHBIX PECYPCOB.

3aki0oueHue
[Ipodeccuonanbupie UHPOPMALMOHHBIE TEXHOJOTUM WU WHAYCTpHUAIbHbBIC
UKT  sBastorcss  BaXHBIMM ~ MHCTPYMEHTAMU Il TOBBILICHUS
3¢ (PEKTUBHOCTU COBPEMEHHBIX CTPYKTYp, BHEIPEHUSI MHHOBAIIMI U 3aLIUThI
naHHbIX. VX pa3BuTHE U MHTErpalys YCUIMBAIOT KOHKYPEHTOCIIOCOOHOCTD
NOPENNPUITHIA U CHOCOOCTBYIOT YCTOMUMBOMY Pa3BUTHIO OOIIIECTBA.
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KoHTpo/ibHBbIE BONIPOCHI:

1. Yro Takoe crenualu3upoBaHHOE MPOrpaMMHOE OOecleyeHHe U
KaKOBa €Tro POJIb B PEIICHUH 33/1a4 TPO(ecCHOHaTbHOM chephl?

2. Kakue coBpemenHsle wuHpopMarmonnsie TexHonorun (UT)
SBJISIFOTCS. HOBBIMH TPEHJIaMU B MeUIIMHE?

3. Kakue npeumyiectsa faet BHeIpeHue Texnoiaoruu Smart Grid B
SHEpPreTuKe?

4. Yro npexacrasiser coboi konuenuus Uunycrpusa 4.0, u kakoBa
pouib loT B aBTOMaTHU3a1IMU IPOU3BOICTBA?

5. KakoBwel mnpeumymiectBa mnpuMeHenus E-learning u AR/VR
TEXHOJIOTUH B 00pa3oBaHuu?

6. Kakxoma posb momckoBbeIXx cuctem (Hampumep, Google Scholar,
ResearchGate) nns npodeccroHAIBHBIX 1Eei?

7. Kak ucrnonb3yroTCs  DJIEKTPOHHBIE  pecypchl  (Hampumep,
OTKPBITBIC HAYYHBIC KypHajbl, BEOWHApBI) A MPO(PECCHOHATEHOTO
pas3BuTHs?

8. Kakme wMepbl crmeayer TOpWHHMATh I OOCCIICYCHHS
6e3onacHocTH UHIyCcTpUanbHbix UKT?

9. Kakumu mMexaHM3MaMH OCYIIECTBIAETCS 3alluTa WH)OpMaAIUU U
3aIuTa OT BPEJIOHOCHBIX aTak B kubepbezonacHoCcT?

10. Kakue tpeboBanusi 3akoHozjatenbcTBa (Hampumep, GDPR)
HaNpaBJeHbl HA 3alIUTy JaHHBIX W COXPAHEHHE KOH(PHUICHIIMAIbHOCTU
uHbopmaruun?

JlabGopaTopHblie 3a1aHUA:

PazpaboTka cTpyKTypbl U cofepkaHus ypokoB Ha mnatdopme Moodle, eDX
U APYTHX CUCTEMax JUCTAHIIMOHHOTO OOYYCHHUS.

Tembl 111 CaMOCTOSATEIbHOM Pa0d0ThI CTYACHTOB:

[IpencraBneHne u 3amUTa OCHOBHBIX PE3YJIBTaTOB MPOEKTHOU JESATEIBHOCTH
no npodeccun. Jram 2.

I'itoccapuii mo reme:

1. Crnenuaau3upoBaHHOe NIPOrpaMMHOe ofecriedeHHe

o Crenmanu3upoBaHHOe  TporpaMMHoe  obecneueHue:  [Iporpammsl,
MpeAHa3HauYeHHbIE IJIs1 PEIICHHs] KOHKPETHBIX 3a/1a4 B TpodeccronanbHou chepe.

2. MeanuMHCcKOe NPOrpaMMHoOe oGecrieyeHme

e  Dnekrponusie MenunmHckue 3amucu (EMR): Cucrema ans aBTomaruszanuu
UCTOpUHU OOJIE3HU NalUEHTA.

e OO0OpaboTka PEeHTIr€HOBCKUX M JHATHOCTUYECKUX M300pakeHuil: [Tomomp B
aHaJM3e U300paKEeHUH U JUArHOCTHKH.

3. HHXUHMPHUHT U POU3BOICTBO

o CAD (Computer-Aided Design): [IporpaMmmHoe obecnieueHne ajsi CO3AaHMsI
WH)KCHEPHBIX YEPTEKEH.

e CAM (Computer-Aided Manufacturing): IIporpammHoe obecrieueHue st
aBTOMATHU3AIMH MTPOU3BOJCTBEHHBIX MPOIIECCOB.

4. @unHaHchl M Oyxraarepus
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o ERP (Enterprise Resource Planning): Cucrema ist ynpaBieHus: J0XOAaMu
U pacxoJlaMHu.

e byxranrepckue  mporpammel:  IIporpamMmmbel  uid aBTOMaTu3alMU
OyXxTajaTepuu.

5. Oopa3oBanue

e LMS (Learning Management System): CucteMa aJis ynpaBJIeHHs] Y4eOHBIM
IIPOLIECCOM.

6. CoBpemennbie UT TpeHabl

e Tene-menununa: [IpegocraBieHre MEUIIMHCKUX YCIYT HA PACCTOSIHUM.

e  HckyccrBeHHbIl HHTEIUIEKT (Al): ABTOMAaTH3aIMs TUATHOCTUKY U JICUCHUS.

e Hocumeie Texnosoruu: Y crponcTBa Ajisi MOHUTOPUHTA TAPAaMETPOB TEJIA.

e Smart Grid: WMuaTennexTyanbHble CETH IS YIPAaBJICHUS JHEPreTUUYECKOM
3¢ EKTUBHOCTBIO.

e Bo3oOHOBISIeMble HCTOYHUKHM SHEPruu: YTpaBICHHE COIHEYHOH W
BETPOBOM DHEPTHUEH.

e [oT: MoHuTOpUHT OTPEOICHUS YHEPTHUH.

e HMunyctpus 4.0: Texnosnoruu [uisi aBTOMaTH3aluu Ipou3BojcTBa, loT u
yMHbIE (paOpUKH.

e 3D neuats: beicTpoe npou3BOACTBO AeTaIEH.

e E-learning: Onnaiin oOyueHnue.

e AR/VR Ttexnonormm: OOyueHre B BHPTYaIbHOHM U  JOMOJHEHHOH
PEAIbHOCTH.

7. TlomckoBble CHCTEMBI

e Axanemuueckue mouckoBble cucteMbl: Google Scholar, ResearchGate —
JUIS TIOMCKA HAYYHBIX CTaTeH.

o CrenmanusupoBaHHble 0a3pl: Jlurepatypa 1Mo MeAMLMHE, HAayKe,
HMHXEHEPUH.

8. DJIeKTpOHHBbIE pecypchl

e Open Access Journals: OTKpBITbIE HAYYHBIE )KYPHAIBI.

o BeOunaps! u onnaita kypesl: /11 npodeccnoHaabHOro pa3BUTHS.

e  DKcHepTHbIE CalThl: [y monydeHust akTyanbHON HHGOpMaIUK.

Be3onacHocts nuaycrpuaabubix UKT

e Kubepbe3onacHocTh: MexaHU3MBbI 3aIIUThI OT BPEJOHOCHBIX aTaK.

e 3ammura JaHHBIX: XpaHEHUE U 3allUTA JAHHBIX.

e KoudunenmmanbHOCTh: 3ammra MEPCOHATBHBIX JaHHBIX, COOJO/ICHHE
GDPR.

e 3amwuta uHPpacTpyKTyphl: Puznueckas 6€30MacCHOCTh CEPBEPOB U CETEH.

e OOyueHue u TOBBIIIEHHE OCBeIOMICHHOCTH: OOyuyeHHE COTPYIHUKOB
MepaM 0e30MacHOCTH.

15-TEMA. IlepcnexkTuBsl pa3surus UT.

15.1 IlepcnekTuBbI pPa3BUTHS PbIHKA HHPOPMALMOHHBIX
TeXHOJIOTHii: Ppa3BUTHE CBOOOJHOr0 NPOrPAMMHOr0 ofecnevyeHust
CBobogHoe mporpammHoe obecrneuenue (open-source software) — aro
IPOrpaMMHBIM MPOAYKT, KOJ KOTOPOro JOCTYIEH [JIsl MOJIb30BaTENIe W
pa3pabOTUMKOB, YTO MO3BOJSET U3MEHATh U pa3BUBaTh €ro. llepcreKTUBbI
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pa3BUTHS CBOOOAHOTO MPOrPaMMHOIO OOECIIEYEHUS BKIIFOUAIOT CIEAYIOIIHE
ACHEKTBHI:

o« VHHOBauMM M HOBATOPCTBO: AKTHBHOE Y4acTHE COOOIIECTBA
MO3BOJIAET OBICTPO BHEAPSATh WMHHOBAI[MOHHBIE pEIICHUs, OCOOEHHO B
00JIaCTU COBPEMEHHBIX TEXHOJOTUM, TAKUX KaK UCKYCCTBEHHbBIH MHTEIJIEKT,
osoxueitn u Uurepuer Bemeit (IoT).

o ®OuuancoBasa 3koHomus: Kommanuum wmoryt paborath 0e3
JUIEH3UOHHBIX IUIaTeke wian ¢ Oosee JEHIeBBIMH PEIICHUSIMHU, YTO
HSKOHOMHUYECKHU BBITOHO JIJIsl MAJIoro Ou3Heca.

o Hanpexnocts m 0Oe3omacHocTb: PerymspHas mnpoBepka u
MOHUTOPUHI KOJla CO CTOpPOHBI COOOIIECTBA, YCTPAHEHHE IMPOTrPaMMHBIX
oIMOO0K, 4TO 00eCeUrBaET BHICOKII YPOBEHb O€30MACHOCTH.

o Ilpodeccuonanbnoe paszBurue: CBOOOAHOE MNPOTPAMMHOE
obecrieyeHue MpeaoCTaBisieT NPodecCUHOHANIBHBIM pa3padoTUUKaM IEHHbBIN
OMBIT ¥ HABBIKK, TO3BOJISISI UM padOTaTh B TJI00ATIM30BAaHHOM COOOIIECTBE.

15.2 ®opmupoBaHue 3KocucreMbl B cepe HHPOPMALMOHHBIX
TeXHOJIOT U " NOJAJIePIKKA MaJIbIX CTAPTANOB
OkocucremMa — 3TO CHUCTEMA, HalpaBJI€HHAs Ha CTUMYJIHPOBAaHUE
MHHOBALIUW, pa3BUTUE MPEINPUHUMATEIBCTBA W MOAJIEPKKY MajbIX
CTapTanoB B cepe nHHOPMALIMOHHBIX TEXHOJOTUH. [lepcrneKTuBbI pa3BUTHS
TaKOW SKOCUCTEMBI BKIIIOUAIOT:

o« MHudpacrpykrypa: Co3gaHue TEXHOMAPKOB, MHKYOaTOPOB H
aKceyepaTopoB JUIS MOAJEPKKM MAJIBIX CTapTarnoB W npeanpustui. Takue
LHEHTPbl ~ MOTYT  MPEIOCTaBISATh  pPecypchl,  (UHAHCUPOBAHHE U
HaCTaBHUYECTBO.

o IlapTrHepcrBo: I[lapTHEepcTBO MEXIQy BBICIUIMMU Y4E€OHBIMU
3aBEJCHUSIMHU, TOCYAAPCTBEHHBIMU OpPraHAMHM M YaCTHBIM CEKTOPOM. ITO
UTPAET KIIOYEBYIO POJIb B peaju3allMid MHHOBALIMOHHBIX WAEW M pa3BUTUU
CTapTarnoB.

o« @OuuancoBasa mnoagep:xkka: Crapranmbl MOTYT IOJIy4aTh
(UHAHCOBYIO TMOJACPKKY dYepe3 BEHUYPHBIA KamuTall, TpaHTbl U
rocy/1apCTBEeHHbIE CYOCUINU.

o OOpa3zoBanume u o0yuenme: PazpaboTka oO0yuaromumx
nmporpamMm  JUid  NpeANpUHUMATENIEd W TEXHUYECKUX CHEHAIHNCTOB,
oOyuaromux Ou3Hec-HaBbIKaM M Pa3BUTHIO HHHOBAIIMOHHBIX MIPOAYKTOB.

15.3 IIporpammbi akceJjiepanuu ]| HHKYOaumu
[Iporpammebl akcenepalii ¥ WHKyOalMu — 3TO CHUCTEMHbIE MEphl H
pecypchbl,  CIOCOOCTBYIOIIME POCTY M Pa3BUTHIO  cTapramnoB. Mx
NEPCHEKTUBBI BKIIIOYAIOT:

o UYerBepras mnpombiuieHHas peBoswonus: [loBblieHue
3¢ pexTUBHOCTU OM3HEC-MOJIENEeH 32 CUET HOBBIX TEXHOJOTUMI U MHHOBALIUM.
3TO0 MO3BOJISIET cTapTanaM ObIcTpee aAanTUPOBATHCS K TUHAMUKE PbIHKA.

65



e  MenropuHr: KoHCynbTalluu ONBITHBIX NPEANPUHUMATEIEH U
skcnepToB. lIporpaMMel HacTaBHMYECTBAa MOMOTAIOT CTapTanaM pa3BUBATh
CTpaTeruu u OM3HEC-HABBIKH.

o IlpuBiedenne MAaJIbIX UHBECTHIIMI: Pa3HooOpasue
UCTOYHUKOB (UHAHCUPOBAHUSA i1  CTApTalloB, BKJIOYash  MHKpO-
(dbuHaHCcHUpoBaHUE, KpayaAdhaHIMHT U IEPECMOTpP CTPATETHH.

« Bpixog Ha MexayHapoaHble PbIHKHM: Bo3MoxHOCTH IS
CTapTaroB BBIWUTH HAa MEXKJYHApOJHYIO apeHy, YCTAHOBUTh MAPTHEPCTBA U
BHEJIPATh HMHHOBALIUH.

154  PasButHe  HeoOXoaMMOM  HMHPPACTPYKTYpPbI  JJA
JJIEKTPOHHBIX ILIATeXKeH M JIOrucTUKkH. llepcnekTuBbl pa3BuUTHA e-
TEXHOJIOTHH
OJIEKTPOHHBIE IUIATE)KH W JIOTUCTUKA —  KJIIOYEBBIE KOMITOHEHTHI
COBPEMEHHOTO IPEANPUHUMATEIBCTBA. [lepcriekTrBBI pPa3BUTHSA
MH(PaCTPYKTYphI BKIIOYAIOT:

o  Cwmapr-rexnosorun: Murerpaums  [oT, OnokuellH u
MOOWJIBHBIX TPUJIOKEHUA B JIOTUCTUKY M IUIATEXKHBIE MPOLECChl. ITU
VWHHOBAIIMU MOTYT IIOBBICUTH IOBEPUE CPEAU KIIMEHTOB.

o Iudposbie miarexHoie cucrembl: Pa3zButne oOHIaWH-
wiargopMm UIsl MpoBeneHus Iuiarexeil. Pa3zpaboTka Takux miuatgopm c
YU€TOM BBICOKUX CTaHAAPTOB 0€30MaCHOCTH JJISl 3alUThI TaHHBIX KJIMEHTOB.

e ABTOMaTH3alUs JOTHCTHKHU: VCHOIp30BaHNE HMHCTPYMEHTOB
JUIsl KOMIUIEKCHOTO MOHUTOPHHIA W ONTHUMH3ALMM, a TAKXKE HHTErpauus
KEJIE3HOIOPOKHBIX, aBTOTPAHCIIOPTHBIX M BO3AYIIHBIX CUCTEM IEPEBO3OK.

« Kpocc-rpannunas Toprosiasi: MexIyHapOJHbIE IIATEXKHBIE
CUCTEMBI U JIOTUCTHUYECKNE PEIICHUS JJI1 aBTOMAaTUYECKOTO OTCIEKUBAHMS
TOBApPOB C MOMOIILI0 oTorpaduu.

IlepcnekTuBbI pa3sBUTHUA €-TeXHOJIOT Hil
E-TexHomorun — 53TO METOJbl OpraHU3alllM, YNPaBICHUS U JIOCTABKU
uHpoOpMalMK, YCIYr M TPOIYKTOB C HCIOJIb30BaHUEeM HHTepHera,
MOOUJIBHBIX TEXHOJIOTUH, HCKYCCTBEHHOTO WHTEIIEKTa, 0a3 JaHHBIX H
APYTUX COBPEMEHHBIX MH(POPMAIIMOHHBIX TEXHOJIOTUN. 3a MOCIEIHHE TOJIbI
B Pa3BUTUHU €-TEXHOJIOTUM NOSBWJIOCHh HECKOJIBKO BAYKHBIX HANPABICHUN U
TPEHIOB, KOTOPBIE CIEAYET PACCMOTPETD:

1. PocT 3/IeKTPOHHOM KOMMEPUUH U OHJIAHH-YCJIyT

. JeMokpaTu3anus pbiHka: OHnaitH-TIaTGOPMBI U TOPTOBBIE
IJIOLIAJIKU MTO3BOJISIIOT MAJIBIM MPEANPUHUMATENSM U CTapTanaM BBIXOJHWTh
Ha IIMPOKYIO ayAUTOPHUIO.

. Cmapr-Toprosis: Mcrnonp30BaHuEe CIOKHOW AHAIUTUKUA U
TEXHOJIOTUNA MAIIMHHOTO 00y4YeHUs JJII IPOTHO3UPOBAHUS MOKYIATEIbCKUX
TEeHACHIIUH.

. MooOuau3zanusi: MoOwibHbBIE TPUIOKEHUS MpeararoT
KJIMEHTaM YAOOHBIN U MPOCTOM OIBIT MOKYMOK, CTUMYIUPYS IPOIAKH.
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2. PasBuTrHe UHUPPOBBIX TPAH3aKUUIA M IJIEKTPOHHBIX
IJIATEKHBIX CUCTEM

o KpunroBamorel: BiusHue KpuUnNTOBAIIOT H  OJIOKYEHH-
TEXHOJIOTHI Ha MOBBIIICHHE CKOPOCTH M 0€30MMaCHOCTH TUTATEKEH.

. baokueiin: Hcmonp3oBanue OJIOKYeiiHA [UIsT OOecIieueHus
0€30IMacHOCTH TpaH3aKIMK M 3aluThl JaHHBIX. CrernuaabHble OJIOKYEHH-
m1aTHOpMbI 00ECIICUNBAIOT MUHUMAJIbHBIC TPAH3aKIIMOHHBIC U3ICPHKKH.

3. Nudopmanuonnas 60e301aCHOCTH U 3a1UTA JaAHHBIX

. Ycunenue kubepoe3onacHocTu: VHBECTUIIMN B PELICHUS 110
KnOepOe30macHOCTH M pa3paboTKa HOBBIX CTaHAAPTOB OE30MACHOCTH IS
3al{UThl JJaHHBIX.

. GDPR ¥ HanmuoHa/JIbHOE€ 3aKOHOJATEJbLCTBO. YCHJICHHE
3aKOHOJATEIbHBIX TPEOOBAHUM B 00JACTH 3alUTHI JTAHHBIX W BHEIAPEHUE
MHKJTIO3UBHBIX CTaHJIAPTOB JJIg oOecrieueHus: 0€30MacCHOCTH UCII0JIb30BAHUS
€-TEeXHOJIOTHH.

4, HNcKyccTBeHHBIM HHTE/LUICKT U MAIIMHHOE 00y4YeHue

. Anamurtuka: IIpumenenne MHM-anroputmMoB 1uisi TIIyOOKOTO
aHaJIN3a JaHHBIX U IPOTHO3UPOBAHUS HHTEPECOB KIIMEHTOB.

. IlepcoHanu3npoBaHHbIN KJIHEHTCKHHA OIIBIT:

Hcnonp3oBaHre TEXHOJOTUN MANIMHHOTO OOYYEHUs I MPEeIOCTaBIICHUS
NEPCOHATU3UPOBAHHBIX TMPEIJIOKEHUN U YCIYT, YKPEIJIEHUE KIMEHTCKUX
OTHOULICHUM.

5. Oo6s1auHbIe BHIYMCICHUSA

. I'mokoctp M mMacmITadMpPyeMoOCThb: Hcnonp3oBanue
OOJIaYHBIX TEXHOJOTWM s S(PQPEKTUBHOTO HCIOIb30BaHUSA PECYPCOB
OpraHu3alMi U CHUKEHUS ONEPALIMOHHBIX 3aTpar.

. Moaean Ha ocHOBe moanucku: Pacmmpenune momenu SaaS
(Software as a Service), nmpu KOTOpOil MporpaMMHOEe oOecreyeHue
MPEAOCTABIIAETCA KaK yCIlyra.

6. NuTepakTUBHBbIE 1 MOOWIbHBIE IIAT(HOPMBI

. Inardpopmbl, Takme kak Angexe, Google u Alibaba,
MPEAOCTABIISAIONINEG WHTEPAKTUBHBIE WHTEPENCHl UIsi B3aMMOJICUCTBHS C
KJIINEHTaMHU.

. M-commerce: Poct MOOMIIBHOM KOMMEPIUH, TA¢ OW3HECH U
KJIMEHTHI B3aMMO/JICHCTBYIOT Yepe3 MOOMIIbHBIE TUIAT()OPMBI.

7. Smart City u IoT (MuTepHeT Beleii)

o Cwmapr-pemienusi: Pa3BuTue ropoickoil HHPPACTPYKTYpHI,
OOIIIECTBEHHOT'O TPAHCIIOPTA U AKOJOTUYECKOIO MOHUTOPHUHIA C MOMOIIbIO
[oT. UWHtepHer Beled NO3BOJAET ABTOMATU3UPOBATH  YIPABJICHUE
TrOpOJCKONU UHPPACTPYKTYPOH.

o OOmen panwnbiMuM: Hcnonb30BaHHWE JAaHHBIX B PEATbHOM
BPEMEHH, TAKUX KAK TEMIIEPATYpa, BIAXKHOCTb, ABUKCHUE TPAHCIIOPTA, IS
YIPABJIEHUS TOPOJCKUMH YCIyTaMu.
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3akioueHue
[lepciekTuBBl pa3BUTHS HHPOPMAIIMOHHBIX TEXHOJOTHH 00ecrneYnBaroT
HSKOHOMUYECKUH  pOCT, (HOPMHUPOBAHHE HWHHOBAIIMOHHBIX JKOCHCTEM,
pa3BUTHE CTApPTaliOB M CO3JIaHUE COBPEMEHHOTO HH(PPACTPYKTYPHOTO
oOopynoBaHusi. CoBpeMEHHbIE OW3HEC-TIPOLIECCHI TECHO CBS3aHBI  C
TEXHOJIOTMYECKUMHU pEIIEHUsIMU, OCHOBaHHbIMH Ha MWT, urto Tpedyer
JaJbHENIIEN MOJAEPKKUM W pa3BUTUSL 3TOro cekrtopa. llepcrekTuBbl e-
TEXHOJIOTMI HalEJIEHbl Ha BHEAPEHUE 3HAUUTEIbHBIX U3MEHEHUH B KU3Hb
Ou3Heca, rocyapcTB U OOIIECTBA, yaydllass KOMMYHUKALUIO C KIIMEHTaMH,
3¢ (EeKTUBHOE HCIOJIB30BAHUE PECYPCOB M ONTUMHU3ALUIO COLHUAIBHO-
HKOHOMUYECKUX TPOIECCOB. B uTOre, €-TeXHOJOTHUU OKa3bIBAIOT MPSIMOE
BIUSTHUE HA Pa3BUTHE MUPOBON SKOHOMUKH.

KoHTpoJibHbIE BONPOCHI:

1. Kakue OCHOBHBIE TPEUMYIIECTBA HWMEET  CBOOOTHOE
nporpammHoe oOecrieueHue (open-source software) m kak OHO BIMSET Ha
VHHOBAILIMU HA PBIHKE?

2.  Kakwue ki1rodeBbie 2JIeMEHTHI HEOOXOAUMBI ISt (DOPMHUPOBAHHS
HKOCHUCTEMBI B cpepe NHPOPMALIMOHHBIX TEXHOIOTHI1?

3. Kak mnporpammbl akceinepalMd M HHKyOallMM BIMSIOT Ha
pa3BUTHE CTapTaNOB?

4.  Kak cMapT-TeXHOJIOTUU BIUSIOT HA JOTHUCTUKY U AJIEKTPOHHbBIE
IUIaTEeXN?

5. Kakue nepcnekTuBbl pa3BUTHs €-TEXHOJIOTMHA U KaKyH POJIb
OHHU UTPAIOT B COBPEMEHHOM On3Hece?

6.  Kak MOOHWIbHBIE TEXHOJIOTHH BIUSIOT HA KOMMEPILIHIO?

7.  Kak KpuntoBamOTHl M OJOKYEHH TEXHOJOTUH TOBBIIIAIOT
yA00CTBO U 0€30MACHOCTb 3IEKTPOHHBIX IJIATEXKEN?

8. Kakwe HOpMaTuBHBIE aKThl M CTaHAAPTHl OOECIIECUYUBAIOT
MH(}OpMAIMOHHYIO 0€30MACHOCTh U 3ALUTY JTaHHbBIX?

Q. Kak uCKycCTBEHHBI HWHTEIJIEKT M MAaIIMHHOE OOyuYeHue

MTOMOTAIOT B TITyOOKOM aHAIN3€e JAaHHBIX U YIYUIIICHUU KIUEHTCKOTO OMbITa?

10. Kak Texnonoruu loT BausrOT Ha pa3BUTHE KOHIEMIIMU Smart
City?

JlaGopaTopHblie TeMblI:

e VYCTaHOBKa U WCIOJB30BAaHUWE MPUKIAAHBIX MPOrpaMM B
npodecCuoHaANIbHOM cdepe.

. PaGoter B cpene Matlab s HaydyHbIX M TEXHUYECKHUX
BBIUMCIICHUU.

o PabGora c pacmupenusimu Matlab s pemeHuss TpPUKIAAHBIX
3azay.

TeMbl caMOCTOATENbHON PA0OTHI CTY/IEHTOB:

o Brmmonnenue 3amanmnii u COX (camoctositenbHas paboTa
CTYJIEHTOB).
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I'noccapuii mo reme:

1. CgobGoaHoe nmporpamMmMHoe o0ecrieyeHue

e (CBoOomnoe mporpammHoe  obecneuenue  (open-source  software):
[IporpaMMHBII TPOAYKT, KOJA KOTOPOrO JOCTYNEH JUIsi H3MEHEHHS M pa3BUTUA
[10JIb30BATESIMU U pa3pabOTUMKAMH.

2. IlepcrniekTHBBI pa3BUTHUS

e VHHOBanum ¥ HOBaTOpPCTBO: bblcTpoe BHEApPEeHHE HHHOBALMOHHBIX
perieHuii 61arogapsi akTUBHOMY y4acTHIO COOOIIECTBa.

o @unaHcoBasg 53KoHOMHA: PabGora 0e3 JMIEH3MOHHBIX IIIATEXKEH, 4YTO
BBITOIHO MaJIOMy OM3HECY.

e Hapnexnocts u 6e3omacHocTh: IIpoBepka koaa co CTOpOHBI COOOIIECTBA IS
obecrieyeHrst 6€30MaCHOCTH.

e IIpodeccuonanbHoe pa3Butue: Bo3MoOXHOCTE i pa3pabOTUYHUKOB
MIOJIYYUTh LEHHBIN OIBIT U HABBIKU.

3. JkocucTrema

e DOxkocucrema: Cucrema, CTUMYJIUPYIOIAs HWHHOBALIMM U  MOJAEPKKY
crapranoB B cdepe UT.

4. HNuppacTpykTypa

e Hudpactpykrypa: CoznaHue TEXHONAPKOB, HHKYOAaTOPOB U aKCeJIepaTopoB
JUISL TO/JIEP’KKH CTApTAaIloB.

5. TlapTHepcTBO

e IlaptHepcTBOo: COTpPYOHHUYECTBO MEXAY BY3aMH, TOCYJapCTBEHHBIMHU
OpraHaMHU U YaCTHBIM CEKTOPOM.

6. duHaHCcOBas MOJAEPKKA

o @unaHcoBag mojsepxka: ['paHTbl W cyOCHIMU Ui CTapTamoB MOMHMO
BEHUYYPHOI'O Kanurasa.

7. Axcenepanusi ¥ HHKYO0aus

e Akxcenepanusi: Mepsl, yCKOPSIOIIKE POCT CTapTaIoB.

o MukyOGanus: Pecypcsl 1 moaaepxka Juist cTapTanoB Ha cTapre.

CMapT-TeXHOJI0TUH

e Cwmapr-texnHonoruu: Hurerpaums IoT, OmokueliHa u  MOOMIIBHBIX
MPUJIOKEHUH B JIOTUCTUKY U TUIATEXKH.

9. Ilu¢posbie NIaTeKHbIE CHCTEMbI

e Iludpossie miarexusie cuctemsl: [Inardopmsl A oHnalH-TUIaTEKEH.

10. ABTOMAaTH3AIUA JOTHCTHKH

e ABTOMaTH3alus  JIOTHCTUKHM: Vcmonb3oBaHHEe  WHCTPYMEHTOB  JUIS
ONTHMHU3ALMH JJOTUCTUYECKUX MPOILIECCOB.

11. Kpocc-rpaHu4Hasi TOpro,Jisi

e Kpocc-rpannunas toprosis: MexIyHapOIHbIE IUIATEXHU U JIOTUCTHYECKHE
pelIeHus.

12. E-TexHoJiornu

e  E-texnonorum: Mcnons3oBanue MuTepuera, MoOmiIbHBIX TexHOMOTHH 1 MU
JUISL YIIPABJIEHUS U IOCTaBKU YCIYT.

13. DJeKkTpOHHAsi KOMMePIUs

e DuekTpoHHass koMMepuus: [Iponaxa v Mokynka NpoayKTOB Yepe3 OHJIAMH-
IaTHOPMBL.

14. ludposbie TpaH3aAKINHU

e Iludpomeie Tpanzakumu: DuUHAHCOBBIE OMEpalMK  Yepe3  OHJIANH-
1aT(HOPMBI.
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15. UndopmanuonHas 0e30MacHOCTb

e HMudopmarnronnas 6e3omacHocTb: Mepbl 10 3alIUTE TaHHBIX U CUCTEM.

16. MckyccTBeHHBII HHTEJIEKT U MAIIIMHHOE 00yYeHue

e HckyccrBennbli uHTEIEKT (Al): CrocoOHOCTh KOMIBIOTEPHBIX CHCTEM
MMUTHUPOBATH JEHCTBUS YEIOBEUECKOTO pa3yma.

e MammunHoe oOy4yeHue: ABTOMATUYECKOE PAa3BUTHE aJIrOPUTMOB Ha OCHOBE
JTAHHBIX.

17. Ob6nayHble BHIYHCIEHUSA

e OOGnaunbie BerymcieHus: JlocTym Kk JaHHBIM U cepBHcaM yepe3 HTepHeT.

18. UHTepaKkTHBHBbIE H MOOWJIbHBIE IIAT(HOPMBI

e  HHrepakTuBHBIC MIATPOPMBI: TEXHOIOTHH TSI CBSI3U C KIIMEHTaMHU.

e M-commerce: MoOuIbHasE KOMMEPIIHSL.

19. Smart City u 0T

e Smart City: VYcoBepuIeHCTBOBaHHE TOPOJCKONH HHPPACTPYKTYypbl H
aBTOMAaTHU3AIIMSL.

e [oT (MuTepHer Bemeit): BzanmopeiicTBue ycTpoiicTB 1 0OMEH JaHHBIMHU.
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1. Topic. The Role of ICT in the Key Sectors of Societal
Development and ICT Standards

Today, one of our main concerns is the quality of education, and an
effective way to enhance this quality is through the use of various
information technologies in the educational system. One of the most
Important tasks facing society is to cultivate information culture among the
youth, who are the future members of our society. The teaching process
conducted through computers and interactive tools helps develop students'
innovative thinking abilities, leading them to discover systemic connections
and laws, ultimately paving the way for the formation of their professional
potential. The main requirement of an information society is to provide
students with the foundational knowledge of information literacy, to develop
their logical-structural thinking capabilities, and to cultivate the skills to use
information technology as a tool for self-development and implementation,
thus adapting them to the information society. Just as society evolves, state
authorities must also change, as their role is to meet the demands of the
population, and this is non-negotiable. The relationship between the state and
citizens, the state and business, and the state and state must be carried out at
all levels, and services should ideally be available in one place, through a
unified electronic portal — the e-government portal.

The pivotal role of international standards in the development of the
information society cannot be overlooked. A standard is a document that
specifies criteria, descriptions, guidelines, or specifications applicable to
materials, products, processes, and services. Standards can also be employed
to support industries or innovation policies like the adoption of new
technologies. Information and Communication Technologies (ICT) involve a
collection of processes, methods, and techniques for searching, collecting,
storing, processing, providing, and disseminating information. According to
ISO/IEC 38500:2008 standards, information technologies are defined as the
necessary resources for collecting, processing, storing, and disseminating
information. In the Republic of Kazakhstan, there are many national and
interstate standards in the field of information technologies. As society
progresses, great responsibility falls upon the ICT sector. Effective state
regulation of the innovative development of ICT is fundamental to
enhancing the efficiency and competitiveness of Kazakhstan's national
economy. Technical committees for standardization participate in the
development of national, pre-national, international, regional, and interstate
standards, as well as in the formulation of standards. Kazakhstan also has
national standards in the field of Smart City and ISO standards, including
ISO/IEC 27031:2011, which describes the concepts and principles of the
preparedness of information and communication technologies for business
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continuity and provides a system of methods and processes for any
organization's ICT business continuity.
List of Standards in the Field of Information and Communication
Technologies of the Republic of Kazakhstan

List of Standards in the Field of ICT of the Republic of Kazakhstan
Table 1

Title of the Standard

Development of ST RK "Information Technologies, Programming
Languages, Their Environments, and Software Interfaces. Extension of the C++
Library and Mathematical Special Support Functions."

Development of ST RK "Information Technologies. Interoperability of
Open Systems. Part 1. Object Identifier Resolution System."

Development of ST RK "Information Technologies. Interoperability of
Open Systems. Part 2. Procedures for the Operating Agency of the Object
Identifier Authorization System."

Development of ST RK "Information Technologies. Evaluation of
Software Products. Part 3. Process for Developers.”

Development of ST RK "Systems and Software Development.
Requirements for Customers and Documentation Suppliers."

Development of ST RK "Information Technologies. Programming
Languages, Their Environments, and System Programming Interfaces. Extension
of the C Library. Part 2. Dynamic Allocation Functions."

Development of ST RK "Information Technologies. Development of
Systems and Software. Guidelines for the Requirements for Engineering Tool
Capabilities.”

Development of ST RK "Information Technologies. Accessibility
Analysis for Persons with Disabilities. Part 1. Overview of User Needs."

Development of ST RK "Quality of Official Information of the Republic
of Kazakhstan. Rules for the Provision of Information Technologies for
Certification."

Development of ST RK "Information Technologies. Information and

0 Computing Systems. Stages and Phases of the Life Cycle, Types and Sets of
Documents."
Development of ST RK "Information Processing Systems. User
1 Documentation and Information for Consumer Software Package Enclosures."
Development of ST RK "Information Technologies. Guidelines for the
2 Application of the State Standard ISO/IEC 12207" (Process of the Life Cycle of

Software Products).

Development of ST RK "Information Technologies. Guidelines for
3 Managing Software Documentation.

Development of Web Standards for State Authorities of the Republic of
4 Kazakhstan.

Development of ST RK "Accessibility of Internet Resources for Persons
5 with Disabilities."”

Development of ST RK "Internet Resources, Internet Portals. Guidelines
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6 and Technical Requirements."
Development of ST RK "Recommended Practices for Developing
7 Mobile Web Applications."
Development of ST RK "Requirements for the Security of Web
8 Applications of State Authorities."”
Development of ST RK "Information Technology. Methods for Ensuring
9 Security. Guidelines for Implementing an Information Security Management
System."
Development of ST RK "Information Technology. Methods and Tools
0 for Ensuring Security. Information Security Management. Measurement.”
Development of ST RK "Information Technology. Methods for Ensuring
1 Security. Structure for Ensuring Privacy."
Development of ST RK "Information Technology. Methods and Tools
2 for Ensuring Security. Assessment of the Security of Existing Systems."

1.1. Definition of ICT: Subject and Purpose of ICT

What is meant by Information and Communication Technologies
(ICT), and what are their capabilities in modern times? The term "ICT" is
often used to describe the use of computers and the internet. Sometimes,
"ICT" is associated with the most complex and expensive computer
technologies, while in other instances, it relates to traditional technologies
such as radio, television, and telephony, which we will explore further. The
definition of ICT varies widely based on context and application. The roles
assigned to ICT generally relate to two approaches:

- As a production sector: This approach signifies policies aimed at
strengthening and/or developing industries related to ICT.

- As a catalyst for socio-economic development: This approach
envisions adopting a general strategy that influences many sectors of the
economy with the goal of maximizing the informatization of the economy
and society.

The subject of ICT serves to shape students’ worldviews in the
information sector and modern information culture, meaning that they
become capable of purposefully working with information through
professional applications in acquisition, processing, transmission, and
storage. The goal of teaching this subject is to equip students with the
information and communication competencies required to apply modern
information technologies across various fields of professional activity,
scientific and practical work, self-education, and other purposes. Beyond
practical objectives, the course also aims to enrich students' horizons and
enhance their overall culture, knowledge, and sense of responsibility. This
subject seeks to prepare highly qualified specialists proficient in using
modern information and communication technologies in both professional
domains and everyday life. The topic does not focus on one aspect in detail
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but aims to facilitate a better understanding of how ICT can be applied for
socio-economic development.

Objectives:

- To prepare competitive specialists;

- To master new teaching technologies;

- To ensure the effectiveness of the educational process through the
use of information and communication technologies;

- To cultivate a comprehensive personality in students, who can
independently utilize personal computer tools to meet modern societal
demands.

1.2. Connection between ICT and Achieving Goals in the
Millennium Declaration and Its Tasks

The relationship between Information and Communication
Technologies and the Development Goals set in the Millennium Declaration
(MDG) is apparent, though it may not be entirely straightforward. However,
the existence of this relationship is evident and requires significant effort to
build and explore. The primary task is to deepen the potential uses of ICT to
stimulate socio-economic development, as well as to implement policies
directed at encouraging the use of ICT systems, which are beneficial for
politicians and leaders as well as for ensuring the practical integration of ICT
in various social sectors. The United Nations Millennium Declaration was
adopted by the UN General Assembly on September 8, 2000. In the
Millennium Declaration, member states of the UN committed to achieving
various goals regarding peace and security, development, environmental
protection, human rights, democracy and governance, protection of
vulnerable groups, fulfilling Africa's needs, and strengthening the UN. Some
goals, particularly in the realm of development, have been articulated with
specific numbers and timelines (primarily for 2015 and 2020). The UN
Secretary-General continually provides reports and speeches regarding these
matters. ICTs are inherently interconnected, and their application can span
multiple sectors. There are two approaches to the application of ICT. The
first concerns direct applications aimed at end-users and is used to establish a
direct connection between them and their service providers. The second
approach is indirect, focusing on developing policies for infrastructure,
supporting systems, and content, with the expectation that this will in turn
benefit end-users.

1.3. Modern History of Kazakhstan in the Context of Global
Historical Processes and the Concept of Forming Historical
Consciousness in Kazakhstan

The modern history of Kazakhstan is closely linked to global
historical processes. The formation of historical consciousness is a process
of understanding and developing the foundations of national identity,
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culture, and statehood. The modern history of Kazakhstan within the context
of global historical processes includes:

1. Independence Period: The declaration of Kazakhstan's
independence in 1991 marked a historical moment that provided a new
direction for the country's political, economic, and social development.
Following independence, Kazakhstan sought to establish its place in the
International arena.

2. Globalization: The integration of Kazakhstan into the global
economy, attracting foreign investments, and cooperation with international
organizations are crucial aspects of modern history.

3. Culture and Identity: The role of culture, language, traditions, and
national values is paramount in the formation of historical consciousness.
Kazakhstan's multi-ethnic society reflects the diversity of its historical
consciousness.

The Concept of Forming Historical Consciousness in Kazakhstan

1. Historical Education: Teaching national history, culture, and
traditions to youth through the historical education system.

2. Research and Publication: Supporting historical research, opening
archives, and publishing historical documents to cultivate historical
awareness.

3. nternational Cooperation: Participating in international scientific
projects and conferences to research and promote Kazakhstan's history.

4. National ldeology: The role of national ideology in shaping
historical consciousness, aimed at enhancing the unity, patriotism, and
national pride of the populace.

The modern history of Kazakhstan and the formation of historical
consciousness is a complex and multifaceted process closely intertwined
with global historical processes.

Conclusion

Information and Communication Technologies (ICT) are a crucial
pillar of societal development, and their impact is widespread. The
introduction of ICT in education, healthcare, economics, social relations, and
public administration improves people's lives, increases efficiency, and
promotes innovative ideas. Moreover, ICT standards play an important role
in enhancing the reliability of these systems by ensuring technology
integration and security. With the development of ICT, the introduction of
new innovations and standards in the future will contribute to the qualitative
and sustainable development of society.

Control Questions:
1. How do Information and Communication Technologies (ICT)
influence the development of society?
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2. What is the importance of cultivating information culture? What
are the responsibilities of the education system in developing the information
culture of youth?

3. What is the role of ICT standards and international standards?
Discuss the significance of the ISO/IEC 38500:2008 standard in the field of
ICT.

4. What assistance can ICT provide in achieving the development
goals of the Millennium Declaration? What metrics can characterize the
modes of ICT involvement in reaching these goals?

5. What is the connection between modern Kazakh history and global
historical processes? What historical significance does the independence
period hold for Kazakhstan's development?

6. What strategic initiatives exist in Kazakhstan for forming
historical consciousness? What is the importance of historical education and
international cooperation?

7. How do computer tools and interactive technologies help change
the teaching process? In what ways is the ability of students to identify
systemic relationships developed?

8. What role do Information and Communication Technologies play
in socio-economic development? What are the effects and usage possibilities
of ICT in economic sectors?

9. For what purposes can law enforcement agencies and state
authorities in Kazakhstan utilize ICT? What is the significance of developing
the electronic format of state services?

10. What is the role of national ideology and culture in shaping
historical consciousness? What is the role and influence of historical
consciousness and culture in Kazakhstan's multi-ethnic society?

Laboratory Topics

- Calculating the performance of a computer system: speed,
efficiency, power consumption, Amdahl's law, CPU time.

Student Independent Work Topics:

- Creating a block diagram of the functioning of computer hardware.

Glossary Covering the Topic:

1. Information and Communication Technologies (ICT): A set of
technologies and tools for acquiring, processing, storing, delivering, and disseminating
information. The main elements of ICT include computers, mobile devices, the internet,
software, and connectivity technologies.

2. Millennium Declaration: A document adopted by the UN General
Assembly in 2000, wherein member states of the UN set several goals regarding
development, human rights, peace, and security.

3.Historical Consciousness: Concepts that shape the national identity, culture,
statehood, and values, based on historical experience and knowledge.

76



4. Independence: The state of having full legal and economic freedom,
starting from Kazakhstan's independence declared in 1991, impacting its external and
internal policies.

5. Globalization: The economic, political, cultural, and technological
integration of nations and organizations in the world.

6. National Identity: An individual's sense of belonging to their nationality,
culture, traditions, and language.

7. Informatization: The process of effectively utilizing informational resources
and data in society, enhancing information culture and quality.

8. Economic Development: Systematic actions and programs that contribute
to the growth and improvement of the economy.

9. Information and Communication Competencies: An individual's
capability to effectively use information technologies, process information, and
communicate.

10.Socio-Economic Development: The rapid economic growth and
improvement of social conditions, enhancing people's quality of life.

11. Competitiveness: The ability to withstand competition in the market,
reflecting the economic efficiency of a state, enterprise, or individual.

12. International Cooperation: A partnership facilitating information,
resource, and experience exchange among countries and international organizations.

13. Historical Research: The process of studying historical facts and events,
understanding their contexts, and compiling documents and information.

14. National Ideology: A framework reflecting the cultural, political, and
social values of a nation, aimed at promoting unity, patriotism, and national pride.

15. Education System: The collection of mechanisms and structures used to
provide education and skills to youth.

2. Topic: Introduction to Computer Systems and Architecture
of Computer Systems

2.1 Overview of Computer Systems

A computer system is a complex of hardware and software designed
for data processing and storage. Computer systems are utilized to process,
store, transmit, and retrieve information at various levels. They include
devices ranging from microcomputers to large systems. The main function of
computer systems is to execute tasks, process information, and deliver
results to the user.

2.2 Evolution of Computer Systems

The history of computer systems can be divided into three main
periods:

1. Early Computers (1940-1950s): The first electronic computing
machines were large and designed for performing calculations and
bookkeeping. Examples include ENIAC and UNIVAC.
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2. Minicomputers and Microelectronics (1960-1970s): The size and
cost of computers decreased, allowing widespread use in organizational and
business life.

3. Personal Computers (1980-1990s): The emergence of devices like
IBM PC and Apple Macintosh made computers accessible to individual
users.

4. Era of New Technologies and the Internet (2000s — Present):
During this period, mobile devices, tablets, cloud computing, and
technologies for working with big data have developed.

2.3 Architecture and Components of Computer Systems

The architecture of computer systems consists of several levels:

-System Architecture: The overall organization of the computer and
how its components interact with one another.

- Processor (CPU): The main computing block that processes all
operations.

- Memory (RAM): A device that temporarily stores information,
speeding up data processing between the processor and storage devices.

- Storage Devices: Used for long-term data storage (hard drives,
SSDs, flash drives).

- Input/Output Devices: Elements facilitating communication
between the user and the computer (keyboard, monitor, printer).

2.4 Applications of Computer Systems

Computer systems are widely used across all sectors, including:

- Business: Management, accounting, analytics.

- Education: Educational tools, online courses.

- Medicine: Data storage, diagnostic systems.

- Science: Research, simulations.

- Daily Activities: Mobile applications, internet services.

2.5 Representation of Data in Computer Systems

Data in computer systems is represented in two main forms:

- Bits and Bytes: Data is written in a binary format (0 and 1).

- Data Formats: Types used to represent information, such as text,
numerical, graphical formats. For example, texts in ASCII format, images in
JPEG or PNG format.

The efficiency of data processing and storage in computer systems
directly affects the user's experience and data security.

Conclusion

Computer systems are the backbone of modern information society.
Their architecture and components are specifically designed to work
efficiently across various fields of application. The development of computer
technologies has transformed many aspects of the information society,
influencing not only technological changes but also social, economic, and
cultural transformations.
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Control Questions

1. Define the importance of computer systems.

2. Identify the historical development of computer systems.

3. Describe the characteristics of computer systems.

4. Explain the functions and capabilities of computer systems.

5. Identify the application areas of computer systems.

6. Discuss how data is represented in computer systems.

7. Determine the impact of computer systems and data processing
and storage.

8. How many primary forms are data represented in computer
systems? What are they?

9. In what sectors are computer systems widely used today?

10. Discuss the levels of architecture in computer systems.

Laboratory Topics:

- Determining the properties of operating systems. Working with
files and directories.

Topics for Student Independent Work:

- Creating a block diagram of the functioning of computer hardware.
Phase 2.

Glossary Covering the Topic:
1. Computer System: A combination of hardware (devices) and software
(programs) used for data processing, storage, and transmission.

2. Electronic Computer: A general term for the first computers used for
calculations and accounts, including examples like ENIAC and UNIVAC.

3. Minicomputer: A computing system that emerged during the 1960s and
1970s, characterized by larger size and higher cost, aimed at scientific and business
applications.

4. Microelectronics: The process of reducing the size and cost of computers,
enabling their wide adoption.

5. Personal Computer (PC): A type of computer designed for individual
users, such as IBM PC and Apple Macintosh.

6. New Technologies: The development of mobile devices, tablets, cloud
computing, and technologies for working with big data.

7. System Architecture: The overall organization of the computer and the
operational mechanisms of its components.

8. Processor (CPU): The main computing unit of the computer that processes
all operations.

9. Random Access Memory (RAM): A device that temporarily holds data
between the processor and storage devices for rapid processing.

10. Storage Devices: Devices used for long-term data storage, including hard
drives, SSDs, and flash drives.

11. Input/Output Devices: Elements that facilitate communication between
the user and the computer, such as keyboards, monitors, and printers.
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12. Data Representation: Information related to how data is stored and
processed in computer systems, e.g., bits and bytes.
13. Bits and Bytes: Data is written in binary form (0 and 1), where a bit is the
smallest unit of information, and a byte consists of 8 bits.
14. Data Format: Types used for representing information, such as ASCII for
text and JPEG or PNG for images.
15. Application Areas: Describes how computer systems are applied across
different sectors (business, education, medicine, science).
16. Information Security: Mechanisms to protect the safety of computer data
and information, preventing unauthorized access.
17. System: A collection of functional components of a computer that work
together to perform specific tasks.

3. Topic: Software and Operating Systems

Software is a collection of programs and data designed to effectively
utilize the hardware of a computer system and accomplish tasks. Software
enhances the functional capabilities of a computer and allows users to
resolve various tasks.

3.1 Software: Types, Objectives, and Characteristics

Types of Software

1. System Software:

- Operating Systems: Programs designed to manage the hardware
of a computer (e.g., Windows, Linux, macOS).

- Drivers: Programs that establish communication between
hardware and the operating system.

2. Application Software:

- Office Suites: Word processors, spreadsheets (e.g., Microsoft
Office, Google Docs).

- Graphic Editors: Photoshop, GIMP.

- Numerical Computing: MATLAB, Mathematica.

3. Development Tools:

- Programming Languages: Python, Java, C++.

- Integrated Development Environments (IDE): Visual Studio,
Eclipse.

Objectives and Characteristics:

- Automating tasks, processing data, and storing and retrieving
information.

- Providing user interfaces and managing system operations.

- Simplifying direct access to computer hardware.

3.2 Key Concepts of Operating Systems and Their Evolution

An operating system (OS) is software that facilitates communication
between a computer's hardware and application programs. It manages
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hardware resources, coordinates data and processes, and provides a user
interface.

Key Functions of Operating Systems:

- Process Management: Monitoring and controlling the execution of
processes.

- Memory Management: Efficiently utilizing memory and
dynamically allocating memory.

- File System Management: Storing, structuring, and protecting files.

- Device Management: Managing input/output devices like printers
and scanners.

Evolution:

- Early Operating Systems (1940-1950s): Focused on maximizing the
use of multiprogramming mechanisms for single users.

- Multi-user Systems (1960-1970s): Development of systems like
UNIX that allowed resource sharing.

-Graphical User Interfaces (1980-1990s): Introduction of graphical
interfaces in systems like Windows and macQOS.

- Mobile Operating Systems (2000s — Present): Emergence of
Android and 10S, addressing the needs of operating systems in mobile
devices.

3.3 Main Concepts and Classification of Operating Systems

Main Concepts:

- Multifunctionality: Capability to execute multiple functions
simultaneously.

- Resource Management: Balancing computer resources (memory,
CPU time).

- Security and Protection: Safeguarding data and resources from
unauthorized access.

Classification:

- Server Operating Systems: Windows Server, Linux Server.

- Personal Computer Operating Systems: Windows, macOS, Linux
distributions (Ubuntu, Fedora).

- Mobile Operating Systems: Android, i0S, Windows Phone.

- Embedded Systems: Software designed for specific functions and
devices (e.g., used in cars, household appliances).

3.4 Classification of Desktop Applications

Desktop applications are installed on a user's computer and can
perform various tasks. The main types of desktop applications include:

1. Word Processors: Applications for text editing (Microsoft Word,
LibreOffice Writer).

2. Spreadsheets: Applications for managing data in tabular format
(Microsoft Excel, Google Sheets).
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3. Graphic Editors: Applications for editing images and graphic
designs (Adobe Photoshop, CoreDRAW).

4. Browsers: Applications used for searching information on the
internet and viewing websites (Google Chrome, Mozilla Firefox).

5. Multimedia Applications: Applications for editing audio and video
(Adobe Premiere Pro, Audacity).

Conclusion

Software and operating systems are fundamental functional elements
of computers. Their evolution and classification are aimed at satisfying user
needs, highlighting the role of software in society. Each development phase
introduces new technologies and methods, opening up greater possibilities
for users.

Control Questions

1. What is software, and what are its main components?

2. What is the difference between system software and application
software?

3. What are the main functions of operating systems?

4. How did the evolution of early operating systems occur, and what
phases does it encompass?

5. Compare server operating systems with personal computer
operating systems.

6. What are drivers used for, and how do they relate to the operating
system?

7. Provide examples of application software and describe their main
functions.

8. What factors are associated with the development trends of mobile
operating systems?

9. How are the security and protection functions of an operating
system implemented?

10. Name the main types of desktop applications and describe the
areas of use for each.

Laboratory Topics:

- Identify requirements for developing a "user-friendly" website.

Topics for Student Independent Work:

- Structuring, analyzing, and gathering data in a professional
environment (creating a database). Phase 1.

Glossary Covering the Topic:
1. Software: A collection of programs and data that enables effective use of
computer hardware and task execution.
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2. System Software: Programs designed to manage hardware components of a
computer; includes operating systems and drivers.

3. Operating System (OS): Software that establishes communication between
hardware and application programs; it manages resources, coordinates processes, and
provides user interfaces.

4. Driver: Software that establishes a link between hardware and the operating
system, ensuring proper functioning of hardware.

5. Application Software: Programs designed for users to perform everyday
tasks, such as word processors and graphic editors.

6. Office Suites: A collection of applications for carrying out various office
tasks, e.g., Microsoft Office, Google Docs.

7. Programming Languages: Languages used to write computer programs,
such as Python, Java, C++.

8. Integrated Development Environment (IDE): A set of tools for
developers to write, test, and debug code.

9. Process Management: A function of the operating system that controls the
execution of processes.

10. Memory Management: An OS function required for efficiently utilizing
memory and performing dynamic memory allocation.

11. File System: Mechanisms for storing, structuring, and protecting data; the
OS determines how files are organized.

12.Device Management: An OS function that ensures proper management of
input/output devices like printers and scanners.

13. Multi-user Systems: Systems that allow multiple users to share resources
simultaneously, e.g., UNIX.

14. Graphical User Interface: An interface that includes graphical elements
(icons, buttons) for interacting with users.

15. Mobile Operating Systems: Operating systems specifically designed for
mobile devices, e.g., Android, iOS.

16. Server Operating Systems: Operating systems designed for servers to
manage resources and connect with multiple clients, e.g., Windows Server, Linux Server.

17. Personal Computer Operating Systems: Operating systems used on
personal computers for individual users, e.g., Windows, macOS, Linux distributions.

8. Embedded Systems: Software designed for specific functions and devices,
such as in cars or household appliances.

19. Desktop Applications: Programs installed on a user’s computer to perform
various tasks.

20. Word Processors: Applications for text editing, e.g., Microsoft Word,
LibreOffice Writer.

21. Spreadsheet Applications: Programs for managing data in a table format,
e.g., Microsoft Excel, Google Sheets.

22. Graphic Editors: Software for processing images and graphic projects,
e.g., Adobe Photoshop, CoreI DRAW.

23. Browsers: Software used for searching information on the internet and
viewing websites, e.g., Google Chrome, Mozilla Firefox.

24. Multimedia Applications: Software for editing audio and video, e.g.,
Adobe Premiere Pro, Audacity.

83



4. Topic: Human-Computer Interaction

4.1 User Interface as a Tool for Human-Computer Interaction.
Usability of Interfaces A User Interface (Ul) is the means of
interaction and information exchange between a user and a computer or
software system. Usability describes how easily, effectively, and efficiently
users can utilize the interface. Usability defines the user experience (UX),
which reflects the user's interactions and perceptions concerning the
interface.
Aspects of Usability:
- Ease of Use: The interface should be understandable and easy to
use for the user,
- Efficiency: Users should be able to perform necessary tasks quickly
and effectively.
- Support: Necessary support should be provided to the user during
system usage, such as help documentation and tutorials.
- Recall: The user interface should allow users to remember their
selections and elements easily.
4.2 Types of Interfaces: Command Line Interface, Textual
Interface, Graphical Interface
1. Command Line Interface (CLI):
- Users input commands in text format.
- The system responds to commands.
- Advantages: Speed, complete control; Disadvantages: Difficult to
learn and use for some users.
2. Text User Interface (TUI):
- Users interact with textual menus and elements.
- Common in many applications (e.g., MS-DOS).
- Advantages: Allows simple scenarios without visual elements.
3. Graphical User Interface (GUI):
- Based on visual elements (buttons, menus, windows).
- Users manipulate the interface using a mouse or touch screen.
- Advantages: Intuitive, simplifies user interaction; Disadvantages:
Consumes more resources.
4.3 User's Personal and Mental Characteristics. Stages of User
Interface Development
1. User's Personal Characteristics:
- Age, gender, education, technical skills.
- Domain knowledge: Understanding of the program or system.
2. User's Mental Characteristics
- Thinking methods: Visual, textual, analytical.
- User's needs and motivations: Why the user is utilizing the
interface.
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Stages of User Interface Development:

1. Research: Understanding user needs and issues.

2. Sketching Creating an initial prototype of the interface.

3. Design Defining the structure, elements, and style of the interface.

4. Testing: Conducting tests with users and gathering feedback.

5. Refinement: Improving the interface based on user suggestions.

4.4 Types of Interface Testing (User Testing). Perspectives for
Interface Development

Types of Interface Testing:

1. Moderated Testing A facilitator (moderator) observes the user's
actions during the test.

2. Unmoderated Testing: Users perform tasks on their own, with
results recorded.

3. Touch Testing: Testing the response mechanism of interface
elements.

4. Public Testing: Observing the interactions of many users with the
interface.

Future Perspectives for Interfaces:

- Virtual Reality (VR) and Augmented Reality (AR): Interfaces that
provide new experiences and create a natural hierarchy for users.

- oice Interfaces:Tools that can be controlled by voice commands,
such as virtual assistants.

- Adaptive Interfaces for Portable Devices: Interfaces designed for
smartphones and wearable technology.

- Artificial Intelligence: Interfaces that are driven by user needs and
data-driven insights.

Conclusion

The user interface plays a crucial role in ensuring effective human-
computer interaction. Understanding usability and various types of interfaces
contributes to enhancing user experience. Considering users' personal and
mental characteristics is essential in interface design. Interface testing is
necessary, and future interface development will be influenced by
advancements in technology and methods.

Control Questions

1. What is a user interface (Ul), and what functions does it perform?

2. What is usability, and what are its components?

3. What are the advantages and disadvantages of command line
interfaces (CLI)?

4. What are the main differences between graphical interfaces (GUI)
and textual interfaces (TUI)?

5. How do users' personal characteristics affect interface design?
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6. What objectives does research aim to achieve in the stages of
interface design?

7. What are the advantages of each type of user interface testing?

8. How can virtual and augmented reality technologies enhance
interfaces?

9. What are the implications and potential uses of voice interfaces?

10. How can artificial intelligence enhance the functionality of
interfaces?

Laboratory Topics:

- Develop a database structure, create tables and queries. Work with
MySQL relational database. Administer MySQL databases using
phpMyAdmin. Work with a single-table database.

Topics for Student Independent Work:

- Structuring, analyzing, and gathering data in a professional
environment (creating a database). Phase 2.

Glossary Covering the Topic:
1. User Interface (Ul): The interface that enables information exchange

between the user and a computer or software system.

2. Usability: A property describing how easy, effective, and efficient users
find the interface to be.

3. User Experience (UX): A concept representing the relationship and impact
of the user’s interaction with the interface.

4.Ease of Use: Indicates that the user interface should be understandable and
easy to navigate.

5. Efficiency: Users should be able to accomplish necessary tasks quickly and
effectively.

6. Support: Services provided to users during their interaction with the system,
including help documentation and tutorials.

7. Recall: The ability of the user interface to allow users to remember their
choices or elements easily.

8. Command Line Interface (CLI): An interface where users input
commands in text form and the system responds to them.

9. Text User Interface (TUI): An interface allowing user interaction through
text menus and elements; commonly used in many applications.

10. Graphical User Interface (GUI): An interface that relies on visual
elements to facilitate user interaction and control.

11. User's Personal Characteristics: Attributes such as age, gender,
education, technical skills, and domain knowledge.

12. User's Mental Characteristics: Attributes involving thinking methods
(visual, textual, analytical) and users' needs and motives.

13. Stages of Interface Development: The phases involved in creating a user
interface, such as research, sketching, design, testing, and refinement.
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14.Moderated Testing: A type of testing where an observer monitors user
actions.

15. Unmoderated Testing: A type of testing where users perform tasks
independently, and results are documented.

16.Touch Testing: Testing the responsiveness of interface elements when

interacted with by users.

17.Public Testing: Observing and analyzing interactions of many users with
the interface.

18. irtual Reality (VR): An interactive environment controlled by a computer
that offers highly immersive user experiences.

19. Augmented Reality (AR): Interfaces that integrate physical and virtual
elements to create enriched experiences.

20. Voice Interfaces: Tools that are managed through voice commands, such
as virtual assistants.

21. Portable Devices: Adaptive interfaces designed specifically for
smartphones, wearables, and other mobile technologies.

22. Artificial Intelligence: Interfaces that are responsive to user needs and
driven by data analysis

5. Topic: Database Systems

5.1 Fundamentals of Database Systems: Concepts, Descriptions,
Architectures

A database (DB) is a system designed to store, manage, and process
structured data. Database management systems (DBMS) include software
that enhances the efficiency of information management.

Characteristics:

- Organization: Structure and format of data. Data is organized
according to specific models (relational, object-oriented, hierarchical, etc.).

- Management: DBMS ensures data input, processing, consumption,
and security.

- User Interface: Tools that facilitate interaction between users and
data.

Architecture

- Single-tier Architecture: Directly connects the user interface with
the database.

- Two-tier Architecture: Client-server model where the client
connects to the database and sends requests, while the server processes the
requests.

- Three-tier Architecture: This model includes an intermediary (such
as business logic) layer between the client, server, and database.

5.2 Data Model. Normalization. Integrity Constraints

A data model is a method for structuring data. VVarious data models
exist, with the most popular being:
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- Relational Model: Data is stored in table format, defining
relationships between tables.

- Object-oriented Model: Data is structured as objects with
relationships among objects.

Normalization is a method for organizing data in relational data
models. Its primary goal is to store data flexibly, efficiently, and without
redundancy. There are several normal forms (INF, 2NF, 3NF, etc.), which
introduce rules defining data structures.

Integrity constraintsare measures to ensure the accuracy,
completeness, and longevity of data. There are several types of integrity
constraints:

- Entity Integrity: Ensures the uniqueness of data records.

- Domain Integrity: Ensures data conforms to specific types and
ranges.

- Referential Integrity: Maintains the accuracy of references between
tables.

5.3 Query Optimization and Processing. Basics of SQL

Query Optimization is the process of refining SQL queries to quickly
retrieve required data from the database. Strategies for query optimization
include:

- Creating Indexes: Ensures quick access to data.

- Improving Query Structure Efficient use of JOIN operators,
WHERE conditions, etc., to speed up execution.

SQL (Structured Query Language) is the standard language for
working with relational databases. The main types of SQL commands are:

- SELECT: Used to retrieve data.

- INSERT: Used to add new data.

- UPDATE: Used to modify existing data.

- DELETE: Used to remove data.

5.4 Parallel Data Processing and Recovery. Database Design and
Creation

Parallel Data Processing allows multiple processes or arrays to work
with data simultaneously. This capability is especially beneficial for
enhancing processing speed when dealing with large volumes of data.

Data Recovery is the process of restoring data after system failures or
data loss. Techniques such as logical backups and replication are used.

Database Design and Creation involves:

1. Requirements Analysis: Identifying user and system requirements.

2. Creating a Data Model: Defining the structure and relationships of
the data.

3. Physical Design: Building the database with a concrete structure
(tables, indexes).
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4. Testing: Verifying the solution’s performance and capabilities.

5.5 ORM Programming Technology

ORM (Object-Relational Mapping) is a technology for processing
relational databases in object-oriented programming. ORM allows programs
to interact with data as objects, thus reducing complexity.

Advantages of ORM

- Organizes data using an object-oriented model, simplifying code.

- Eliminates the need to write direct SQL code for database access.

- Provides portable source code.

Distributed, Parallel, and Heterogeneous Databases:

- Distributed Databases: Data is stored across multiple servers.

- Parallel Databases: Data is processed in parallel across multiple
Processors.

- Heterogeneous Databases: Systems that enable management of
various types of data and databases.

Conclusion

Database systems enable efficient management, storage, and
processing of information. Their architectures and models may vary, but they
consistently aim to maintain data integrity and security. Understanding the
basics of SQL and database design skills are critical components in the field
of information management. ORM technology simplifies interactions with
data, while distributed and parallel databases are designed to meet modern
business demands.

Control Questions

1. What are the main differences between a database and a database
management system (DBMS)?

2. What are the advantages of the relational data model, and in what
scenarios is it used?

3. What is normalization, and what role does it play in structuring
database information?

4. What is the concept of data integrity, and what are its main types?

5. What types of JOIN operators exist in SQL, and how are they used
during data queries?

6. What key considerations and requirements should be taken into
account during database design phases?

7. What are the advantages and disadvantages of ORM (Object-
Relational Mapping) technology?

8. What is parallel data processing, and how does it affect database
performance?

9. What role do indexes play in DBMS, and what are the main
reasons for their use?

89



10. What are the processes involved in data recovery, and why are
they important in database management?

Laboratory Topics:

- Design and create presentations for lecture materials, scientific
reports, etc.

Topics for Student Independent Work:

- Describe the network topology of an administrative building. Phase

Glossary Covering the Topic:
1. Database (DB): A system designed for storing, managing, and processing

structured data.

2. Database Management Systems (DBMS): Software designed to enhance
the efficiency of information management.

3. Organization: The structure and formats of data. Data is organized
according to specific models.

4. Management: The DBMS ensures the input, processing, consumption, and
security of data.

5. User Interface: Tools that facilitate user interaction with data.

6. Single-tier Architecture: An architecture model that directly connects the
user interface to the database.

7. Two-tier Architecture: A client-server model in which the client connects
to the database and sends requests, while the server processes them.

8.Three-tier Architecture: An architecture that includes an intermediary layer
(such as business logic) between the client, server, and database.

9. Data Model: A method for structuring data.

10. Relational Model: A model in which data is stored in tables, defining
relationships between them.

11. Object-oriented Model: A model in which data is structured as objects
with relationships among objects.

12. Normalization: A method for organizing data in relational data models to
ensure flexible, efficient, and non-redundant storage.

13. Integrity Constraints: Measures to ensure the accuracy, completeness,
and longevity of data.

14. Entity Integrity: A constraint ensuring the uniqueness of data records.

15. Domain Integrity: A constraint ensuring data conforms to specific types
and ranges.

16. Referential Integrity: A constraint maintaining the accuracy of references
among tables.

17.Query Optimization: The process of refining SQL queries for faster data
retrieval from a database.

18. SQL (Structured Query Language): A standard language for working
with relational databases.

19. SELECT: An operator used to retrieve data.

20. INSERT: An operator used to add new data.

21. UPDATE: An operator used to modify existing data.

22. DELETE: An operator used to remove data.
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23. Parallel Data Processing: The capability of multiple processes or arrays to
work with data simultaneously.

24.Data Recovery: The process of restoring data after system failures or data
loss.

25.Database Design: The process of defining the structure, relationships, and
system requirements of data.

26. ORM (Object-Relational Mapping): A technology for processing
relational databases in object-oriented programming.

27. Distributed Database: A database where data is stored across multiple
servers.

28. Parallel Database: A database where data is processed in parallel across
multiple processors.

29. Heterogeneous Database: A system that allows management of various
types of data and databases.

Topic 6: Data Analysis. Data Management.

6.1 Basics of Data Analysis. Methods of Collection, Classification,
and Prediction. Decision Trees

Data analysis is the process of extracting useful information from
data. The main stages of data analysis are:

«  Collection: Data is collected from various sources, such as
sensors, surveys, the internet, etc.

. Classification: Data is divided into groups based on size,
characteristics, or categories. This process can be done manually or
automatically.

«  Prediction: Predicting future or unknown events based on the
data. Statistical models and algorithms are used for this.
Decision trees are graphical models used for visual representation of data
classification or prediction. A decision tree starts from a root node and
branches out through queries and decisions, showing managerial choices.
Each internal node represents a specific attribute of the data, while branches
represent different decision paths.

6.2 Processing Big Data. Data Mining Methods and Stages

Big Data refers to data sets that exceed the size, speed, and variety of
traditional databases. Special tools and methods are required to process Big
Data.

Data Mining is the process of automatically extracting knowledge from
large and complex data sets. The stages of data mining are:

1. Data Collection: Gathering necessary information from data
Sources.

2. Data Cleaning: Removing unnecessary or poor-quality data.

3. Data Integration: Merging data collected from various sources
into a unified configuration.
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4. Data Transformation: Modifying data to make it ready for
analysis and visualization.

5. Data Mining (Modeling): Using statistical or machine learning
algorithms to discover useful patterns, relationships, or predictions in the
data.

6. Evaluation of Results: Verifying the accuracy of the extracted
knowledge.

7. Presentation of Results: Showing the results through data
visualization or reporting.

6.3 Data Mining Tasks. Data Visualization
Data Mining tasks include:

«  Clustering: Grouping data into similar clusters.

«  Prediction: Predicting future values based on data.

« Association: Finding relationships between data, such as
identifying product associations in purchases.

« Segmentation: Dividing markets or users into different

segments.
Data visualization is the process of presenting data visually using graphs or
charts. Visualization helps simplify complex data and is effective in
delivering information during analytical meetings, reports, and decision-
making processes. Common tools and methods for data visualization
include:

« Graphs and charts: Examples include line charts, bar charts,
pie charts.

« Interactive dashboards: Tools that allow dynamic data
presentation.

« Maps: Used to present geographical data, such as heat maps.

6.4 Data Analysis. Data Management
Data analysis is the process of extracting meaningful information from data
using information technologies and statistical methods. It enables businesses
to improve decision-making, identify market trends, and develop
organizational strategies. The main aspects of data analysis are:

1. Data Collection:

o Data is collected from various sources (services, clients,
sensors, etc.).

o  Encoding: Data is formatted, filtered, and structured.

2. Data Processing:

Data Cleaning: Removing incorrectly or incompletely obtained
data.

o  Data Transformation: Converting data into a suitable format
for analysis.

3. Data Analysis Methods:
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o  Descriptive analysis: ldentifying key characteristics of data
(average, median, standard deviation, etc.).

o  Diagnostic analysis: Determining the reasons behind certain
conditions.

o  Predictive analysis: Predicting future scenarios based on data.

o  Prescriptive analysis: Developing recommendations and
decisions based on predictions.

4, Data Visualization:

o  Data is presented through graphs, charts, maps, and interactive
dashboards, making it easier to understand and accessible for analysts and
decision-makers.

5. Summary:

o  Summarizing analysis results to provide actionable
recommendations based on ideas and conclusions.

2. Data Management
Data management is a set of policies and procedures that ensure the
structure, quality, security, and accessibility of data. The main aspects of
data management are:

1. Data Strategy:

o  Developing a plan and criteria for data management, which
should align with the enterprise's strategic objectives.

2. Data Quality Management:

o  Monitoring data accuracy, completeness, integrity, and
timeliness. Data cleaning and validation mechanisms are employed.

3. Data Storage:

o Using data storage systems (databases, data warehouses) and
physical or cloud infrastructures.

4. Data Security:

o  Protecting data from unauthorized access, using encryption,
backup systems, and preventing data loss.

5. Data Integration:

o Integrating various data sources to automate business processes
and open data flows between applications.

6. Data Storage and Protection Standards:

o  Adhering to national and international standards for data
management and information governance.

7. Data Utilization:

o Using data to enhance business processes and strategic
decisions.

Conclusion:

Data analysis and management are crucial in the modern information
society. By using methods such as data collection, classification, and
prediction, information can be effectively utilized. Big Data, data mining
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techniques, and data visualization help enterprises and organizations make
informed decisions and improve their business processes. Effective data
analysis provides competitive advantages, while data management ensures
data security, quality, and accessibility. The development of innovative
technologies (Big Data, Al, machine learning) is opening new possibilities
and approaches in data analysis and management.

Control Questions:

1. What are the main stages of data analysis?

2. What is a decision tree, and how is it used in data analysis?

3. What is Big Data, and what methods are required to process
such data?

4. What are the main stages of Data Mining?

5. What is the difference between clustering and segmentation?

6. What are the main tools and methods for data visualization?

7. What are the key aspects of data quality management?
8. What is prescriptive analysis, and what role does it play in data
analysis?

9. What methods and standards should be applied for data
protection?

10. Why is a data management strategy important, and what are its
components?

Laboratory Topics:
Processing digital information, handling formulas in spreadsheet editors, and
creating charts.

Student’s Independent Work Topics:
Describing the network topology of an administrative building. Stage 2.

Glossary Covering the Topic:

1. Data Analysis: The process of extracting useful information from data,
using statistical and information technologies.

2. Collection: The process of gathering data from various sources (sensors,
surveys, the internet, etc.).

3. Classification: The process of dividing data into groups based on
characteristics, size, or categories.

4. Prediction: The process of forecasting future or unknown events based on
data, using statistical models and algorithms.

5. Decision Trees: Graphical models used to visually represent data
classification or prediction, with queries and decisions shown through branching.

6. Big Data: Data sets that exceed the size, speed, and variety of traditional
databases.

7. Data Mining: The process of automatically extracting knowledge from
large and complex data sets.
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8. Data Collection: The process of gathering necessary information from data
sources.

9. Data Cleaning: The process of removing unnecessary or poor-quality data.

10. Data Integration: The process of merging data collected from various
sources into a unified configuration.

11. Data Transformation: The process of modifying data to make it ready for
analysis and visualization.

12. Evaluation of Results: The process of verifying the accuracy of the
extracted knowledge.

13. Presentation of Results: The process of showing the results through data
visualization or reporting.

14. Clustering: The process of grouping data into similar clusters.

15. Association: Establishing relationships between data, such as identifying
product associations in purchases.

16. Segmentation: Dividing markets or users into different segments.

17. Data Visualization: The process of presenting data visually through graphs
or charts.

18. Graphs and Charts: Tools used for data visualization; line charts, bar
charts, pie charts.

19. Interactive Dashboards: Tools that allow dynamic data presentation.

20. Geographical Maps: Tools used for presenting geographical data, such as
heat maps.

21. Data Management: A set of policies and procedures ensuring the structure,
quality, security, and accessibility of data.

22. Data Strategy: Developing a plan and criteria for data management, aligned
with the enterprise's strategic goals.

23. Data Quality Management: Monitoring the accuracy, completeness,
integrity, and timeliness of data.

24. Data Storage: Using data storage systems (databases, data warehouses) and
physical or cloud infrastructures.

25. Data Security: Protecting data from unauthorized access through
encryption, backup systems, and preventing data loss.

26. Data Integration: Merging various data sources, automating business
processes.

27. Data Storage and Protection Standards: Adhering to national and
international standards for data management or information governance.

28. Data Utilization: Using data to enhance business processes and strategic
decisions.

Topic 7: Networks and Telecommunications

7.1 End Devices, Data Transmission Devices, Data Transmission
Media

End Devices — devices connected to a network that perform
functions of data processing, storage, and transmission. These include:

«  Computers — primary devices for data processing.
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« Smartphones/Tablets — mobile devices that provide internet
access.

« 10T (Internet of Things) Devices — smart devices such as
sensors, cameras, and home automation systems.

Data Transmission Devices — devices used for sending and
receiving data over a network:

« Modem — converts analog and digital signals.

« Router — performs routing and directing data within the
network.

«  Switch — aggregates data packets within a local network.

Data Transmission Media — physical or logical pathways through
which data is transmitted:

.  Wired Communication — Ethernet cables, optical fiber cables.

o  Wireless Communication — Wi-Fi, infrared, Bluetooth.

7.2 Types of Networks. Protocol Stacks: TCP/IP, OSI. IP
Addressing. DHCP Protocol

Types of Networks:

« Local Area Network (LAN) — a network connecting devices
within a small geographic area, such as in an office or home.

« Wide Area Network (WAN) — a network covering a large
geographical area, often spanning countries.

« Metropolitan Area Network (MAN) — a network that spans a
city or a large campus area, larger than a LAN but smaller than a WAN.

Protocol Stacks:

« TCP/IP — an international standard that provides combined
network functions. TCP (Transmission Control Protocol) ensures reliable
data transmission, while IP (Internet Protocol) routes data packets between
routers.

« OSI - a 7-layer model used to standardize network
communication architecture. The layers of the OSI model are: Physical, Data
Link, Network, Transport, Session, Presentation, and Application.

IP Addressing — the process of assigning a unique identifier (IP
address) to each device on the network. IP addresses come in two formats:
IPv4 (e.g., 192.168.0.1) and IPv6 (e.g.,
2001:0db8:85a3:0000:0000:8a2¢:0370:7334).

DHCP (Dynamic Host Configuration Protocol) — a protocol that
automatically assigns IP addresses to devices on the network.

7.3 Local and Global Networks. Wired and Wireless Networking
Technologies

« Local Area Networks (LAN) — these networks connect devices
within small geographic areas, providing high-speed data transmission.

«  Wide Area Networks (WAN) — large-scale networks covering
wide geographic areas.
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Wired Networking Technologies:

« Ethernet — the standard technology for connecting computers
via cables.

«  Optical Fiber Communication — technology that enables high-
speed and low-loss data transmission.

Wireless Networking Technologies:

«  Wi-Fi — the standard for wireless local area networks, providing
internet access without cables.

«  Bluetooth — used for data transfer between devices over short
distances.

7.4 Internet Connection Technologies

« Dial-up — an old and slow internet connection method over
analog telephone lines (now rarely used).

« DSL (Digital Subscriber Line) — a technology providing high-
speed internet over telephone lines.

« Cable Internet — provides internet service through television
cables.

.  Fiber Optic Internet — high-speed internet delivered via fiber
optic cables.

«  Wireless Connections — Wi-Fi, 4G/5G mobile networks.

7.5 Telecommunication Technologies

Telecommunication technologies encompass the methods and tools
for transmitting information over distances. These include:

« Data Transmission Networks — internet, telephone networks,
satellite communication.

« Leading Protocols — for example, SIP (Session Initiation
Protocol), used for voice communication.

« Network Technologies — such as telephone, fax, email, SMS,
VolIP.

. Information Security — methods of protecting data, such as
encryption and VPN (Virtual Private Network) technologies.

Conclusion

Networks and telecommunication technologies play a crucial role in
information  exchange, data transmission, and communication.
Understanding their types, protocols, and applications helps in forming the
foundation for modern communication infrastructure.

Control Questions:

1. What devices are considered end devices?

2. What are the main functions of data transmission devices?

3. What is the difference between wired and wireless
communication media?

4. What is the difference between a Local Area Network (LAN) and
a Wide Area Network (WAN)?
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5. What are the functions of the TCP/IP model?

6. What is the purpose of the DHCP protocol, and what are its main
functions?

7. What do you know about Ethernet technology?

8. What are the advantages of fiber-optic internet?

9. How does VolP technology work?

10. What methods are used to ensure information security?

Laboratory Topics:
«  Creating a basic network configuration. IP addressing.
«  Network monitoring. Traffic analysis. Using sniffers to analyze
network packets.
Student Independent Work Topics:
«  Comparative analysis of antivirus software for information
protection.

Glossary Covering the Topic:

1. End Devices — devices connected to a network that perform functions of
data processing, storage, and transmission (e.g., computers, smartphones, 10T devices).

2. Data Transmission Devices — devices used for sending and receiving data
on a network (e.g., modems, routers, switches).

3. Data Transmission Media — physical or logical pathways through which
data is transmitted (e.g., wired, wireless).

4. Local Area Network (LAN) — a network that connects devices in a small
geographic area.

5. Wide Area Network (WAN) — a network that connects devices across a
large geographic area.

6. Metropolitan Area Network (MAN) — a network that covers a city or large
campus area.

7. Protocol Stacks — groups of protocols used to organize and standardize
network functions (e.g., TCP/IP, OSI).

8. TCP/IP — an international standard; TCP (Transmission Control Protocol)
ensures reliable data transmission, and IP (Internet Protocol) routes data packets between
routers.

9. OSI —a 7-layer model proposed to standardize network communication.

10. IP Addressing — the process of assigning a unique identifier (IP address) to
each device on a network.

11. DHCP (Dynamic Host Configuration Protocol) — a protocol that
automatically assigns IP addresses to devices.

12. Ethernet — a standard for connecting computers via cables.

13. Fiber Optic Communication — technology that enables high-speed, low-
loss data transmission.

14. Wi-Fi — a standard for wireless local area networks.

15. Bluetooth — a wireless technology for data transfer between devices over
short distances.

16. Dial-up —an old method of internet connection over analog telephone lines.
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17. DSL (Digital Subscriber Line) — a high-speed internet technology using
telephone lines.

18. Cable Internet — internet service delivered through television cables.

19. Fiber Optic Internet — high-speed internet provided through fiber optic
cables.

20. Wireless Connection — internet access through Wi-Fi, 4G/5G mobile
networks.

21. Telecommunication Technologies — methods and tools for transmitting
information over distances (e.g., telephone networks, satellite communication).

22. SIP (Session Initiation Protocol) — a protocol used for managing voice
communication sessions.

23. Data Transmission Networks — networks used for transmitting data, such
as the internet or telephone networks.

24. Information Security — methods used to protect data, such as encryption
and VPN technologies.

Topic 8: Cybersecurity

8.1 Threats to Information Security and Their Classification. The
Cybersecurity Industry

Information security threats are dangers that hinder the protection
of information, which include:

. Physical threats: Natural disasters (floods, fires, earthquakes),
loss or damage to devices.

. Technological threats: Failures in hardware or software, network
failures.

« Human factor: Employee errors, data loss due to social
engineering.

. Malicious actions: Hacking attacks, viruses, Trojans, worms,
phishing.

Cybersecurity industry — the sector that provides services and
products aimed at ensuring the security of information systems and data.
This industry works in areas such as cyber threat management, information
protection, cyber incident management, and protecting clients from cyber
threats.

8.2 Cybersecurity and Internet Governance. Malicious Software

Cybersecurity — a scientific and technical field that ensures the
security of information systems and data. Internet Governance — ensuring
the security of internet resources, creating network protocol standards, and
developing measures to resist hacking attacks. Malicious software
(malware) — programs that cause harm to information systems or attempt to
take control of them. These include:

« Viruses: Programs that infect other programs and disrupt their
operations.
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« Trojans: Programs that hide their structure and allow
unauthorized access to systems.

« Worms: Self-replicating malicious programs.

« Rootkits: Programs that hide from system administrators and
allow deep penetration into a system.

8.3 Information Protection Measures and Tools. Standards and
Specifications in Information Security

Information protection measures:

« Physical security: Data center protection, access control systems.

. Technological measures: Antivirus software, firewalls,
encryption.

« Procedural measures: Information security policies, employee
training and workshops.

« Monitoring and auditing: Network monitoring tools, conducting
audits.

Information security standards and specifications:

« ISO 27001: Standards for information security management
systems.

« NIST (National Institute of Standards and Technology):
Development of information security standards and guidelines.

. PCI DSS: Security standards for processing payment cards.

8.4 Legal Regulations of Information Security in the Republic of
Kazakhstan

In Kazakhstan, the legislation ensuring information security includes:

.Law on Information Protection: Protects information security,
protects information systems, and prevents cyberattacks.

«Law on Cybersecurity: Establishes a cybersecurity system and
manages information security threats.

. State programs for information security: Define strategic goals
and tasks in the field of information security.

8.5 Electronic Digital Signature. Encryption

Electronic Digital Signature (EDS) — a cryptographic tool that
ensures the legality, authenticity, and integrity of electronic documents. The
main principles of EDS:

. Identification: Identifies the signer.

« Authenticity: Verifies the author of the document.

- Content protection: Ensures that the document's content has not
been altered.

Encryption — the process of converting information into a format
that protects it from unauthorized access. The main types of encryption are:

.  Symmetric encryption: Uses the same key for both encrypting
and decrypting data.
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« Asymmetric encryption: Uses two different keys (public and
private) for encrypting and decrypting data, and for authentication.

Conclusion

Cybersecurity is a key aspect of ensuring the safety of information
systems and data in the modern world. Understanding information security
threats, knowing protection measures and standards, complying with legal
requirements, and considering current trends in the cybersecurity industry
are crucial for strengthening information security. Electronic digital
signatures and encryption methods play an important role in enhancing the
reliability of information systems.

Control Questions:

1. What are the types of threats to information security?

2. Why is the cybersecurity industry necessary, and what services
does it offer?

3. What is the relationship between cybersecurity and internet
governance?

4. What are the different types of malicious software (malware) and
their characteristics?

5. What are the physical measures for information protection?

6. What is the purpose of the 1ISO 27001 standard?

7. What are the main objectives of the cybersecurity law in
Kazakhstan?

8. What is the purpose of an electronic digital signature (EDS)?

9. What is encryption, and what are its main types?

10. How important is employee training for ensuring information
security?

Laboratory Topics:

«  Using hardware and software tools for key generation.

« Applying EDS and encryption in email communication.

«  Configuring a firewall for monitoring and filtering network
traffic.

«  Working with various antivirus programs.

Student Independent Work Topics:

« Comparative analysis of antivirus solutions for information
protection.

Glossary Covering the Topic:

1. Information security threats: Threats that hinder the protection of
information. They include physical, technological, human factors, and malicious actions.

2. Physical threats: Natural disasters (floods, fires, earthquakes) or loss and
damage to devices.

3. Technological threats: Hardware and software failures, network issues.

4. Human factor: Employee errors or data loss due to social engineering.

5. Malicious actions: Hacking attacks, viruses, Trojans, worms, phishing.
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6. Cybersecurity industry: The sector providing services and products to
ensure the security of information systems and data.

7. Cybersecurity: A scientific and technical field that ensures the security of
information systems and data.

8. Internet Governance: Ensuring the security of internet resources, creating
network protocol standards.

9. Malicious software (malware): Programs that damage or attempt to control
information systems.

10. Viruses: Programs that infect and disrupt the operation of other programs.

11. Trojans: Programs that hide their structure and enable unauthorized access
to systems.

12. Worms: Self-replicating harmful programs.

13. Rootkits: Programs that hide from administrators and allow deep
penetration into a system.

14. Information protection measures: Physical, technological, procedural, and
monitoring measures.

15. Physical security: Protection of data centers and access control systems.

16. Technological measures: Antivirus software, firewalls, encryption.

17. Procedural measures: Information security policies, employee training and
workshops.

18. Monitoring and auditing: Network monitoring tools, auditing procedures.

19. Information security standards:

e ISO 27001: Information security management system standards.

o NIST: Information security standards and guidelines.

o PCI DSS: Security standards for payment card processing.

20. Information security legislation in Kazakhstan:

e Law on Information Protection: Law on the protection of information,
information systems, and preventing cyberattacks.

o Law on Cybersecurity: Law on the establishment of a cybersecurity system
and managing information security threats.

« State programs: Programs defining strategic goals and tasks in information
security.

21. Electronic Digital Signature (EDS): A cryptographic tool ensuring the
authenticity and integrity of electronic documents.

22. Encryption: The process of converting information into a secure format to
prevent unauthorized access.

23.  Symmetric encryption: Uses the same key for encryption and decryption.

24. Asymmetric encryption: Uses two different keys (public and private) for
encryption, decryption, and authentication.

Topic 9: Internet Technologies

9.1 Basic Concepts of the Internet. Universal Resource ldentifier
(URI), its Purpose and Components
The Internet is a vast network that connects computers and networks around
the world. The basic concepts of the Internet include:

« IP Address: A unique identifier for each network device. It
consists of numbers and dots (e.g., 192.168.0.1).
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« Domain Name: A human-readable form of an IP address (e.g.,
www.example.com).

« HTTP (Hypertext Transfer Protocol): A protocol that enables
data exchange between web browsers and servers.

The Universal Resource Identifier (URI) is a standard used to
identify resources on the Internet. There are two main types of URIs:

1. URL (Uniform Resource Locator): Specifies the location of a
resource (e.g., http://www.example.com).

2. URN (Uniform Resource Name): A unique identifier for a
resource, but it does not specify the physical location.

Components of a URI:
Protocol: The method of accessing the resource (e.g., http,

https, ftp).

«  Host: The domain name or IP address of the server.

« Port: The network service, typically 80 for HTTP and 443 for
HTTPS.

« Path: The physical location of the resource (e.g., file in a
database).

« Query Parameters: Additional information related to the
resource (e.g., ?key=value).

9.2 DNS Service. Web Technologies: HTTP, DHTML, CSS, and
JavaScript
The DNS (Domain Name System) is a network service used to convert
domain names into IP addresses. The DNS client communicates with the
server, sends a request, and the server translates the domain name (e.g.,
www.example.com) into an IP address (e.g., 192.168.1.1). The DNS system
Is hierarchical, consisting of domains, subdomains, and various popular
extensions (e.g., .com, .org, .net).

Web technologies:

« HTTP (Hypertext Transfer Protocol): A protocol used to
exchange data between a web server and a client (i.e., a browser). HTTP
allows the client to retrieve web pages from the server. HTTPS is the
encrypted version used for secure communication.

« DHTML (Dynamic HTML): A combination of HTML, CSS,
and JavaScript that allows the creation of interactive and dynamic web
pages. DHTML supports animations, page style changes, and element
movement.

« CSS (Cascading Style Sheets): A styling language used to
define the appearance of HTML elements. CSS allows you to control the
layout, colors, fonts, and other visual aspects of web pages.

. JavaScript: A programming language used to make web pages
Interactive. JavaScript runs on the client side and is used for animations, user
interactivity, form validation, and AJAX requests.
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9.3 Email. Message Format, SMTP, POP3, IMAP Protocols
Email (e-mail) is a service for exchanging messages electronically. An
email message contains the body of the message, a subject, and the sender
and receiver's email addresses. The message format:

. HEADER: The informational part of the message, containing
the following elements:

o  From: The address of the sender.

o  To: The address of the receiver.

o  Subject: The brief topic of the message.

o  Date: The time the message was sent.

. BODY: The main content of the message.

SMTP (Simple Mail Transfer Protocol): A protocol used for
sending email messages. SMTP servers handle the sending and receiving of
messages. It is primarily wused for the sending of email.
POP3 (Post Office Protocol version 3): A protocol used for retrieving
email from a server to a client. POP3 clients download the messages and
store them locally, typically removing them from the server.
IMAP (Internet Message Access Protocol): Unlike POP3, IMAP allows
messages to be stored on the server and accessed from multiple devices.
With IMAP, users can interact with the messages on the server, which acts
as a storage location.

Conclusion
Internet technologies are the foundation of the modern digital world.
Universal Resource lIdentifiers (URI) enable the identification of resources
on the Internet, while the DNS service provides functionality by converting
domain names into IP addresses. Web technologies and email protocols form
the basis of electronic communication. Mastering these technologies enables
effective data exchange and access to information.

Control Questions:

1. What is the main function of an IP address?

2. What is the role of the DNS service?

3. Explain the difference between URI and URL.

4. What is the main difference between the HTTP and HTTPS
protocols?

5. How does CSS (Cascading Style Sheets) change the style of a
web page?

6. What is DHTML, and what is it used for?

7. What is the purpose of the SMTP protocol?

8. What are the key differences between POP3 and IMAP
protocols?

9. What role does JavaScript play on web pages?

10. What are the key components of an email message format?
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Laboratory Topics:

Retrieving data from servers. Designing graphical interfaces for web
applications. Creating styles. Working with WordPress and Joomla content
management systems. Creating website designs using Photoshop and CSS
markup language. Using pre-built MySQL databases for website operations.

Student's Independent Work Topics:

Searching for information on the internet according to the
professional profile, using cloud services for data processing and storage.
Phase 1.

Glossary Covering the Topic

1. Internet: A vast network that connects computers and networks worldwide.

2. IP Address: A unique identifier for each network device, consisting of
numbers and dots (e.g., 192.168.0.1).

3. Domain Name: A human-readable form of an IP address (e.g.,
www.example.com).

4. HTTP (Hypertext Transfer Protocol): A protocol used for exchanging
information between web browsers and servers.

5. Universal Resource ldentifier (URI): A standard used for identifying
resources on the internet.

o URL (Uniform Resource Locator): Specifies the location of a resource (e.g.,
http://www.example.com).

o URN (Uniform Resource Name): A unique identifier for a resource, without
specifying its physical location.

6. URI Components:
Protocol: The method of accessing the resource (e.g., http, https, ftp).
Host: The domain name or IP address of the server.
Port: The network service, typically 80 for HTTP and 443 for HTTPS.
Path: The physical location of the resource.

o Query Parameters: Additional information about the resource (e.g.,
?key=value).

7. DNS (Domain Name System): A network service used to convert domain
names into IP addresses.

8. DHTML (Dynamic HTML): A combination of HTML, CSS, and JavaScript
to create dynamic and interactive web pages.

9. CSS (Cascading Style Sheets): A language used to define the style of HTML
elements, such as layout, colors, and fonts.

10. JavaScript: A programming language used to make web pages interactive.

11. Email (e-mail): A service for exchanging messages electronically.

12. Message Format:

e HEADER: The informational part of the message, including From, To,
Subject, and Date.

o BODY: The main content of the message.

13. SMTP (Simple Mail Transfer Protocol): A protocol used to send email
messages.

14. POP3 (Post Office Protocol version 3): A protocol used to retrieve email
from a server.

0O O O O
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15. IMAP (Internet Message Access Protocol): A protocol that allows email
messages to be stored on the server and accessed from multiple devices.
16. HTTPS: An encrypted version of HTTP, used for secure communication.

Topic 10. Cloud and Mobile Technologies

10.1 Data Centers. Trends in the Development of Current
Infrastructure Solutions

A data center is a specially equipped building for placing, managing,
storing, and processing information systems and servers. The main purpose
of data centers is to protect data, process it promptly, and ensure its secure
storage.

Trends in the development of current infrastructure solutions include:

. Automation: Automating the work of data centers simplifies
processes and allows for more efficient resource usage.

« Energy Efficiency: Saving energy, recycling, and utilizing
renewable energy sources have become important features.

« Hybrid and Multi-cloud Solutions: We see a combination of
cloud solutions (private ownership and public cloud) in use.

« Virtualization: The use of virtualization technology improves
the efficiency of server resource usage, enhances power, and improves
scalability.

«  Cybersecurity: Modern protection measures, encryption,
monitoring, and incident response mechanisms are implemented to increase
the security of data centers.

10.2 Cloud Computing Principles. Virtualization Technology.
Cloud Web Services

Cloud computing is the principle of requesting and using resources
(servers, storage, software) via a network. Cloud services can be divided into
three main categories:

« laaS (Infrastructure as a Service): Infrastructure service,
where users work with servers, networks, and storage systems.

. PaaS (Platform as a Service): Platform service, where
developers can use platforms necessary for testing and launching
applications.

. SaaS (Software as a Service): Software service, where users
can access ready-made software products via the internet.

Virtualization refers to the logical partitioning of physical servers,
allowing multiple virtual servers to run on a single physical server.
Virtualization enables more efficient resource utilization, increases
throughput, and allows simultaneous project development.
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Cloud Web Services refers to providing services over the internet.
This includes APIs, web applications, and service programs. Cloud web
services allow users to scale resources efficiently across a large number of
users.

10.3 Main Terms and Concepts of Mobile Technologies

Mobile technologies refer to using mobile devices (smartphones,
tablets) to collect, store, process, and exchange information. Key terms
include:

. Mobile Application: Software that operates on smartphones
and tablets.

.  Operating System: Software that manages mobile devices (e.g.,
Android, i10S).

« GPS (Global Positioning System): Geolocation service that
enables devices to determine their location.

« NFC (Near Field Communication): A technology used to
exchange data between devices over short distances.

10.4 Mobile Services. Mobile Technology Standards

Mobile services refer to various services and functionalities available
via mobile devices. These include:

. Mobile Banking: Managing financial transactions through mobile
devices.

. Mobile Shopping: Conducting e-commerce via mobile
applications.

. Mobile Social Networks: Using social media on mobile devices.

. Geolocation: Mobile applications offer services based on users'
location data.

Mobile technology standards include:

« 3G/4G/5G: Mobile network standards that provide higher data
transfer speeds and ensure reliable connectivity.

« Bluetooth: A standard for connecting devices over short
distances.

« Wi-Fi (Wireless Fidelity): A standard for connecting to
networks wirelessly and accessing the internet.

« HTML5: A web standard used to develop mobile web
applications.

Conclusion

Cloud and mobile technologies are key aspects of the modern
information society. Cloud computing offers new solutions for managing
resources efficiently, while mobile technologies allow people to access
information anytime and anywhere. Modern, convenient services and
standards help simplify users' lives and increase the efficiency of business
processes.

Control Questions:
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1. What are the main functions of data centers?

2. What is the impact of automation on the working processes of data
centers?

3. What methods exist for achieving energy efficiency?

4. What are the advantages and disadvantages of hybrid and multi-
cloud solutions?

5. Explain the differences between laaS, PaaS, and SaasS services.

6. What role does virtualization play in data centers?

7.What are the main trends in the development of mobile
applications?

8. How can GPS and NFC technologies be applied in mobile
services?

9. What are the key differences between 3G, 4G, and 5G standards?

10. What security measures can be taken regarding mobile banking
and mobile shopping?

Laboratory Topics:

.  Familiarizing with Google Docs and Microsoft Office Web
Apps cloud services. Creating accounts for working with cloud services.
Learning work modes related to file storage, sharing, and editing.

« Using mobile technologies to access information. GPS
navigation systems. GSM signaling.

Student's Independent Work Topics:

« Searching for information on the internet related to the
professional profile, using cloud services for data processing and storage.
Stage 1.

Glossary of Terms Related to the Topic:

1. Data Center: A specially equipped building for placing,
managing, storing, and processing information systems and servers.

2. Automation: Systems that simplify the operation of data centers
and enable efficient process management.

3. Energy Efficiency: Saving energy, recycling, and using
renewable energy sources.

4. Hybrid and Multi-cloud Solutions: A combination of private

and public cloud resources for managing data and applications.

5. Virtualization: The process of logically partitioning physical servers to run
multiple virtual servers on a single physical machine.

6. Cybersecurity: Modern protection measures implemented to improve data
center security.

7. Cloud Computing: The principle of requesting and using network resources
(servers, storage, software).

8. laaS (Infrastructure as a Service): Infrastructure service, where users
work with servers and storage systems.
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9. PaaS (Platform as a Service): Platform service for developers to test and
launch applications.

10. SaaS (Software as a Service): Software service, allowing users to access
software products via the internet.

11. Virtualization: The process of logically partitioning physical servers,
enabling efficient resource usage.

12. Cloud Web Services: Providing services over the internet, such as APIs,
web applications, and service programs.

13. Mobile Technologies: Using mobile devices to collect, store, process, and
exchange information.

14. Mobile Application: Software operating on smartphones and tablets.

15. Operating System: Software that manages mobile devices (e.g., Android,
i0S).

16. GPS (Global Positioning System): A geolocation service that helps
determine the location of a device.

17. NFC (Near Field Communication): A technology for exchanging data
between devices over short distances.

18. Mobile Services: Various services available through mobile devices
(banking, shopping, social networks).

19. Mobile Banking: Managing financial transactions via mobile devices.

20. Mobile Shopping: Conducting electronic commerce via mobile apps.

21. Geolocation: Offering services based on users' location data.

22. Mobile Technology Standards: Standards for mobile networks and
connectivity (3G, 4G, 5G).

23. Bluetooth: A standard for short-range device connection.

24. Wi-Fi (Wireless Fidelity): A standard for wireless internet connection.

25. HTMLJ5: A web standard used for developing mobile web applications.

Topic 11: Multimedia Technologies

11.1 Digital Representation of Text, Audio, Video, and Graphics
Information
Multimedia technologies are methods for collecting, processing, and
displaying information in text, audio, video, and graphical formats. Each
type of information has its own digital format:

«  Textual Information: Text is converted into a digital format
using encodings such as ASCII, UTF-8, Unicode, where each character is
assigned a specific code.

« Audio Information: Audio signals are initially in analog form,
but when converted into digital format (e.g., MP3, WAV, AAC), they are
represented as discrete numbers. Audio codec technologies (e.g., MP3)
reduce file sizes while preserving quality.

« Video Information: Video consists of a sequence of frames.
Video files (e.g., MP4, AVI, MOV) use codec technologies (e.g., H.264,
H.265) to display video signals in digital format. Video compression results
in smaller file sizes with high quality.
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« Graphics Information: Graphics can be represented in raster
format (JPEG, PNG, BMP) or vector format (SVG, Al). Raster graphics are
made up of pixels, whereas vector graphics are described by mathematical
formulas, ensuring no loss of quality when scaled.

11.2 Basic Technologies for Information Compression, Virtual
3D Representation, and Animation
Information compression is a method used to reduce the size of files.
Compression techniques are divided into two main types:

« Lossless Compression: Retains the full integrity of the original
data during decompression (e.g., ZIP, PNG).

« Lossy Compression: Removes some data, potentially reducing
quality (e.q., MP3, JPEG).
3D representation is used to display objects and environments in virtual
worlds with three-dimensional graphics. In 3D graphics, there are two
primary types of modeling:

. Polygonal Modeling: Creating shapes using polygons (multi-
sided figures).

« Surface Modeling: Creating complex geometric forms in the
form of "three-dimensional surfaces."
Animation is the process of creating moving images. Animation is achieved
by showing a series of frames (frame sequences) to create desired effects
(e.g., movement, rotation).
There are three main styles of animation:

«  Traditional Animation: Hand-drawing each frame.

« 3D Animation: Animating three-dimensional objects using
computer graphics (e.g., Maya, Blender).

« 2D Animation: Using 2D graphics to create animation (e.g.,
After Effects, Toon Boom).

11.3 Multimedia Application Development Tools
Various tools are used for developing multimedia applications:

« Multimedia Tools: Adobe Creative Suite (Photoshop,
Illustrator, Premiere Pro, After Effects), GIMP, Blender, Unity.

« Programming Languages: HTMLJ5, CSS, JavaScript, C#, Java,
Obijective-C.

. Database Management Systems: MySQL, MongoDB, which
are used to store multimedia data.

« Animation and Modeling: Maya, Cinema 4D, SketchUp.
These tools enable the development of user interfaces, animation, audio
manipulation, and visual effects integration, optimizing time and resources
and enhancing interactivity.

11.4 Using Multimedia Technologies to Plan and Visualize
Business Processes
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Multimedia technologies are effective tools for planning, describing, and
visualizing business processes. Multimedia components include:

. Visualization: Graphical representation of processes, including
diagrams, charts, and interactive maps. Main visualization tools include
Microsoft Visio, Lucidchart, Tableau.

. Presentations: Tools like PowerPoint, Prezi, Google Slides are
used to present business proposals, projects, and ideas visually.

« Audio and Video Content: Used for conducting business
presentations, training sessions, webinars, and creating videos for seminars.

. Interactive Applications: Through interactive graphs or
dynamic web applications, business decisions are developed by visualizing
processes.

Multimedia technologies offer innovative opportunities to improve the
efficiency of business processes, enhance data understanding, and simplify
communication.

Conclusion
Multimedia technologies play a crucial role in modern information society.
From digital representation of text, audio, video, and graphics, to
compression technologies, 3D modeling, animation, and multimedia
application development, as well as business process visualization, these
advances open up new perspectives. The potential of multimedia
technologies boosts creativity, interactivity, and efficiency in both business
and daily life.

Control Questions

1. What are multimedia technologies, and what are their main
components?

2. What are the digital formats for text, audio, video, and graphic
information, and how do they differ?

3. What codec technologies are used for encoding audio and video
files?

4. What is the difference between lossless and lossy compression?
Provide examples.

5. What are the differences between polygonal and surface
modeling in 3D graphics?

6. What is the main difference between traditional animation and
3D animation?

7. What are the most popular tools and programming languages
used for multimedia application development?

8. How are multimedia technologies used for visualizing business
processes?

9. What advantages do interactive applications offer for business?

10. What role do visualization tools (e.g., Microsoft Visio, Tableau)
play in analyzing and describing business processes?
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Laboratory Topics
Creating video files using programs such as HyperCam, Adobe Premiere
Pro, Windows Movie Maker, etc.

Student Independent Work Topics
Creating logos, video clips, etc., using multimedia technology tools
according to the professional field. Stage 1

Glossary of Terms Related to the Topic:

1. Multimedia Technologies

« Multimedia Technologies: Methods for collecting, processing, and displaying
information in text, audio, video, and graphical formats.

2. Textual Information

 Textual Information: Text converted into digital format using encodings such
as ASCII, UTF-8, and Unicode.

3. Audio Information

« Audio Information: Converting initial analog signals into digital format (e.g.,
MP3, WAV, AAC).

4. Video Information

« Video Information: Video signals displayed using video files (e.g., MP4, AVI,
MOV).

5.  Graphics Information

« Graphics Information: Graphics displayed in either raster (JPEG, PNG, BMP)
or vector (SVG, Al) format.

6. Information Compression

« Information Compression: A method to reduce the file size, with lossless and
lossy compression types.

7. Lossless Compression

e Lossless Compression: Compression that retains the full integrity of the
original data during decompression (e.g., ZIP, PNG).

8. Lossy Compression

« Lossy Compression: Compression that removes some data, potentially affecting
quality (e.g., MP3, JPEG).

9. 3D Graphics

« 3D Graphics: Displaying objects and environments in virtual worlds using
three-dimensional graphics.

10. Polygonal Modeling

« Polygonal Modeling: Building shapes using polygons (multi-sided figures).

11. Surface Modeling

« Surface Modeling: Creating complex geometric forms in the form of "three-
dimensional surfaces.”

12. Animation

« Animation: The process of creating moving images by showing a sequence of
frames to achieve desired effects.

13. Traditional Animation

« Traditional Animation: Drawing each frame by hand.

14. 3D Animation

« 3D Animation: Animating three-dimensional objects using computer graphics
(e.g., Maya, Blender).
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15. 2D Animation

« 2D Animation: Creating animation using 2D graphics.

16. Multimedia Tools

« Multimedia Tools: Tools for developing multimedia applications (e.g., Adobe
Creative Suite, GIMP, Blender, Unity).

17. Programming Languages

« Programming Languages: Languages used to develop multimedia applications
(e.g., HTMLJ5, CSS, JavaScript, C#, Java, Objective-C).

18. Database Management Systems

« Database Management Systems: Systems for storing multimedia data (e.g.,
MySQL, MongoDB).

19. Visualization

« Visualization: Representing processes graphically, including diagrams, charts,
and interactive maps.

20. Presentations

« Presentations: Tools for visually presenting business proposals, projects, and
ideas (e.g., PowerPoint, Prezi, Google Slides).

21. Audio and Video Content

e Audio and Video Content: Creating videos and webinars for business
presentations, training, and seminars.

22. Interactive Applications

« Interactive Applications: Dynamic web applications or interactive graphs used
to visualize business decisions.

23. Multimedia Projects

« Multimedia Projects: Projects that combine multiple types of media to offer an
interactive experience.

24. Data Visualization

e Data Visualization: Representing data graphically or visually to facilitate
efficient understanding.

Topic 12: Smart Technologies

12.1 Internet of Things (IoT), Big Data, Blockchain Technology

« Internet of Things (IoT) is the ability of physical objects and
devices to connect to the internet and exchange data with each other. The
main features of 10T technologies are:

o  Sensors: Devices that collect information about physical
conditions (temperature, humidity, light, etc.).

o  Communication: Mechanisms for transmitting data over the
internet (Wi-Fi, Bluetooth, Zigbee).

o Automation: Smart devices performing automated actions
based on data.

. Big Data refers to a large collection of data that is processed at
high speed and often lacks structure. Big Data technologies require special
algorithms and infrastructure for data collection, storage, processing, and
analysis. The three key "V" categories are:
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o Volume: The large amount of data.

o  Velocity: The speed at which data is collected and processed.

o  Variety: The different formats of data (structured,
unstructured).

. Blockchain Technology is a method for storing data in
a decentralized, secure, and immutable chain. Key features of blockchain
include:

o  Transaction Security: Using hashing, cryptography, and
decentralized databases.

o  Transparency: All data in the blockchain network is visible to
all participants, making it easier to verify.

o  Smart Contracts: Automated contracts that execute based on
predefined conditions.

12.2 Artificial Intelligence (Al), Smart Services

« Artificial Intelligence (Al) is a technology that enables
machines to emulate human intellectual abilities. Al mechanisms include:

o  Machine Learning: Algorithms that are trained on data and can
make predictions.

o  Natural Language Processing: Understanding and processing
human language and text.

o  Computer Vision: The ability to see, recognize, and analyze
objects, patterns, and visual data.

. Smart Services are automated systems that provide
applications and simplified services to users and businesses by leveraging
0T and Al technologies. Examples of smart services include:

o  Smart Home: Energy conservation, security systems, climate
control.

o  Smart Cities: Traffic management, waste collection, public
safety.

o  Smart Agriculture: Increasing crop productivity through data
collection and analysis.

12.3 Green Technologies in ICT

« Green Technologies are technologies aimed at reducing
environmental impact. In the ICT (Information and Communication
Technology) sector, green technologies include:

o  Energy Efficiency: Smart grids, systems for efficient energy
use.

o  Recycling: Recycling used electronic devices and utilizing
renewable energy sources.

o  Eco-friendly  Programs: Data  management, waste
management, and efficient resource use.

The main goal of green technologies is to ensure environmental
sustainability and reduce harmful impacts on the environment.
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12.4 Teleconferencing, Telemedicine

.  Teleconferencing refers to technologies that enable audio and
video communication over the internet, making remote work and
collaboration easier. The main tools for teleconferencing include:

o  Webinars: Online seminars for training and information
exchange.

o  Meetings: Platforms for conducting remote business meetings
(e.g., Zoom, Microsoft Teams, Google Meet).

. Telemedicine is technology that allows patients and
healthcare providers to connect remotely. The benefits of telemedicine
include:

o  Accessibility: Remote access to medical services, especially in
remote areas.

o  Time-saving: Reducing waiting times and enabling immediate
medical assistance.

o Data Collection: Gathering and monitoring health data for
better healthcare management.

Telemedicine and teleconferencing help make better use of human
resources and time, improving the quality of healthcare services.

Conclusion

Smart technologies are fully integrated systems in modern society.
The Internet of Things, Big Data, Blockchain, Artificial Intelligence, green
technologies, and teleconferencing enhance the effectiveness and importance
of modern lifestyles. They open up new solutions and opportunities in
various sectors, such as business, healthcare, education, and the
environment, and contribute to improving efficiency and productivity.

Control Questions:

1. What is the Internet of Things (IoT) and what are its main
components?

2. What do the "V" categories (Volume, Velocity, Variety)
mean in Big Data technologies?

3. What are the advantages and features of blockchain
technology?

4. What is Artificial Intelligence (Al) and its components, such
as machine learning, natural language processing, and computer vision?

5. What functions do Smart services perform, and can you give
an example of their effectiveness?

6. What are green technologies, and how are they implemented
in Information and Communication Technology (ICT)?

7. How do Smart grids work for energy conservation?

8. What are the main functions and tools of teleconferencing?

Q. What advantages do telemedicine technologies offer to
patients?

115



10. What role does IoT technology play in the development of
smart cities?

Laboratory Topics:

Working with Smart applications: Smart TV, Smart Hub, etc.

Student Independent Work Topics:

Creating symbols, videos, and other materials related to professional
profiles using multimedia technologies.

Glossary of Terms Related to the Topic:

1. Internet of Things (IoT) - The ability of physical objects and devices to
connect to the internet and exchange data with each other.

2. Sensors - Devices that collect information about physical conditions
(temperature, humidity, light, etc.).

3. Communication - Mechanisms for transmitting data over the internet (Wi-
Fi, Bluetooth, Zigbee).

4. Automation - Smart devices performing automated actions based on data.

5. Big Data - A collection of data that is processed at high speed and often
lacks structure.

6. V' Categories:

o Volume: The large amount of data.

o Velocity: The speed at which data is collected and processed.

o Variety: The different formats of data (structured, unstructured).

7. Blockchain Technology - A method for storing data in a decentralized,
secure, and immutable chain.

8. Transaction Security - Using hashing, cryptography, and decentralized
databases.

9. Transparency - All data in the blockchain network is visible to all
participants.

10. Smart Contracts - Automated contracts that execute based on predefined
conditions.

11. Artificial Intelligence (Al) - Technology that enables machines to emulate
human intellectual abilities.

12. Machine Learning - Algorithms that are trained on data and can make
predictions.

13. Natural Language Processing - Understanding and processing human
language and text.

14. Computer Vision - The ability to see, recognize, and analyze objects,
patterns, and visual data.

15. Smart Services - Automated systems that provide applications and
simplified services using 10T and Al technologies.

16. Smart Home - Energy conservation, security systems, climate control.

17. Smart Cities - Traffic management, waste collection, public safety.

18. Smart Agriculture - Increasing crop productivity through data collection
and analysis.

19. Green Technologies - Technologies aimed at reducing environmental
impact.
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20. ICT (Information and Communication Technology) - Technologies
aimed at improving resource efficiency and environmental sustainability.

21. Energy Efficiency - Smart grids, systems for efficient energy use.

22. Recycling - Recycling used electronic devices and utilizing renewable
energy sources.

23. Eco-friendly Programs - Data management, waste management, and
efficient resource use.

24. Teleconferencing - Audio and video communication over the internet.

25. Webinars - Online seminars for training and information exchange.

26. Telemedicine - Remote access to medical services for patients and
healthcare providers.

27. Accessibility - Remote access to medical services.

28. Time-saving - Reducing waiting times and enabling immediate medical
assistance.

29. Data Collection - Gathering and monitoring health data.

30. Interactivity - Interaction between users and systems, exchanging
information and connecting.

Topic 13: Electronic Technologies. Electronic Business. E-
learning. E-Government.

13.1 Electronic Business: Main Models of Electronic Business.
Information Infrastructure of Electronic Business.

Electronic Business (E-business): Business processes conducted
through the internet and other electronic tools. Models of electronic business
include:

1. B2C (Business to Consumer): Transactions between
businesses and consumers. For example, purchasing goods and services in
online marketplaces.

2. B2B (Business to Business): Transactions between
businesses (e.g., wholesale trade, supply chains).
3. C2C (Consumer to Consumer): Transactions between

consumers. For example, buying and selling products on platforms like eBay
and OLX.

4, C2B (Consumer to Business): Consumers providing
services to businesses, such as freelance work and service platforms.

Information Infrastructure of Electronic Business:

« Technological Infrastructure: Internet, servers, hosting,
software.

o Information Systems: CRM (Customer Relationship
Management), ERP (Enterprise Resource Planning), SCM (Supply Chain
Management) systems.

«  Cybersecurity: Ensuring the protection of data and clients'
information.
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. Payment Gateways: Secure platforms for online payments
(e.g., PayPal, Stripe).

13.2 Legal Regulation in Electronic Business. E-learning:
Architecture, Components, and Platforms. E-books.

Legal Regulation in Electronic Business:

« Copyright: Legal protection of electronic content (rights
between consumers and authors).

. Data Protection Laws: GDPR (General Data Protection
Regulation) and other local laws.

« E-commerce Laws: Legal regulation of online agreements and
buying/selling transactions.

E-learning (Electronic Learning): The use of technology in
education.

E-learning Architecture:

1. Learning Platforms: LMS (Learning Management Systems)
for lectures, tasks, and tests.

2. Multimedia Materials: Videos, audio files, and interactive
assignments.

3. Communication Tools: Webinars, forums, and chat for
communication between students and teachers.

E-books:

.  Offering traditional textbooks in digital format, with interactive
elements (audio, video, testing).

«  Useful for improving the learning process and for updating the
learning content.

13.3 E-Government: Concept, Architecture, and Services.
Formats of E-Government Implementation in Developed Countries.

E-Government (e-Government): A system for offering government
services electronically. The concept aims to simplify relations between
government bodies and citizens, increase transparency, and improve the
effectiveness of services.

Architecture of E-Government:

1. Wide-scale Platforms: Integrated portals providing a unified
access point for all government services.

2. Databases: Personal data of citizens and state registries.

3. Interface: An intuitive and user-friendly interface for users.

4. Cybersecurity: Ensuring the protection of state data and

securing the system.

E-Government Services:

« Online Services: Tax payments, passport issuance, housing
applications.

. Information Services: Legal information, government budget
execution.
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« Communication Technologies: Communication between
citizens and government bodies.

Implementation Formats of E-Government in Developed
Countries:

. Singapore: The "eCitizen" portal provides government services
to citizens.

.  Estonia: The "e-Residency" program for access to civil services
and business opportunities.

« Denmark: The "Borger.dk" website provides access to
government services and information.

« United States: The "USA.gov" portal offers information
services and resources.

Conclusion: Electronic technologies, electronic business, e-learning,
and e-government play a crucial role in modern society. They enhance
business, education, and public services, improve communication, and
enable innovative solutions. Each of these technologies contributes to the
evolution, automation, and digitization of various fields, opening up new
possibilities for societal development.

Control Questions:

1. What is Electronic Business (E-business) and what are its main
models? Provide examples from the topic.

2. What components make up the information infrastructure of
electronic business?

3. What aspects does legal regulation in electronic business cover,
and what is its importance?

4. What are the components of the E-learning architecture, and what
IS their role?

5. What are the advantages of e-books compared to traditional
textbooks?

6. What is the concept of E-Government, and what are its primary
objectives?

7. What are the key components of the architecture of E-
Government?

8. What are the examples and formats of E-Government
implementation in developed countries?

9. What role does cybersecurity play in electronic business and E-
Government?

10. How are electronic business, E-learning, and E-Government
interconnected?

Laboratory Topics:
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Working  with services on the E-Government website:
http://egov.kz/cms/ru/government-services/for_citizen, registering requests,
issuing document duplicates, and more.

Student Independent Work Topics:

Showcasing and presenting the key outcomes of project activities
based on the profession. Stage 1.

Glossary of Terms Related to the Topic:

1. Electronic Business (E-business): Conducting business processes
through the internet and other electronic tools.
2. Electronic Business Models:

o B2C (Business to Consumer): Transactions between businesses and
consumers.

o B2B (Business to Business): Business transactions, agreements between
companies.

o C2C (Consumer to Consumer): Transactions between consumers, such
as platforms like eBay and OLX.

o C2B (Consumer to Business): Consumers providing services to
businesses.

3. Information Infrastructure of Electronic Business:
o Technological Infrastructure: Internet, servers, hosting, software.
o Information Systems: CRM (Customer Relationship Management), ERP

(Enterprise Resource Planning), SCM (Supply Chain Management) systems.

o Cybersecurity: Ensuring data protection and customer information
security.

o Payment Gateways: Secure platforms for online payments (e.g., PayPal,
Stripe).

4. Legal Regulation in Electronic Business:

o Copyright: Legal protection of electronic content.

o Data Protection Laws: GDPR (General Data Protection Regulation) and
other local laws.

o E-commerce Laws: Legal regulation of online agreements and
buying/selling transactions.

5. E-learning:

o E-learning: The use of technology for educational purposes.

o E-learning Architecture:

1. Learning Platforms: LMS (Learning Management Systems) for
lectures, tasks, and tests.

2. Multimedia Materials: Videos, audio files, interactive tasks.

3. Communication Tools: Webinars, forums, and chat for communication
between students and teachers.

6. E-books: Digital format versions of traditional textbooks with interactive
elements.

7. E-Government (e-Government): A system for providing government

services electronically.

o Concept: Simplifying government-citizen relationships, increasing
transparency, and improving service efficiency.

8. Architecture of E-Government:

o Wide-scale Platforms: Integrated portals for government services.

120


http://egov.kz/cms/ru/government-services/for_citizen

Databases: Personal data and government registries.
Interface: Intuitive user interfaces for citizens.
Cybersecurity: Protecting state data and securing the system.
E-Government Services:
o Online Services: Tax payments, passport applications, housing
applications.
o Information Services: Legal information, government budget execution.
o Communication Technologies: Citizen-government communication.
10.  E-Government Implementation Formats:
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. Singapore: The "eCitizen" portal for services.

. Estonia: "e-Residency" program for civil and business services.

. Denmark: "Borger.dk" website for government services and
information.

. United States: "USA.gov" portal for information and resources.

14-TOPIC.Professional field information technologies. Industrial
ICT.

14.1 Specialized software in solving the tasks of a professional
field
Specialized software refers to specific programs designed to solve particular
tasks within a professional field. Depending on the area of application,
specialized software can be divided into several types:

« Medical Software:

o  Electronic Medical Records (EMR): Automating patient
history.

o Radiography and Diagnostic Imaging Processing: Analyzing
images and assisting with diagnostics.

. Engineering and Manufacturing:
o CAD (Computer-Aided Design): Creating engineering
drawings.

o CAM (Computer-Aided Manufacturing): Automating
manufacturing processes.

. Finance and Accounting:

o  ERP (Enterprise Resource Planning): Managing income and
expenses.

o  Accounting Software: Automating accounting tasks.

. Education:

o  LMS (Learning Management System): Managing the learning

process.
Specialized software is used to enhance the efficiency of
organizations, reduce costs, and improve information management.
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14.2 Modern ICT trends in professional fields such as medicine,
energy, etc.
Modern information technology (ICT) trends are characterized by
innovations and developments in each professional field:

«  Medicine:

o  Telemedicine: Providing remote medical services and patient
Interactions.

o Artificial Intelligence (Al): Automating diagnosis and
treatment; preventing diseases.

o  Wearable Technology: Devices for monitoring body
parameters (e.g., smartwatches).

. Energy:
o Smart Grid: Intelligent electrical grids to manage energy
efficiency.

o Renewable Energy Sources: Managing solar and wind energy
through digital platforms.

o 10T (Internet of Things): Monitoring and optimizing energy
consumption.

. Manufacturing:

o  Industry 4.0: Automating production processes with loT and
"smart" factories.

o 3D Printing: Quickly producing necessary parts.

. Education:

o  E-learning: Online education and mobile learning platforms.

o  AR/VR Technologies: Learning in virtual and mixed reality
environments.

14.3 Use of search engines and electronic resources for
professional purposes
Search engines and electronic resources play a vital role in the professional
field:

« SEARCH ENGINES:

o Academic Search Engines: Google Scholar, ResearchGate —
for finding scientific articles and research.

o  Specific Databases: Medical, scientific, and engineering
literature.

. ELECTRONIC RESOURCES:

o  Open Access Journals: Journals with open access to scientific
articles.

o  Webinars and Online Courses: For professional development
and learning new skills.

o  Expert Websites: For getting the latest news in technical or
educational fields.
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Using electronic resources effectively in the professional field
expands knowledge, promotes innovation, and enhances experience.

14.4 Security of industrial information and communication
technologies (ICT)
The security of industrial ICT involves protecting information and systems
in fields such as manufacturing, energy, medicine, etc.:

«  Cybersecurity:

Protection mechanisms against harmful attacks (viruses,

o

hacking).
o  Encryption, authentication, and authorization measures.
. Data Security:

o  Storing and protecting data; creating backups.

o  Maintaining privacy: protecting personal data, complying with
laws like GDPR.

. Infrastructure Protection:

o  Physical security, protecting servers and networks.

o  Ensuring the continuous operation of systems.

. Training and Awareness:

o  Educating employees about security measures, fighting phishing
attacks.

Ensuring industrial ICT security is crucial for maintaining the
stability of organizations and protecting information resources.

Conclusion
Information technologies in professional fields and industrial ICT are
important tools that enhance the efficiency of modern structures, enable
innovation, and protect data. Their development and integration increase the
competitiveness of enterprises and contribute to the sustainable development
of society.

Control Questions:

1. What is specialized software and what is its role in solving
professional field tasks?

2. What are the modern ICT trends in the medical field?

3. What are the advantages of implementing Smart Grid technology
in the energy sector?

4. What can you say about the role of Industry 4.0 concepts in
automating production and 1oT in manufacturing?

5. What are the benefits of using E-learning and AR/VR technologies
in education?

6. What is the significance of search engines (e.g., Google Scholar,
ResearchGate) for professional purposes?

7. How are electronic resources (e.g., open access journals, webinars)
used for professional development?
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8. What measures should be taken to ensure industrial ICT security?

9. How does cybersecurity protect information and prevent harmful
attacks?

10. What legal requirements (e.g., GDPR) are necessary to maintain
data security and privacy?

Laboratory Topics:
Moodle, eDX, and other platforms: Developing course structure and content
for distance learning.
Student Independent Work Topics:
Demonstrating and defending the main results of project activities by
specialization. Stage 2.

Glossary related to the topic

1. Specialized Software

o Specialized Software: Programs designed to solve specific tasks in a
professional field.

2. Medical Software

o Electronic Medical Records (EMR): A system for automating patient
history.

o Radiography and Diagnostic Imaging Processing: Analyzing images and
assisting with diagnostics.

3. Engineering and Manufacturing

o CAD (Computer-Aided Design): Software for creating engineering
drawings.

o CAM (Computer-Aided Manufacturing): Automating manufacturing
processes.

4. Finance and Accounting

o ERP (Enterprise Resource Planning): A system for managing income and
expenses.

o Accounting Software: Software for automating accounting tasks.

5. Education

o LMS (Learning Management System): A system for managing the learning
process.
Modern ICT Trends
Telemedicine: Providing remote medical services.
Artificial Intelligence (Al): Automating diagnosis and treatment.
Wearable Technology: Devices for monitoring body parameters.
Smart Grid: Intelligent electrical grids for managing energy efficiency.
Renewable Energy Sources: Managing solar and wind energy.
l0T: Monitoring and optimizing energy consumption.
Industry 4.0: Automating production using 10T and smart factories.
3D Printing: Quickly producing necessary parts.
E-learning: Online education systems.
AR/VR Technologies: Learning in virtual and mixed reality environments.
Search Engines

o Academic Search Engines: Google Scholar, ResearchGate — Platforms for
finding scientific articles and research.

o Specific Databases: Medical, scientific, and engineering literature.
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Electronic Resources

Open Access Journals: Scientific journals with open access.

Webinars and Online Courses: For professional development.

Expert Websites: Websites for the latest updates in technical or educational
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fields.

Industrial ICT Security

Cybersecurity: Protection against harmful attacks.

Data Security: Storing and protecting data, creating backups.

Privacy Protection: Protecting personal data and complying with laws like
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GDPR.
o Infrastructure Protection: Protecting servers and networks.
o Training and Awareness: Educating employees about security.

Topic 15: Prospects of ICT Development

15.1 Market Development Prospects in Information Technology:
Development of Open-Source Software
Open-source software refers to software products whose code is made
available to users, enabling developers to modify and develop it further. The
development prospects of open-source software are:

« Innovation and Novelty: Rapid implementation of innovative
solutions through active community participation. This is especially relevant
for modern technologies such as artificial intelligence, blockchain, and the
Internet of Things (loT).

. Financial Savings: Enterprises can operate without licensing
fees or with low-cost solutions, making it economically viable for small
businesses.

. Reliability and Security: Ongoing code review and monitoring
by the community ensure that errors in the software are fixed, thus providing
a high level of security.

. Professional Development: Open-source software provides
valuable experience and skills for professionals and developers, as they can
work within a globalized community.

15.2 Ecosystem Formation and Support for Small Startup
Companies in Information Technology Entrepreneurship
An ecosystem in the IT sector is a system aimed at promoting innovations,
developing entrepreneurship, and supporting small startups. The
development prospects of such an ecosystem include:

« Infrastructure: Creation of tech parks, incubators, and
accelerators to support small startups and businesses. These environments
provide resources, funding, and mentorship.
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« Partnerships: Collaboration between higher education
Institutions, government agencies, and the private sector. These partnerships
play an essential role in introducing innovative ideas and developing
startups.

. Financial Support: Availability of venture capital, grants, and
government subsidies to help startups implement new ideas.

« Education and Training: Development of training programs
for entrepreneurs and technicians, focusing on business skills and innovative
product development.

15.3 Acceleration and Incubation Programs
Acceleration and incubation programs are systematic actions and resources
that help startups grow and develop. The prospects of these programs
include:

« Fourth Industrial Revolution: Improving the efficiency of
business models through updated technologies and innovations. These
programs enable startups to quickly adapt to market dynamics.

« Mentoring: Guidance from experienced entrepreneurs and
experts. Mentorship programs help startups develop strategies and business
skills.

« Small-Scale Funding: Various funding sources, including
microfinance, crowdfunding, and the reconsideration of strategies.

« Global Market Access: Opportunities for international
recognition, partnerships, and innovation introduction.

15.4 Developing Necessary Infrastructure for Electronic
Payments and Logistics: Prospects of E-Technologies
Electronic payments and logistics are essential components of modern
entrepreneurship. The infrastructure development prospects are:

« Smart Technologies: Integration of loT, blockchain, and
mobile applications into logistics and payment processes. These innovations
can increase customer trust through advanced solutions.

. Digital Payment Systems: Development of online platforms
for conducting payments. These platforms must meet high security standards
to protect consumer data.

« Logistics Automation: Use of comprehensive monitoring and
optimization tools, integrating rail, road, and air transport systems.

« Cross-Border Trade: Implementation of international payment
systems and logistical solutions, including automatic tracking of goods along
with images.

Prospects of E-Technologies
E-technologies involve organizing, managing, and delivering information,
services, and products through modern IT methods such as the Internet,
mobile technologies, artificial intelligence, and databases. Recent years have
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witnessed several significant trends in the development of e-technologies, as
outlined below.

1. Growth of Electronic Commerce and Online Services:

o  Market Democracy: Online platforms and marketplaces enable
small entrepreneurs and startups to reach a broader audience.

o  Smart Shopping: Using advanced analytics and machine
learning technologies to predict consumer purchasing trends.

o  Mobilization: Mobile applications provide customers with
convenient and easy experiences, boosting sales.

2. Development of Digital Transactions and Electronic
Payment Systems:

o  Cryptocurrencies: The influence of cryptocurrencies and
blockchain technologies enhances payment speed and security.

o  Blockchain: Used for secure transactions and data protection,
blockchain platforms ensure minimal transaction costs.

3. Information Security and Data Protection:

o  Cybersecurity Strengthening: Investments in cybersecurity
solutions to safeguard data privacy and develop new security standards.

o GDPR and National Legislation: The strengthening of data
protection laws and the implementation of inclusive standards, ensuring the
safety of e-technologies.

4, Artificial Intelligence and Machine Learning:

o Analytics: Use of Al algorithms for deep data analysis to
predict consumer interests.

o  Personalized Customer Experience: Providing personalized
offers and services based on machine learning technologies to retain and
engage customers.

5. Cloud Computing:

o  Flexibility and Scalability: Cloud technologies help
organizations optimize resource use and reduce operational costs.

o  Subscription-Based Models: The expansion of SaaS (Software
as a Service) models, where software is offered as a service.

6. Interactive and Mobilized Platforms:

o Power of Platforms like Yandex, Google, and Alibaba:
These platforms offer interactive interfaces for customers.

o M-commerce: The rise of mobile commerce allows businesses
and customers to interact via mobile platforms.

7. Smart Cities and 10T (Internet of Things):

o Smart Solutions: Improvement of urban infrastructure, public
transport, and environmental monitoring systems. 10T connects devices,
enabling real-time data exchange and automation in public services.
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o  Data Exchange: Real-time data on factors such as temperature,
humidity, water flow, electricity, and traffic movement is used to manage
city services.

Conclusion
The development prospects of information technologies will not only foster
economic growth but also contribute to the formation of innovative
ecosystems, the development of startups, and the modernization of
infrastructure. Many aspects of modern business and markets will be closely
linked to technology solutions produced by ICT, necessitating future support
and development in this field. The development of e-technologies will lead
to significant changes in the lives of businesses, governments, and society.
The integration, automation, and innovations in these technologies will
streamline communication with customers, optimize resource use, and
provide platform-based solutions for improving socio-economic processes.
Ultimately, e-technologies will have a direct impact on the development of
the global economy.

Control Questions:

1. What are the main advantages of open-source software, and how
does it influence innovations in the market?

2. What are the essential elements required to form an ecosystem in
information technology entrepreneurship?

3. How do acceleration and incubation programs impact the
development of startups?

4. How do smart technologies influence logistics and electronic
payment systems?

5. What are the development prospects of e-technologies, and what
role do they play in modern business?

6. What is the impact of mobilization (mobile technologies) on the
commerce sector?

7. How do cryptocurrencies and blockchain technologies improve the
convenience and security of electronic payments?

8. What regulatory acts and standards are used for information
security and data protection?

9. How do artificial intelligence and machine learning technologies
help improve data analysis and the customer experience?

10. How do loT technologies impact the development of the Smart
City concept?

Laboratory Topics:

1. Installation and use of applied software in the professional
field. Work in Matlab environment for scientific and technical calculations.
Working with Matlab extension packages to solve applied problems.
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2. Topics for students' independent work: tasks and control
work.

Glossary of Terms Related to the Topic:

1. Open-source software: Software whose code is accessible, allowing users
and developers to modify and improve it.

2. Development Prospects:

o Innovation and Novelty: Quick implementation of innovative solutions
through active community participation.

o Financial Savings: Ability to work without licensing fees, beneficial for
small businesses.

o Reliability and Security: Ensuring high security by continuous code review
and error correction by the community.

o Professional Development: Provides valuable experience and skills for
professionals and developers.

3. [Ecosystem: A system designed to promote innovations, entrepreneurship,
and support small startups in the IT sector.

4. Infrastructure: Establishment of tech parks, incubators, and accelerators to
support small startups.

5. Partnership: Collaboration between educational institutions, government
agencies, and the private sector.

6. Financial Support: Provision of venture capital, grants, and government
subsidies to startups.

7. Acceleration and Incubation Programs:

o Acceleration: Systematic measures to speed up startup growth and
development.

o Incubation: Providing resources and support to help startups launch.

8. Smart Technologies: Integration of 10T, blockchain, and mobile
applications into logistics and payment processes.

9. Digital Payment Systems: Payment systems conducted via online
platforms.

10. Logistics Automation: Automating logistics processes using monitoring
and optimization tools.

11. Cross-border Trade: Implementation of international payment systems and
logistical solutions.

12. E-Technologies: Technologies used for managing, organizing, and
delivering services and products over the Internet.

13. E-Commerce: Selling and purchasing goods through online platforms and
Services.

14. Digital Transactions: Financial operations conducted via online platforms.

15. Information Security: Measures for protecting data and systems, including
cybersecurity.

16. Artificial Intelligence and Machine Learning:

« Artificial Intelligence (Al): The capability of computer systems to mimic
human intelligence.

e Machine Learning: Algorithms that automatically learn and evolve from
data.

17. Cloud Computing: The availability of data and services over the Internet.

18. Interactive and Mobilized Platforms: Technologies that facilitate
communication with consumers via modern platforms.

e M-commerce: Mobile commerce.
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19. Smart City and loT:

e Smart City: Systems designed to improve and automate urban
infrastructure.

o loT (Internet of Things): Devices connected to exchange data.

130



IajinananblLiran dneduerTep TiziMmi :

1. Monna6exoBa b.K AKmapaTThIK-KOMMYHHKAIUSUTBIK TexHoJorusuiap OKy
Kypaiubl. Kaparannast 2018

2. HypneucoBa  T.b. Kaitgamm W.H  AKnaparTblK-KOMMYHHKALHASITBIK
texHonorusiap OKy Kypaisl. Anmatel 2018

3. YpmameB B.A. I'ycmanoBa @.P.I'a3u3 I'.I' AkmapaTThlKk —KOMMYHUKAIUSIIIBIK
texHoJsorustap. Oky kypainsl .Anmatel 2017

4. IebioexoB J[.A.Yckenbaea P.K.Cepobun B.B./ly36aeB H.T. Monnarynosa
A.H. Information-communication technology. MNuH$popMannoHHO-KOMMYHHUKAIIHOHHBIE
TEXHOJ0THH. YueOHuK 1-2 yacth , Anmate 2017

5. MyxamenueBa JI.C.Cyneiimen A.E. KagwipoBa JILb AxknaparTelk —
KOMMYHUKaLUSIIBIK TEXHOJIOTHSIIAP. SMART -TexHoJorusiap.OKy
kypainbl,Kaparanap1, 2018

6. MonnabekoBa b.K. AKnmaparThlK —KOMMYHUKAIHSUIBIK TeXHOJOTHsU1ap.OKy
Kypaibl, Kaparanp1,2018

7. Hypmeucoa T.b., Kaiimamm WM.H. H 90 Kazipri cauaplk onemieri
unpopmaruka — HpopmaTka B COBpeMEHHOM IIU(POBOM MUPE: OKY KYPaJIbl

8. CarpibexoBa K. OKy yphiciHIE aKmapaTThIK-KOMMYHHUKAIUSIIBIK TEXHO-
norusiiapsl naiiaanany Kaxerriniri. «Mupopmartuka Herizaepi» Ne4,2008 x

9. MyxamerxkanoBa C. T., XKaprteiHoBa XK. A. «/HTEepakTUBTI XKaOJBIKIICH
KYMBIC icTey aicTepi MeH Taciinaepi» Anmarsl -2008

10. MyxambetxkanoBa C.T.,MennebexoBa M.T.MyranmiMaepaiH aknapaTThIK-
KOMMYHHUKAIUSUTBIK ~ TEXHOJOTHSUIApAbl  KOJOAAHYAAFbl  KY3IPETTUTIH  JIaMBITy
onicreMect. Anmartsl: «Jlaitbip mpuHT»KIIC 2010

11. Victoria Wright and Denise Taylor. Coursebook .Second Edition
Cambridge IGCSE ICT .Cambrige University 2016

12.  bupumxanoBa C.C. Oky vypaziciHmeri Kasipri  akmaparThlK
TEXHOJIOTHSITAPIbI kongany/ Mcmonp3oBaHMe COBpPEMEHHBIX HWH(DOPMAIMOHHBIX
TEXHOJIOTUI B yueOHOM mporuecce.OKy-oaicTeMeNiK Kypay/yY4eOGHO-MeToAnYecKoe
nocobue TOO JlanTtap Tpeiin,Anmats1,2021.Kocranait akagemusico,2021

13. Momkanos A K.Crynentrepain aKIMapaTThIK-KOMMYHHUKAITHSUITBIK
TEXHOJIOTHSIIAP/IbI KOJIIaHy HET131H]Ie ©31H-031 MIBIFAPMAIIBUIBIKIICH AaMBITYBL: (.F.1. ...
muc.: Aamatsel, 2013

14. Kymabaeea A.M. JXana Typmartel MyFadiMIi KaJbIITaCcTHIPY/Ia
aKMapaTThIK TEXHOJOTUSIIAPIAbl KOJJAHYIBIH TEAaroTUKANBIK MIapTTapbl: -TypKicTaH,
2008

15. AxmeroBa [I'.K., Myxamberkanoa C.T., Tompikbaea F.H., T.0.
[Tegarorrapapiy AKT-HBI KOJaHy apKbUIbl KY3BIPJIBUIBIFBIH KaJbIITACTBIPY OOWBIHINA
noprdommo: —Anmarsr, 2012

131



COAEPKXAHUE
BBEJIEHUE
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